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Abstract. Preservation of privacy and security of healthcare data is very
important in the electronic healthcare domain. Unauthorized access or attacks by
hackers can breach or damage sensitive data of patients’ health records that may
lead to disclosure of patient’s privacy or may slowdown the system. Hence, it is
very crucial to provide and enforce privacy and security of clinical data using a
secure authentication system. Biometric-based access control over healthcare
data can provide the necessary security and privacy. In recent years, biometric
technologies have gained traction in health care applications. This paper pro-
poses a biometric authentication scheme to preserve privacy and security in
healthcare systems. In this work, we have employed biometric fingerprint as a
trait for user authentication and monitoring access to the healthcare systems.
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1 Introduction

With the advancement of sophisticated information and communication technology
(ICT), both patients and healthcare professionals can access, store and share clinical
information electronically in an efficient and easier manner [1]. The emergence of ICT
enabled electronic healthcare systems are very compelling for the health industry due to
the many advantages. Electronic healthcare systems such as eHealth or tele-health
improves the quality of healthcare by making Patients Health Information (PHI) easily
accessible, improving efficiency, and reducing the cost of health service delivery.
Patients rarely get to spend much time with their physicians face-to-face. Recent
advances in Electronic Health Record (EHR) technology have significantly increased
the amount of clinical data consisting of medical documents and patient health records,
that are electronically available and accessible [2].
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Despite many benefits, electronic healthcare systems still face a number of privacy
and security challenges [3]. Due to the sensitive nature of medical information and
healthcare records, issues of integrity, security, privacy, and confidentiality are signif-
icant concerns in this domain. Since medical information is usually associated to
individuals, privacy and security must be effectively addressed and ensured to protect
patient’s health data. This is explicitly stated by the privacy regulations [4—6] to protect
the electronic health data that the healthcare institutions maintain about their patients.
HIPAA [4] standards for electronic health care information in the USA, address the
physical security and confidentiality of patient identifiable electronic health care records.
Security and privacy risks involved with archiving and retrieving patient records in the
healthcare systems has increased the need for a reliable user authentication scheme to
the protection and privacy of medical records in the healthcare domain.

Over the recent years, biometric technologies, such as fingerprint, iris recognition
and hand geometry, have gained traction in electronic healthcare applications. Bio-
metrics technology is capable to mitigate the security problems in the electronic
healthcare systems by providing reliable and secure user authentication compared to
the traditional approaches. Traditional authentication approaches based on user sig-
natures, password, PINs, tokens and access cards are not appropriate in the electronic
healthcare systems due to the possibility of being lost, stolen, forgotten, manipulated or
misplaced. In general, traditional authentication methods are not based on inherent
individual attributes [7]. On the other hand, biometrics is a security mechanism that
assigns a unique identity to an individual according to some physiological (fingerprint
or face) or behavioral characteristics (voice or gait) [8]. Therefore, biometrics based
approaches are more reliable and capable than traditional authentication methods of
distinguishing between an authorized person and an imposter. Biometric traits cannot
be lost or forgotten; they are difficult to duplicate, share, or distribute. Moreover, it
requires the presence of the person being authenticated; it is difficult to forge and
unlikely for a user to repudiate [9]. Biometrics offers a sense of security and conve-
nience both to patients and physicians alike. In order to stay ahead of the emerging
security threats posed by electronic healthcare systems, healthcare organizations are
moving from traditional approaches to the utilization of biometrics technology.

In this paper, we present a biometrics framework based on fingerprint with the potential
to extend current data privacy protection and identity verification systems in the context of
electronic healthcare systems. In addition, this paper highlights the applications of bio-
metrics in addressing some of the security and privacy challenges in electronic healthcare
systems. The remainder of the paper is organized as follows. Section 2 presents an over-
view of biometrics technology and its applications currently available for healthcare
security. In Sect. 3, a description of the proposed approach is provided. We outline the
main results and discussions in Sect. 4. Finally, conclusions are documented in Sect. 5.

2 Biometrics Technology in Electronic Healthcare

Biometrics technology serves to identify and authenticate individuals in many security
applications based on the physiological, chemical, or behavioral attributes of the indi-
vidual [10] replacing current password, PIN or token based systems. Like many other
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application domain, its relevance is increasing in healthcare systems. Using biometrics,
the patient, and only the patient, is able to control access to their electronic medical data.
With biometric-driven patient control, medical records are no longer held exclusively by
providers, but instead shared with authorised providers on an as-needed basis, under the
direction of the patient. The privacy and security of medical data is assured via
biometric-based verification of authorised individuals, and care is improved through the
real-time sharing of centralised medical data that facilitates medical decisions by doc-
tors. Biometrics technology in the healthcare domain can be capable to:

combat fraud and abuse in health care entitlements programmes;
protect and help in the management of confidential medical records;
identify patients; and

secure medical facilities and equipment.

Biometrics technology can protect the privacy and confidentiality of medical
records by means of authentication of both patients and healthcare providers. It can
emulate the current well accepted system whereby a patient authenticates herself when
seeking treatment or visiting a doctor’s office for consultation. A typical scenario
consists of a patient telling his or her name to a receptionist and then signing a release
form. In order to meet the guidelines of the HIPAA regulations, both health profes-
sionals and patients must be given access to medical records. Taking into account the
requirements of both patients and health professionals, biometric authentication is able
to meet the privacy requirements.

Biometric-based applications are chiefly intended to solve two main categories of
problems: solutions that secure against nefarious individuals via intelligence back-
ground checks or law enforcement database checks (1:N searches); and solutions that
protect a transaction and its associated data by verifying the identity of the individual
performing the transaction (1:1 verifications). Healthcare biometric solutions fit in the
second category, a type of commercial transaction that requires a 1:1 verification. In the
healthcare domain, biometric verification can be used at the following principal access
control points of a patient-centric solution:

e Patient verification on login
e Patient verification upon appointment arrival
e Provider verification on login.

Several organizations have employed biometrics for securing their electronic
medical records (EMRs) that use modalities such as the fingerprint and iris [11-13].
Researchers have recently studied to employ new types of biometric traits for identi-
fication such as, heart rate variability (HRV) [14], interpulse interval (IPI) [15], features
of electrocardiogram (ECG) [16] and photoplethysmogram (PPG) [17]. They have
proposed approaches using HRV or IPIs as biometric characteristics to generate
identity for authentication and encryption [13, 14, 18, 19]. Several data encryption
schemes have been proposed based on ECG [16, 20, 21], PPG [17] and multiple
physiological signals [22]. Clancy et al. [23] suggested that fingerprint can be used to
generate keys for cryptosystems in electronic healthcare platform.

In Europe, the use of biometrics in the health area is still scarce. Presently most
applications are restricted to access control and limited to fingerprints and iris scans,
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but several pilot projects have been initiated to widen the scope. Danish Biometrics, for
example, is developing a biometric recognition solution for secure log-on procedures
for doctors and nurses at the Copenhagen Hospital. In Germany, where a nationwide
eHealth infrastructure is being introduced, doctors will be able to digitally sign pre-
scriptions using fingerprints. In an Italian health care location, a biometric system
controls the access to the surgical rooms [24]. In Texas, USA, a biometric and smart
card-based program to address recipient and provider fraud in the Medicaid system has
been in operation since 2004. The Medicaid Integrity Pilot, or MIP, was initially
designed to evaluate the performance and acceptance of fingerprint and smart card
technologies for recipient authentication at the point of service [25].

The Australian Methadone program uses iris recognition technology in support of
the treatment of citizens addicted to heroin. The Methadone program registers patients
in an iris recognition system to detect duplicate enrolees and to enable authentication
for clients unable coherently or consistently to claim an identity. Personal information
including biometric data, name, permitted dosage, last dosage, and next scheduled
dosage are included in the database. A similar pilot program for the controlled dis-
tribution of methadone has been deployed in the Netherlands using fingerprint tech-
nology and smart cards. One can envision similar uses of biometrics to automate and
control distribution of vaccines during epidemics [26].

South African government launched a pilot fingerprint identification program for
government employees in response to growing health care concerns due mainly to the
HIV/AIDS epidemic. In the past, individuals tended to steal identification cards to
receive health care benefits, and many enrolled under multiple identities to receive
additional, or replicate, services. The system was designed to detect multiple users at
enrolment and to verify a user’s identity when they seek services. The system allows
patients and medical providers to interact with various settings of care, including
hospitals and pharmacies, to prevent fraud and to manage the administration of health
care benefits. This system can also track health histories to monitor the overall costs
associated with disease treatment [25].

3 Proposed Biometric Authentication System

This section demonstrates the architecture of the proposed biometric authentication
system to control access to an electronic healthcare system. A fingerprint biometric
scheme can either verify or identify of an individual based on his or her fingerprint as
trait. In verification approach, it verifies the authenticity of one person by his finger-
print. In identification approach, it establishes the person’s identity among those
enrolled in a database. Without knowledge of the person’s identity, the fingerprint
identification system tries to match his fingerprint(s) with those in the whole fingerprint
database. Among all other biometric traits, fingerprint biometrics occupies an important
and a very special place in the field of health security due to its uniqueness and
availability. The diagram of a proposed biometric system is shown in Fig. 1.
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3.1 Fingerprint Acquisition

The first stage of the fingerprint authentication process is to capture a digital image of
the fingerprint pattern using a sensor. The captured image is called a live scan. This live
scan is digitally processed to create a biometric template (a collection of extracted
features) which is stored and used for matching. Many technologies have been used
including optical, capacitive, RF, thermal, piezo resistive, ultrasonic, piezoelectric [27].

.
Enrolment Fingerprint
Database
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e N
Fingerprint Pre- Feature Feature
Acquisition processing Extraction Vector

\ J

!

Authentication

Healthcare System

Fig. 1. Architecture of the proposed biometric authentication scheme for electronic healthcare.

3.2 Pre-processing

Pre-processing is required to enhance the quality of an image by filtering and removing
unnecessary noises because the captured images may be of poor quality. This process
removes the noises in the images and enhance them for better features extraction. For
image filtering we employ a fuzzy filtering technique [28] (Fig. 2).

3.3 Features Extraction

Based on the features used, fingerprint verification methods can be classified into two
categories: minutiae based or texture based. The minutiae based fingerprint verification
systems have shown high accuracy [29]. The texture based methods use the entire
fingerprint image or local texture around minutiae points [30]. In this paper, we employ
the minutie features for fingerprint identification.

Minutiae are some specific points in a fingerprint, these are the small details in a
fingerprint that are most important for fingerprint recognition. There are three major
types of minutiae features: the ridge ending, the bifurcation, and the dot (also called
short ridge) (Fig. 3). The ridge ending is the spot where a ridge ends. A bifurcation is
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(a) Original image (b) Filtered image (c) Binarized image (d) Thinned image

Fig. 2. Pre-processing steps in fingerprint identification.

the spot where a ridge splits into two ridges. Spots are those fingerprint ridges that are
significantly shorter than other ridges [31]. Minutia keypoints are searched over a
enhanced, binarized and thinned version of the input fingerprint image. The local
orientation for each minutia keypoint is obtained from the estimated orientation field.
To extract the minutiae set, the open FVS library is used [32].

Terminations  Bifurcations

| Y : / 1:41
Ridge Valley
(a) A fingerprint (b) Minutia

Fig. 3. A fingerprint image and its minutia.

3.4 Matching

A fingerprint matching module computes a match score between two fingerprints,
which should be high for fingerprints from the same finger and low for those from
different fingers. Most fingerprint-matching algorithms adopt one of four approaches:
image correlation, phase matching, skeleton matching, and minutiae matching.
Minutiae-based representation is commonly used, primarily because minutiae-based
fingerprint matching is more reliable and acceptable by the forensic experts and other
security professional and its representation is storage efficient.

In this paper, we employ the Matching Score Matrix (MSM) algorithm [33] to
compare the minutiae features extracted from the test fingerprints with features of
database fingerprints to verify a person. The Matching Score Matrix algorithm is able
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to reduce the number of matching comparisons in linear search. The main idea of the
algorithm is that the similarity (called the matching score) between any pair of the
finger templates is calculated in advance, and then the order of the comparison with the
input image is decided according to the matching scores.

4 Experimental Evaluation

In this section, we evaluate the performance of our proposed approach and compare
with other similar techniques reported in this work. To demonstrate the effectiveness of
our algorithm, we perform experiment using several standard fingerprint datasets.
Experiments are carried out on a computer with 2.8 GHz Intel Core i7 processor. The
algorithm has been implemented using Visual C++.

4.1 Datasets

The performance of the proposed fingerprint biometric verification scheme has been
evaluated on FVC2002 fingerprint databases [33]. FVC2002 project has four different
databases: DB1, DB2, DB3 and DB4. Each database has 110 fingers with 8 impres-
sions per finger (110 x 8 = 880 fingerprints in all); The fingers are split into set A (100
fingers — evaluation set) and set B (10 fingers — training set). During a session, fingers
were alternatively dried and moistened. Some characteristics of these two databases are
summarized in Table 1.

Table 1. Description of FVC 2002 databases.

Database | Sensor type | Image size | Set A (Testing) Set B Resolution
(fingers x images) (fingers x images)

DB1 Optical 388 x 374|100 x 8 10 x 8 500 dpi
sensor

DB2 Optical 296 x 560|100 x 8 10 x 8 569 dpi
sensor

DB3 Capacitive | 300 x 300 | 100 x 8 10 x 8 500 dpi
sensor

DB4 Synthetic | 288 x 384 | 100 x 8 10 x 8 About 500

dpi

4.2 Results

To justify the performance of the proposed scheme, we evaluate three statistical
measures: False Match Rate (FMR), False Non-Match Rate (FNMR) and Equal Error
Rate (EER). The FMR is the rate at which the system incorrectly matches or accepts
imposter fingerprint inputs (also known as False Acceptance Rate or FAR). FNMR is
the rate at which inputs of genuine fingerprint are incorrectly rejected by the system
(also referred as False Rejection Rate or FRR). EER is the rate at which both FMR and
FNMR are equal. EER determines the threshold values for FMR and FNMR of the
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biometric system. When the rates are equal (FMR = FNMR), the common value is
referred to as the equal error rate. The value indicates that the proportion of false
acceptances is equal to the proportion of false rejections. The lower the EER value, the
higher the accuracy of the biometric system. The results for EER using different
fingerprint databases are reported in Table 2. We compare the accuracy of our method
with another standard method [35]. Our evaluation results confirm that the number of
matching processes is reduced and the error rate for identification is reduced by the
proposed method. From the experimental results, we can see that the proposed method
is superior to the conventional minutiae-based one for all the databases. Even though
the performances for FVC 2002 DB3 and DB4 are lower than those for FVC 2002 DB1
and DB2.

Table 2. EER comparisons of two matching methods on FVC databases.

Database | FISiA [35] | Proposed method
DB1 1.0% 0.26

DB2 0.89% 0.19

DB3 1.7% 0.87

DB4 2.3% 1.2

5 Conclusion

Biometrics can be incorporated in a wide-range of health care applications. Driven by
the desires of healthcare authorities to offer better healthcare services at a low cost,
electronic healthcare has revolutionized the healthcare industry. However, while
electronic healthcare system comes with numerous advantages that improve health
services, it still suffers from security and privacy issues in handling health information.
eHealth security issues are mainly centered around user authentication, data integrity,
data confidentiality, and patient privacy protection. Biometrics technology addresses
the above security problems by providing reliable and secure user authentication
compared to the traditional approaches. This research offers a comprehensive bio-
metrics authentication scheme in order to protect unauthorised access to the healthcare
system and preserve its privacy and security.
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