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Abstract. This paper proposes an efficient scheme, named CPSS, to
perform privacy-preserving proximity detection based on chiphertext of
convex polygon spatial search. We consider a scenario where users have
to submit their location and search information to the social application
server for accessing proximity detection service of location-based social
applications (LBSAs). With proximity detection, users can choose any
polygon area on the map and search whether their friends are within
the select region. Since the location and search information of users are
sensitive, submitting these data over plaintext to the social application
server raises privacy concerns. Hence, we propose a novel method, with
which users can access proximity detection without divulging their search
and location information. Specifically, the data of a user is blurred into
chipertext in client, thus no one can obtain the sensitive information
except the user herself/himself. We prove that the scheme can defend
various security threats and validate our scheme using a real LBS dataset.
Also, we show that our proposed CPSS is highly efficient in terms of
computation complexity and communication overhead.

Keywords: Location-based social application · Proximity detection
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1 Introduction

Nowadays, with the flourish of the location-based service (LBS) and social net-
working, location-based social applications (LBSAs) have attracted considerable
interest. These applications enormously benefit people in a variety of contexts
ranging from their work to personal life. For example, when a individual is
traveling in a strange place, LBSAs can help her/him meet with friends in the
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Which friends are within the 
polygon range 

Fig. 1. Conceptual architecture of proximity detection.

surroundings [1–4]. Proximity detection is a high level location based service of
LBSAs, which enables a user to choose any range on the map, and search which
friends of her/his are within this region, as shown in Fig. 1. Proximity detec-
tion with polygon spatial search has been one of the most popular features of
LBSAs [5–9].

Although LBSAs benefit people by providing convenient lifestyle, its devel-
opment still faces severe challenges due to the sensitivity of users’ location infor-
mation [10–16]. For example, users’ sensitive information could be analyzed or
revealed by LBSAs server easily. Once these sensitive information is obtained
by attackers, mobile users may be harmed economically, physically, and legally.
Therefore, when users use social applications (such as Wechat, Facebook, Twit-
ter and so on) for location search, their sensitive search and location information
cannot be leaked. However, most LBSAs rely on the fact that users submit accu-
rate location over plaintext to the social application server, then the server pro-
vides LBS for them. Thus, how to provide accurate LBS search results without
divulging users’ sensitive information has become a hot spot of LBS research.

Aiming at these above challenges, in this paper, we propose an efficient and
privacy-preserving proximity detection scheme for social applications, named
CPSS. Specifically, main contributions of this paper are as follows.

– First, the proposed CPSS provides a privacy-preserving proximity detection
framework for LBSAs. With CPSS, a user can keep her/his search and loca-
tion information secret from social application servers and other users. Specif-
ically, in our novel CPSS scheme, users’ search and their location data are
transformed into chipertext with random masking technique in client, thus
social application servers cannot obtain any sensitive information of users.
Meanwhile, no one but the user knows her/his own sensitive information.
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Moreover, based on social applications, users are authenticated when login,
therefore, it is impossible for an attacker to disguise a legitimate user to
execute a search.

– Second, the proposed CPSS provides accurate spatial search service for users.
We construct an convex polygon spatial search algorithm based on improving
an efficient and privacy-preserving cosine similarity computing protocol [17],
named PSS, which can provide high-precision convex polygon spatial search
while protecting users’ privacy.

– Third, CPSS provides proximity detection service in the real environment
efficiently. We evaluate the performance of the proposed CPSS in terms of the
computation complexity and communication overhead, and deploy CPSS in
smart phones and workstation with a real LBS dataset. Extensive experiment
results demonstrate that CPSS is highly effective in the real environment.

The rest of this paper is organized as follows: we review the related works
in Sect. 2. The efficient and privacy-preserving cosine similarity computing pro-
tocol and the strategy of point in convex polygon are reviewed as the prelimi-
naries in Sect. 3. In Sect. 4, we formalize the models, design goal, and propose
our privacy-preserving proximity detection scheme with convex polygon spatial
search followed the security analysis of the proposed scheme in Sect. 5. Perfor-
mance evaluation in Sect. 6. Conclusions are discussed in Sect. 7.

2 Related Work

The field of privacy-preserving spatial search has witnessed several different tech-
niques those have been proposed to protect users’ privacy ([18–22] and reference
therein). In this section, we review some of them resumptively.

K-anonymity [23] is a traditional technique to perform privacy-preserving
spatial search. There are few works have been proposed in this direction [18,19,
24]. In 2011, [18] presented a new multidimensional k-anonymity algorithm
based on mapping and divide-and-conquer strategy. The work in [18] maps
the multi-dimensional to single-dimensional and performs much better than k-
anonymity in privacy protection. In [19], Sharma and Shen et al. utilized the
k-anonmity mechanism with an entropy factor to check the possible probability
of detecting a subscriber in a region by an adversary based on previous traces.
In their work, they aimed to maximize the entropy based on a random mobil-
ity pattern before generating a new cloaking region. Gedik and Liu et al. [24]
proposed a location privacy architecture which use a flexible privacy personal-
ization framework to support location k-anonymity for a wide range of mobile
clients with context-sensitive privacy requirements. This framework enables each
mobile client to specify the minimum level of anonymity. However, k-anonymity
requires that the anonymous region where the user resides should contain at least
other k-1 users, if k users are in the same location, their location information
may also be leaked, and it brings heavy communication overhead to users.

Spatial cloaking technique is widely used to ensure users’ privacy through
masking the user accurate location into a cloaked spatial regions [20,21,25]. The
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schemes in [21] proposed to enable mobile users to obtain location-based services
without revealing their exact location by designing a spatial cloaking algorithm,
which is suitable for mobile peer-to-peer environment. In 2015, [20] proposed
a new spatial cloaking technique to hide a user’s location with a cloaking of
the serving based station. Different from the most existing approaches, the work
in [20] selects a properly chosen dummy location from real locations of eNodeBs
to minimize side information for an adversary. Wang et al. proposed an in-device
spatial cloaking algorithm in [25] to achieve processing data in client. The work
in [25] is modified from traditional approaches. However, in general, the schemes
using spatial cloaking technique return a list of candidate search answers instead
of the exact answer, which brings heavy communication overhead to users.

In order to mitigate the heavy communication overhead involved with the k-
anonmity and spatial cloaking, homomorphic encryption technique is commonly
used to achieve privacy-preserving spatial search. In 2016, [22] proposed a solu-
tion for mobile users to preserve their location and query privacy in approximate
k nearest neighbor (KNN). The work in [22] is built on the Paillier public-key
cryptosystem, and can provide both location and query privacy security. In [26],
Mu and Bakiras proposed a novel privacy-preserving spatial query approach
using Paillier and ElGamal. In their work, a mobile user is allowed to define
an arbitrary convex polygon on the map, and test whether her/his friends are
within the polygon. The methods in [27] proposed for secure distance computa-
tion over encrypted data, in their work, the underlying security is ensured by the
homomorphic encryption scheme which support computation on encrypted data.
Thomas et al. using homomorphic encryption proposed a secure point inclusion
protocol in [28]. They determined the relationship of a point and the polygon
by angles. Nevertheless, most homomorphic encryption schemes require massive
resource-consuming computation, which brings heavy computation complexity.

These above-mentioned schemes are not very suitable for mobile devices.
Hence, in this paper, we use a new but lightweight technique to construct an
efficient and privacy-preserving proximity detection scheme with convex polygon
spatial search. Our approach is highly efficient in terms of computation complex-
ity and communication overhead. Most importantly, our scheme doesn’t reduce
the search accuracy due to the privacy-preserving requirements.

3 Preliminaries

Recently Lu et al. [17] proposed an efficient and privacy-preserving cosine simi-
larity computing protocol and in 1995, Feito et al. [29] proposed the cross product
(point in convex polygon strategies). In this section, we review theses as the basis
of our scheme.

3.1 Efficient and Privacy-Preserving Cosine Similarity Computing
Protocol

Given a vector of PA, a = (a1, a2, . . . , an) ∈ Fn
q and a vector of PB, b =

(b1, b2, . . . , bn) ∈ Fn
q , we can directly calculate the cosine similarity cos(a,b)



Achieve Efficient and Privacy-Preserving Detection Scheme Social Apps 343

in an efficient and privacy-preserving way. The main calculation process is as
follows.

Step1: (performed by PA) Given security parameters k1, k2, k3, k4, choose
two large primes α, p such that |p| = k1, |α| = k2, set an+1 = an+2 = 0. Choose
a large random s ∈ Z

∗
p and n + 2 random numbers |ci| = k3, i = 1, 2, . . . , n + 2.

Then PA calculates

Ci =
{

s(ai · α + ci) mod p, ai �= 0;
s · ci mod p, ai = 0;

and A =
∑n

i=1 a2
i . What’s more, PA should keep s−1 mod p secret. After these

operations, <α, p, C1, . . . Cn+2> will be sent to PB.
Step2: (performed by PB) Set bn+1 = bn+2 = 0, random numbers |ri| = k4,

then calculate

Di=

{
bi · α · Ci mod p, bi �= 0;
ri · Ci mod p, bi = 0;

B =
∑n

i=1 b2i and D =
∑n+2

i=1 Di mod p. After this PB sends <B,D> back to
PA.

Step3: (performed by PA) Compute E = s−1 ·D mod p, a ·b =
∑n

i=1 ai · bi =
E−(E mod α2)

α2 and cos(a,b) = a·b√
A·√B

.
During the above calculation, it can be figured that the vectors of PA and

PB are confidential to each other.

3.2 Cross Products - Point in Convex Polygon Strategies

Given a convex polygon P with n edges and a point p, the vertices P1P2

. . . Pn are named in anticlockwise direction. Assume that the coordi-
nates of the vertexes and the point are defined as <(x1, y1), (x2, y2),
. . . , (xi, yi), (xi+1, yi+1), . . . , (xn, yn)> and (xs, ys), respectively. The point in
convex polygon cross product is the protocol to determine whether the point p
is within the convex polygon P . We can solve this problem by calculating points
orientation [29]. As shown in Fig. 2, the triple points <Pi+1, p, Pi> consist of
two vertices of the convex polygon and a point p, we defined their orientations
as follows.

P
p

p
p

(a) Positive orientation (a) Zero orientation (a) Negative orientation

Fig. 2. Orientation of point p and polygon vertex.
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– Positive orientation: <Pi+1, p, Pi> is a counterclockwise turn.
– Negative orientation: <Pi+1, p, Pi> is a clockwise turn.
– Zero orientation: <Pi+1, p, Pi> is collinear.

The orientation of the < Pi+1, p, Pi > can be computed as follows.

Si =

∣∣∣∣∣∣
xi+1 yi+1 1
xs ys 1
xi yi 1

∣∣∣∣∣∣ = (xs ·yi+ys ·xi+1+xi ·yi+1)−(xs ·yi+1+ys ·xi+xi+1 ·yi)

Next, for the given convex polygon P and point p, whether the point is within
the convex polygon can be determined by the following protocol.

– Let i ∈ {1, 2, . . . , n}, i′ = (i + 1) mod n, then compute Si of the triple points
<Pi′ , p, Pi>, where the vertex Pi is visited in an anticlockwise order.

– If all Si > 0, the point p is within the convex polygon P ; else, point p is
outside the convex polygon P .

4 Models, Design Goal and Proposed CPSS Scheme

4.1 Models and Design Goal

Let us consider that the system model consists of three parts: Social Application
Server (SS), Search User (SU) and Search User’s Friends (UF), as shown in
Fig. 3.

 Search user s friends (UF)

Initialization
Search and Response

(2) Encrypted search information

(3) Encrypted search result

Social application server (SS)

Search user (SU)

Fig. 3. System model under considered.

– We consider a server of a LBSA as SS, which provides users with various of
services including proximity detection. Users registered in SS are allowed to
search approximate location of their friends with proximity detection. In our
system, SS is responsible for forwarding data among users and protecting the
integrity of data.

– A user who wants to execute a search and has already registered in SS is
represented by SU. Based on social applications, SU can generate her/his
friend list. Then she/he can choose any polygon range on the map, and search
which friends of her/his are within the selected region.
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– UF present online friends of SU. In the process of polygon spatial search,
UF receive blurred search information from SU, then each UF does a hybrid
calculation with the blurred search data and her/his own position coordinate
to obtain search results, which can only be analyzed by SU with further
calculating. Since most calculations are done in client, the computational
efficiency of our privacy-preserving scheme should be guaranteed.

Within the system model, let us introduce the threat model and define the fol-
lowing security requirements of the proposed work. In the threat model, we con-
sider that SS is credible-but-greedy, SU and UF are honest-but-curious. Specif-
ically, SS will not be fraudulent, but want to get the sensitive information of
users from search requests and result responses. SU and UF will not send false
information, nevertheless, both of them want to obtain each other’s sensitive
information through the blurred data. Meanwhile, attackers may tamper and
modify the data, or impersonate a legitimate user to execute a search. Consider-
ing above security issues, the following security requirements should be satisfied.

– Privacy. On one hand, protecting user’s search and location information secret
from SS and other users, even if SS can obtain all requests and responses
from users, it still cannot identity user’s search polygon range and location
information accurately. On the other hand, the privacy requirements also
include search results, i.e., only the legal SU can decrypt them.

– Authentication. Authenticating that an encrypted proximity detection search
request is really sent by a legal SU and not modified during the transmis-
sion, i.e., if an illegal user forges a search, this malicious operation should
be detected. That is, only correct search requests can be received by UF,
meanwhile, responses from UF should also be authenticated, so that SU can
receive the reliable search results.

Under the aforementioned system model and security requirements, our
design goal is to develope an efficient and privacy-preserving proximity detec-
tion scheme with accurate search results for social applications. Specifically, the
following three objectives should be achieved.

– Security should be guaranteed. Once the security of the proposed is not
achieved, users’ sensitive information (i.e., search and location data) could
be disclosed, which may harm users severely. In this way, it is hard for LBSA
to step into its flourish. Therefore, achieving the confidentiality and authen-
tication simultaneously is the primary goal of CPSS.

– Accuracy of polygon search results should be guaranteed. It is significant that
applying the privacy-preserving strategy cannot compromise the accuracy.
Therefore, the proposed framework should also provide the same search result
as that of the scheme unusing privacy-preserving technique.

– Low computation complexity and communication overhead should be achieved.
Considering the batteries of mobile devices are very limited today. The pro-
posed scheme should enhance the computational efficiency to reduce the
energy consumption in mobile devices. As a result, CPSS should have low
overhead in terms of computation and communication.
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4.2 Proposed CPSS Scheme

The proposed efficient and privacy-preserving proximity detection scheme mainly
consist of two parts: system initialization and privacy-preserving convex polygon
spatial search. Detailed explanation is as follows.

System Initialization. SS first chooses system security parameters
p1, p2, p3, p4, a secure symmetric encryption E(), i.e., AES, a secure asymmetric
encryption algorithm E′(), i.e., ECC and a secure hash function H(). Then SS
generates its private key skSS and public key pkSS . SS keeps skSS secret, and
publishes the system parameters <E(), E′(),H(), p1, p2, p3, p4, pkSS>.

When registering in SS, SU sets her/his password, and generates pri-
vate key skSU and public key pkSU . When logging in, SU is authorized with
<password, SU, pkSS , E′()>. Meanwhile, a temporary session key kSU is gen-
erated through the key negotiation. The authentication scheme of register and
login for social applications is sophisticated [30]. After this, SU chooses two large
primes such that |β| = p1, |α| = p2, a large random number u ∈ Z

∗
p and random

numbers |vin| = p3, where i is the number of polygon edges, n = 1, 2, · · · , 6.
UF represent online friends of SU. For the sake of simplicity, we first consider

that only one friend of SU is online, which is represented by UFj . During the
initialization process, UFj generates a session key kUFj

with SS, and chooses
random numbers |wi| = p4, where i is the number of polygon edges.

Privacy-Preserving Convex Polygon Spatial Search. At the beginning,
we design the PSS algorithm for the proposed scheme, which mainly consists
of three functions: SearchGeneration, ResultGeneration and ResultReading. The
description of the functions is as follows.

– SearchGeneration(α, β, u, V,D): The function takes as input two big primes
α and β, random number u, an array V with elements vin and vertexes
of the search polygon D. It outputs the blurred data of the search poly-
gon, which is presented by Q. Assume that the vertexes of the polygon are
<(xq1, yq1), (xq2, yq2), . . . , (xqm, yqm)> in anticlockwise order. Detailed calcu-
lations of this function are as follows.

Q = Q1 ‖ Q2 ‖ · · · ‖ Qi ‖ · · · ‖ Qm

Qi = Qi1 ‖ Qi2 ‖ Qi3 ‖ Qi4 ‖ Qi5 ‖ Qi6

Qi1 = u(xqi · α + vi1) mod β

Qi2 = u(yqi · α + vi2) mod β

Qi3 = u(xqi′ · α + vi3) mod β

Qi4 = u(yqi′ · α + vi4) mod β

Qi5 = u(xqi · yqi′ · α + vi5) mod β

Qi6 = u(xqi′ · yqi · α + vi6) mod β,
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where i = 1, 2, ...,m, i′ = (i + 1) mod m. The process is conducted by SU,
after this, the data of the search polygon are blurred into chipertext Q.

– ResultGeneration(α, β,W,Q,C): This function is executed by UFj . It out-
puts the search result R with the inputs α, β,W,Q and C, where α and β
are two big primes, W is an array with elements wi, Q is the blurred polygon
information and C is the location coordinate of UFj . Assume that the location
coordinate of UFj is <xj , yj>. Specific computing process is as follows.

R = R1 ‖ R2 ‖ · · · ‖ Ri ‖ · · · ‖ Rm

Ri = Ri1 ‖ Ri2

Ri1 = wi · α(xj · Qi4 + yj · Qi1 + Qi6) mod β

Ri2 = wi · α(xj · Qi2 + yj · Qi3 + Qi5) mod β,

where i = 1, 2, ...,m. Note that in the operation R = R1 ‖ R2 ‖ · · · ‖ Ri ‖
· · · ‖ Rm, the order of i should be rearranged. After this process, the search
result R is generated, which can only be decrypted by legitimate SU.

– ResultReading(β, u,R): This function takes as input the big prime β, random
number u and search result R. It decrypts R and outputs the judgement J ,
which shows whether UFj is with the polygon area. Concretely, the operations
are as follows.

Ji1 = u−1 · Ri1 mod β

= u−1 · wi · α(xj · Qi4 + yj · Qi1 + Qi6) mod β

= u−1 · wi · u[α2(xj · yqi′ + yj · xqi + xqi′ · yqi)
+ α(xj · vi4 + yj · vi1 + vi6)] mod β

Ji1
′ =

Ji1 − (Ji1 mod α2)
α2

= wi(xj · yqi′ + yj · xqi + xqi′ · yqi)

Ji2 = u−1 · Ri2 mod β

= u−1 · wi · α(xj · Qi2 + yj · Qi3 + Qi5) mod β

= u−1 · wi · u[α2(xj · yqi + yj · xqi′ + xqi · yqi′)
+ α(xj · vi2 + yj · vi3 + vi5)] mod β

Ji2
′ =

Ji2 − (Ji2 mod α2)
α2

= wi(xj · yqi + yj · xqi′ + xqi · yqi′)

Ji = Ji2
′ − Ji1

′

= wi[(xj · yqi + yj · xqi′ + xqi · yqi′)
− (xj · yqi′ + yj · xqi + xqi′ · yqi)]

For i = 1, 2, ...,m, if all of the Ji > 0, this function outputs that J is true,
Otherwise, outputs J is false.
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Algorithm 1. PSS
procedure judge(UFj) � Whether UFj is within the

for i = 1 to i = m do polygon
SU computes Q;
UFj computes R;
SU computes Ji;
if Ji <= 0 then

return J is false; � UFj is outside the polygon
end if

end for
return J is true; � UFj is within the polygon

end procedure

Correctness of the PSS. As the calculation presented above, PSS should meet
constraints wi·α2(xj ·yqi′ + yj ·xqi + xqi′ ·yqi), wi·α2(xj ·yqi + yj ·xqi′ + xqi·yqi′)<β
and α(xj · vi2 + yj · vi3 + vi5), α(xj · vi2 + yj · vi3 + vi5)<α2. Since the values of
coordinates are not very big, we can choose applicable security parameters easily
(such as p1 = 512, p2 = 160, p3 = 75 and p4 = 75). Note that the expression
Ji = wi[(xj · yqi + yj · xqi′ + xqi · yqi′) − (xj · yqi′ + yj · xqi + xqi′ · yqi)], which
is formed by two divisors, one is random wi, and the other is the cross product
of <Pi′ , p, Pi>. Since wi is a positive number, the sign of the cross product is
clear. Then we can find out whether the point is within the polygon through
orientations of <Pi′ , p, Pi>, where i = 1, 2, ...,m.

Next, based on PSS algorithm, we propose the efficient and privacy-
preserving proximity detection scheme with convex polygon spatial search, and
illustrate it in Fig. 4. The detailed procedure is described as below.

(1) Generate the search request : Based on social applications, SU executes the
system initialization to generate random numbers α, β, u, V , and chooses
vertexes of the search polygon D. Then she/he generates the search data Q
by calling SearchGeneration(α, β, u, V,D), and creates the message authen-
tication code MACSU = EkSU

(H(α ‖ β ‖ Q ‖ SU ‖ TS)), where TS is cur-
rent time to resist the potential replay attack. Finally, SU keeps u−1 mod β
secret, and sends <α ‖ β ‖ Q ‖ SU ‖ TS ‖ MACSU> to SS.

(2) Verify the search request and forward : SS first checks TS and MACSU to
verify the validity of data, i.e., verify whether EkSU

(H(α ‖ β ‖ Q ‖ SU ‖
TS)) = MACSU . If it does hold, the packet is valid. Then SS computes
MACSSq

= EkUFj
(H(α ‖ β ‖ Q ‖ SS ‖ TS)), and sends < α ‖ β ‖ Q ‖

SS ‖ TS ‖ MACSSq
> to UF j .

(3) Generate the search response: UFj checks the time stamp TS and MACSSq

to verify the validity of data. Then UFj executes the system initialization
to generate random numbers W , and generates the search result R by calling
ResultGeneration(α, β,W,Q,C), where C is the location of UFj . Finally,
UFj computes MACUFj

= EkUFj
(H(R ‖ UFj ‖ TS)), and sends <R ‖

UFj ‖ TS ‖ MACUFj
> to SS.
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(4) Verify the search response and forward : SS first checks TS and MACUFj
to

verify the validity of the packet. Then SS computes MACSSa
= EkSU

(H(R ‖
SS ‖ TS)), and returns the search result <R ‖ SS ‖ TS ‖ MACSSa

> to
SU.

(5) Read the search response: After receiving <R ‖ SS ‖ TS ‖ MACSSa
>, SU

first checks its validity, and determines whether UFj is within the polygon
by calling ResultReading(β, u,R).

SU SS UF

1.Generate the 
search request 

2.Verify the search  
packet and forward 

3.Generate the 
search response 

4.Verify the search 
response and forward 

5.Read the 
search response

SU SS UF

1.Generate the 
search request 

2.Verify the search  
packet and forward 

3.Generate the
search response 

4.Verify the search 
response and forward 

5.Read the 
search response

Fig. 4. Proposed CPSS scheme.

5 Security Analysis

Following the security requirements discussed earlier, in this section, we analysis
the security of the proposed CPSS. We will focus on how the proposed CPSS can
preserve the privacy of users, and the authentication during the search process.

5.1 The User’s Sensitive Information is Privacy-Preserving in the
Proposed Scheme

In the proposed CPSS, by using random numbers u and vin, the vertexes of
the search polygon <(xq1, yq1), (xq2, yq2), . . . , (xqm, yqm)> are encrypted in the
form of Q1 ‖ Q2 ‖ · · · ‖ Qi ‖ · · · ‖ Qm, where Qi = Qi1 ‖ Qi2 ‖ Qi3 ‖ Qi4 ‖
Qi5 ‖ Qi6, and Qi1 = u(xqi · α + vi1) mod β, Qi2 = u(yqi · α + vi2) mod β,
· · ·, Qi6 = u(xqi′ · yqi · α + vi6) mod β. Since u and vin are only known by
SU, even if SS and other users are curious about the search information, it is
impossible for them to obtain the accurate search information. Moreover, the
space of search data is increased by random numbers vin to resist the exhaustive
attack. Analogously, UFj computes R = R1 ‖ R2 ‖ · · · ‖ Rm over blurred search
data, where Ri = Ri1 ‖ Ri2, Ri1 = wi · α(xj · Qi4 + yj · Qi1 + Qi6) mod β and
Ri2 = wi · α(xj · Qi2 + yj · Qi3 + Qi5) mod β. Since the location coordinate
<xj , yj> is blurred with random numbers wi which are only known by UFj , SS
and SU cannot obtain the location coordinate accurately. Moreover, the order
of i is rearranged during the operation R = R1 ‖ R2 ‖ · · · ‖ Rm, in this way,
SU cannot infer the location relationship between UFj and any edge of the
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polygon she/he chose on the map. Furthermore, the input values of polygon
vertex coordinates are limited with accuracy of two decimal places to guarantee
that the distance between two polygon vertexes is at least 1 km, thus SU cannot
infer the accurate locations of UF by choosing multiple overlapping polygons
or small range polygons on the map. In addition, due to the users’ data is all
encrypted with random numbers in client, even if attackers can capture users’
data, they still cannot achieve available information.

From the above analysis, we can conclude that user’s search information and
accurate location are secure in the proposed CPSS.

5.2 Authentication is Achieved in the Proposed Scheme

The authentication scheme of register and login for social applications is sophisti-
cated, each registered user generates her/his own private key and its correspond-
ing public key. When the user logs in, mutual authentication and key negotiation
will be performed between the user and SS. Therefore, it is impossible for an
attacker to disguise a legitimate user to forge a polygon spatial search request.
In addition, with the proposed scheme, the message authentication code MAC
is computed with the hash function H(), and is encrypted with the secure sym-
metric encryption algorithm E() in each communication between users and SS.
Therefore, without knowing the session key k, it is impossible for attackers to
modify the data between users and SS. As a result, the search request from the
unregistered user and the modified information can be detected in the proposed
CPSS.

Fig. 5. Implementation of CPSS.

6 Performance Evaluation

In this section, we demonstrate the performance of our scheme in terms of com-
putation complexity and communication overhead of SU and UF by deploying
it in the real environment.
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6.1 Evaluation Environment

In order to measure the integrated performance, we implement the proposed
CPSS in smart phones and workstation. Specifically, smart phones with 2.2 GHz
eight-core processor, 3 GB RAM, Android6.0 and a workstation with 2.0 GHz
six-core processor, 64 GB RAM, Ubuntu are chosen to evaluate SU, UF and
SS, respectively, which are connected through 802.11g WLAN. Based on the
proposed scheme, we construct a social application and install it on smart phones
to evaluate SU and UF, then, we build SS on the workstation. As shown in
Fig. 5, SU can register in SS, search her/his friends, and display result in the
smartphone. In order to evaluate CPSS in the real environment, the street map
in Xi’an is adopted in our application.

Fig. 6. Average running time of CPSS in SU vs PDCP.

6.2 Computation Complexity

The proposed PSS algorithm requires mathematical operations with random
numbers to protect users’ sensitive data from social application servers and
attackers. Hence let us quantify the mathematical operations required for the
proposed algorithm in SU and UF. Specifically, we assume that the number
of search polygon vertexes is n, and SU has m online friends. In the process
of blurring the search polygon data, it requires 14n multiplication operations.
When to generate search result, each UF needs to do 8n multiplication opera-
tions. After receiving the search results from UF, it will cost 4mn multiplication
operations for SU to read them. Let us define the time complexity for one mul-
tiplication as tmul. Therefore, the total computation complexity of SU and UF
are (14n + 4mn) ∗ tmul and 8n ∗ tmul, respectively.

Our PSS algorithm uses lightweight two-party random masking and poly-
nomial aggregation techniques. Different from other time-consumption homo-
morphic encryption techniques, it can largely reduce the encryption times for
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mobile terminals while providing accurate proximity detection results. In the
following, for the comparison with CPSS, we select an enhanced proximity
detection for convex polygons (PDCP) [26], which adopts the same point in
convex polygon strategies as CPSS. Denote that the search domain size is mea-
sured by l and the time complexity of exponentiation operation is presented
by texp. Therefore, for PCDP, the computation complexities of SU and UF are
(3n + 2m + 3mn + 4l ∗ mn) ∗ texp + (8n + 4m + 6mn + l ∗ mn) ∗ tmul and
(12n + 4l ∗ n + l2 ∗ n + 9) ∗ tmul + (4n + 4l ∗ n + 9) ∗ texp, respectively.

Table 1. Computation complexity of CPSS and PDCP

CPSS PDCP

SU (14n + 4mn) ∗ tmul (3n + 2m + 3mn + 4l ∗ mn) ∗ texp + (8n + 4m + 6mn +
l ∗ mn) ∗ tmul

UF 8n ∗ tmul (12n + 4l ∗ n + l2 ∗ n + 9) ∗ tmul + (4n + 4l ∗ n + 9) ∗ texp

Fig. 7. Average running time of CPSS in UF vs PDCP.

Table 1 presents the computation complexity comparison of CPSS and PDCP.
It is obvious that our proposed CPSS can achieve privacy-preserving proximity
detection with low computatuon overhead. We test the computation overhead of
CPSS and PDCP in SU for various number of SU’s friends, and plot the average
running time by varying the input number of search polygon edges from 4 to 12 in
Fig. 6. It can be obviously seen that with the increase number of polygon edges,
the computation overhead of PDCP in SU increase hugely, which is much higher
than that of our proposed CPSS. In Fig. 7, we further plot the average running
time in UF varying with the increasing number of search polygon edges from 4 to
12, from the figure, it can be clearly seen that the computation overhead in UF of
PDCP is much higher than that of our proposed CPSS, and increases extremely,
which verify the above analysis of computation complexity. In conclusion, our
proposed CPSS can achieve better efficiency in terms of computation overhead
in SU and UF.
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Fig. 8. Communication overhead of CPSS vs PDCP.

6.3 Communication Overhead

In order to test the communication overhead, we record the size of search request
packet <α ‖ β ‖ Q ‖ SU ‖ TS ‖ MACSU> and result response packet <R ‖
UFj ‖ TS ‖ MACUFj

> with different number of polygon edges and SU’s friends,
and compare with PDCP in one round. As shown in Fig. 8, with the increase of
the polygon edges, the communication overhead of PDCP significantly increases
and it is much higher than that of our proposed CPSS scheme when the number
of SU’s friends does not change. Although the communication overhead of our
proposed CPSS scheme also increases when the numbers of polygon edges and
SU’s friends are large, it is still much lower than that of PDCP. In addition,
SU needs to interact with UF twice in CPSS, and nine times in PDCP. In
conclusion, our proposed CPSS framework can accomplish better efficiency in
terms of communication overhead.

7 Conclusion

In this paper, an efficient and privacy-preserving proximity detection scheme
with convex polygon spatial search is proposed, which algorithmically improved
the privacy-preserving cosine similarity computing protocol and point in convex
polygon strategies to achieve efficiency and privacy-preserving. The proposed
scheme is based on randomisation technique and only relies on multiplication
and addition. In this scheme, LBSAs users can access proximity detection service
without divulging their privacy. It is proved that our scheme is secure in security
analysis, and extensive experiments show that it is highly efficient in terms of
computation complexity and communication overhead.
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Availability

The implementation of the proposed CPSS scheme and relevant information can
be downloaded at http://xdzhuhui.com/demo/CPSS.
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