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Abstract. Due to its high spectrum efficiency, strong ability to resist
multipath fading, OFDM networks is widely applied in various wire-
less communication systems. However, physical layer security is also an
important problem in OFDM networks. By using relay nodes, the secrecy
outage probability can be reduced since relay nodes could increase free-
doms of optimization for the cooperative OFDM networks. By optimiz-
ing multiple variables, which includes adaptive hybrid relaying scheme,
relay selection, and resource allocation, we propose the secure algorithm
which aims at minimizing the secrecy outage probability of multiuser in
cooperative OFDM networks. To achieve this goal, we establish an opti-
mization problem including multiple optimization variables. Then, we
convert the optimization problem into a graph theory problem. Simula-
tion results show that the secure algorithm can significantly reduce the
secrecy outage probability of multiuser in cooperative OFDM networks.
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1 Introduction

Due to its high spectrum efficiency, strong ability to resist multipath fading, the
Orthogonal Frequency Division Multiplexing (Orthogonal Frequency Division
Multiplexing, OFDM) technology is widely applied in various wireless commu-
nication systems. Because people pay more and more attention to information
security, physical layer security also becomes a critical issue in OFDM networks.
In [1], Shannon pointed out that complete secret communication can be realized
by means of “one word one secret” when the wiretap channel and the legitimate
channel are not differential channels. Then, a degraded wiretap channel was
proposed in the discrete memoryless channel by Wyner in [2] which considers a
more general situation. However, when legitimate receiver’s channel state infor-
mation is worse than the eavesdropper’s channel state information, secrecy rate is
zero. To overcome this problem, in [3-8], the author uses cooperative relay com-
munication technology to strengthen secure communication of legal receivers.
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Due to the relay technology advantages in the physical layer security, in
[9-12], the author found that the cooperative OFDM networks could achieve
the maximal secrecy throughput by resource allocation. However, sometimes
secrecy throughput is inappropriate in some scenes which hopes secrecy outage
probability of multiuser in cooperative OFDM networks is low. Furthermore,
secrecy performance is poor when a single relay protocol is used. To address the
problem, in [13-16], some adaptive hybrid relaying scheme is proposed.

To address the problems of above, we consider a scenario consisting of a base
station, multiple relay nodes, multiple users, and a passive eavesdropper. And
in this paper, we define secrecy outage probability of multiuser as performance
indicator in cooperative OFDM network which considers user’s scheduling fair-
ness, and a adaptive hybrid relaying scheme which switches between Amplify-
and-Forward protocol (AF) and Decode-and-Forward protocol (DF) for multiple
relays is proposed.

In this paper, our goal is to reduce the secrecy outage probability of multiuser
in cooperative OFDM networks by optimizing multiple variables, which includes
adaptive hybrid relaying scheme, relay selection, resource allocation. Here, the
relaying scheme includes Decode-and-Forward protocol (DF) and Amplify-and-
Forward protocol (AF). To order to achieve the above goal, we establish a multi-
variable optimization problem. Then, we convert the optimization problem into
a graph theory problem. Lastly, numerical results illustrate that the proposed
algorithm have better secrecy outage probability performance.

The rest of this paper is organized as follows. Section 2 introduces the system
model. Section 3 focuses on the optimization for secrecy outage probability of
multiuser in cooperative OFDM networks. Section 4 shows the numerical results.
Finally, Sect. 5 offers conclusions.

2 System Model

As illustrated in Fig. 1, In this paper, we consider a cooperative OFDM network
which consists of a base station (S), K relays (R), a passive eavesdropper (Eve)
and N users (d(1), ---, d(N)), the OFDM network has M available subcarriers
(N < M). Each node has a single antenna, and operates in half-duplex mode. We
call s-d pairs between base station and multiple users under different subcarrier.
Due to channel fading, let’s assume that there are no direct transmission links
between S and d(n) or Eve. We define the channel coefficient on subcarrier m
from S to R, from R to d(n) and from R to Eve as h7}, h;’é(n) and h, respectively.
We assume that Ny is the Gaussian noise variance, and channels are subjected to
quasi-static flat fading. Finally, we assume that each node knows the full channel
state information (CSI).

The cooperative relay transmission between each user pair is divided into two
slots. In the process of cooperative transmission, the first transmission time-slot
and second transmission time-slot use the same subcarrier by resource allocation.
To improve performance of secrecy outage probability, a adaptive hybrid relaying
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Fig. 1. System model.

scheme which switches between AF and DF for the relays is proposed. In such
a adaptive hybrid relaying scheme, a relay could choose between AF and DF
according to its own decoding ability.

3 Optimization Problem Description and Optimal
Solution

3.1 Optimization Problem Description

The problem which we will solve is that in a multiple relays and multiuser coop-
erative OFDM network, how we jointly select its relaying transmission scheme,
relay selection and resource allocation to minimize the secrecy outage probability
of multiuser. To order to build the optimization problem effectively, the binary
integral variables p! (r,m) represent a user’s joint selection strategy. Concretely
speaking, p! (r,m) = 1 means that the nth user selects the r relay and the
i relaying transmission scheme, and the first transmission time-slot and second
transmission time-slot use the same subcarrier m. Finally, the variables R¢, (r, m)
represent the secrecy rate which the nth user can obtain under the strategy of
o (r,m).

In such a adaptive hybrid relaying scheme, a relay could choose between AF
and DF according to its own decoding ability. when the decoding ability of the
relay node is strong, the DF relay protocol is used. Otherwise, the AF relay
protocol is used instead. We show the achievable secrecy rate of using DF or AF
protocol as follows.

(1) Amplify-and-Forward Relay Mode (AFM): When the relaying nodes are
very far from the base station, the relays’s decoding ability may become low.
The AF relaying scheme may obtain a greater secrecy rate for users. In the
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cooperative transmission process, the base station sends the information to the
selected relay r on subcarrier m in the first time-slot. Then, the relay node r
amplifies its received signals and sends them to the user n on subcarrier m in
the second time-slot. The secrecy rate of AF relaying scheme can be expressed
as follows,
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(2) Decode-and-Forward Relay Mode (DFM): When the relaylng nodes are
very close to the base station, the relays’s decoding ability may become high,
The DF relaying scheme may obtain a greater secrecy rate for users. Similar to
the AF relay protocol, when relay nodes use DF relay protocol, the base station
sends the information to the selected relay r on subcarrier m in the first time-
slot. Then, the relay decodes the received signal and forwards the decoded signal
to the destination user n on subcarrier m in the second time-slot. The secrecy
rate of DF relaying scheme can be expressed as follows,
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In this article, we want to reduce the secrecy outage probablhty of mul-
tiuser. An interruption occurs to a user pair when its secrecy rate is smaller
than the secrecy outage threshold R. We define 0—1 binary variable to represent
the secrecy outage of multiuser. The expression of secrecy interruption of user
pair can be expressed as follows,
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Next, we could obtain the secrecy outage probability of multiuser F as follows,
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which @ means different relaying scheme. Concretely speaking, Q=1 means
that the user uses AF relaying scheme, and Q =2 means that the user uses DF
relaying scheme.
To avoid interference among multiuser, A subcarrier can only be assigned to
one user for transmitting information. The specific restrictions are expressed as

follows,
N Q K
SN ph(rm) <1m=1.2,--- .M (5)
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Each user can only select a relay forwarding strategy for each information trans-
mission and the user works on the same subcarrier in the first and second trans-
mission time-slot. The specific restrictions are represented as follows:

Q K M

ZZ Z p;(r,m) <1ln=12,---.N (6)
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In summary, the optimization problem of minimizing the secrecy outage
probability of multiuser in cooperative OFDM networks could be represented
as follows,
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In order to minimize the secrecy outage probability of multiple users in coop-
eration OFDM network, each user can not simply decide which relay node, relay-
ing scheme, subcarrier to select according to user’s own secrecy rate, but should
be to find a optimal strategy which could minimize the secrecy outage probability
of multiuser in whole cooperative OFDM network.
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3.2 Optimal Solution

We find that the above established optimization problem is an integer program-
ming problem through analysis. There are four optimization variables which
includes relay nodes, relay forwarding strategy, user selection and available sub-
carrier. Decision sets include a total of 2NV9KM decision choice. Therefore, if we
use the exhaustive search to solve the optimal solution, the time complexity of
the solution is 2V9KM Tn order to reduce the computational complexity, we
must find an efficient algorithm to solve the above optimization problem. In
the following optimization solution, we find that the Hungarian algorithm could
effectively solve the above integer programming problem. Through analysis, we
could find that each user could only select one relay and one subcarrier in first
and second time-slot. This characteristic implies that the optimization problem
could indeed be transformed into a integer programming problem.

As illustrated in Fig.2, in order to use graph theory to solve the optimiza-
tion problem, we must construct a bipartite graph G = (VU U, E). Firstly, we
use set V = {(s,d(n)) |1 <n < N} to represent all possible user pairs, and set
U={@rm)]1<:<Q,0<r<K,1<m< M} to represent user’s all possi-
ble joint strategies. The strategy u € U shows that a user selects relay protocol
i, relay node r and transmits on subcarrier m during the first and second time-
slots. If the user pair v € V has a greater secrecy rate than the secrecy outage
threshold R under the strategy u € U. We use one edge e € E to connected
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Fig. 2. The constructed bipartite graph.

vertex v with u. The set of all edges in graph G is E. When we have completed
the abstract construction of the bipartite graph G = (V UU, E). Then, the
original optimization problem can be transformed into graph theory and solved
equivalently by Hungarian algorithm.

The key of the proposed optimal solution is the equivalent transformation
from parametric programming to the max-matching problem. When the bipar-
tite graph G is constructed, the Hungary algorithm could effectively solve the
above integer programming problem for G [17,18]. The optimization solution is
expressed as Algorithm 1.

Algorithm 1. Find the optimal relaying scheme and resource allocation
1: First, we should construct the bipartite graph G.
2: Then, we use the Hungarian algorithm to obtain a max-matching T.
3: The |T| is maximum number of users without occurring secrecy interruption. There-
fore, the minimal secrecy outage probability of multiuser in the cooperative OFDM
network is 1 — |T'|/N.

4 Numerical Results

In the end, the numerical results are given to demonstrate the performance of
the proposed algorithm which hopes to minimize secrecy outage probability of
multiuser in the cooperative OFDM network. The simulation parameters are
given as follows. We fix base station at point (0, 0), relay nodes, multi-users,
and the passive eavesdroppers are randomly distributed in a two-dimensional
1 x 1 rectangular plane. The simulation mainly considers small scale fading. The
number of users are N =20 and there are M =20 available subcarriers in the
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cooperative OFDM network. The numerical simulation is performed over 1000
independent Rayleigh channel realizations totally.

Figure 3 gives the secrecy outage probability of multiuser under different SNR,
conditions. And in this simulation, we set up the number of relay nodes K =6,
secrecy outage threshold R =1Dbit/s/Hz. From the simulation result of Fig. 3, it
can be seen that the proposed joint algorithm can achieve a lower secrecy outage
probability of multiuser under different SNR conditions compared to AF or DF
relay protocol. Figure 3 also shows that under different SNR conditions, the best
transmission mode is hybrid relay protocol. The relay nodes can automatically
switch according to according to its own decoding ability, so the proposed algo-
rithm compared to the AF or DF relaying protocol has a lower the performance
of secrecy outage probability.
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Fig. 3. Secrecy outage probability of multi-users under different SNR.

Figure4 gives the secrecy outage probability of multiuser under different
secrecy outage threshold R, And in this simulation, we set up the number of relay
nodes K =6, SNR =5 dB. From the simulation result of Fig. 4, it can be seen that
the proposed algorithm has better secrecy outage probability performance than
AFM or DFM, and secrecy outage probability increases with the increasing of
secrecy outage threshold R.

Figure5 gives the secrecy outage probability of multiuser under different
number of relay nodes, And in this simulation, we set up SNR =10dB, secrecy
outage threshold R =1bit/s/Hz. From the simulation result of Fig.5, it can be
seen that the proposed algorithm has better secrecy outage probability perfor-
mance than AFM or DFM, and secrecy outage probability decreases with the
increasing of number of relay nodes. This is because, with the increasing of num-
ber of relay nodes, the channel state condition between base station and user is
better, so secrecy outage probability of multiuser is lower with the increasing of
number of relay nodes.
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Fig. 5. Secrecy outage probability of multi-users under different number of relay nodes.

5 Conclusions

In this paper, we propose a secure algorithm towards minimizing the secrecy
outage probability of multiuser in cooperative OFDM network. Firstly, To order
to achieve the above goal, we establish a multi-variable optimization problem.
Then, we convert the optimization problem into a graph theory problem. Lastly,
numerical results illustrate that the proposed algorithm has a lower secrecy out-
age probability.
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