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Abstract. In this paper, a secure energy harvesting relay communica-
tion system with partial relay selection over Nakagami-m fading channels
is proposed. A power beacon can provide wireless energy for the source
and relay. A time-switching-based (TS) radio frequency energy harvest-
ing technique is deployed at the power beacon. An eavesdropper is able
to wiretap to the signal transmitted from the source and the relays. The
exact closed-form expression of secrecy outage probability is derived. The
results show that with increasing number of relays the system performs
better in terms of secrecy outage probability (SOP). In addition, the
energy harvesting duration has a significant effect on the secrecy outage
probability. There exist an optimal energy harvesting duration that can
achieve the lowest SOP and therefore this parameter should be carefully
designed.
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1 Introduction

Human activities are considered the main reason for climate change. A large
amount of energy is consumed in wireless communication because of the increas-
ing number of mobile devices and base stations. Therefore, a sustainable network
approach has been widely studied [1-3]. Energy harvesting appeals as a promis-
ing solution. In conventional terms, renewable energy involves energy like for
example solar, wind, vibration or piezoelectric. However, in recent years, RF
(radio frequency) [4] energy harvesting (EH) has emerged as a new approach.
Radio transmitters around the world can broadcast signals which carry wireless
information and can be utilized for power transfer (SWIPT) [5]. Apart from the
environmental benefits, energy harvesting is a promising way to prolong the life-
time in energy-constrained networks. There is low maintenance monitoring and
no need for replacing or recharging batteries. RF signals can carry information
and energy at the same time. In this way, nodes can receive energy for harvesting
and also process information [6].
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Wireless energy harvesting also brings significant benefits to a cooperative
relaying network where the source can transmit information to the destination
with the help of relays. This is because energy-constrained relays can harvest
energy from a power beacon to stay active [7]. In [8], the authors consider a
full-duplex energy harvesting network with time-switching (TS) protocol which
allows the relays to harvest energy to forward information from the source to
the destination. The authors in [4] propose a relay system where both the source
and the relay are energy-constrained, and a power beacon with multi-antenna
can provide energy for them.

The deployment of relays to establish longer range communications is desir-
able for many applications. Although increasing the transmit power can increase
the range, it can also bring significant interference which is difficult to prevent.
In this context, the relay network is a promising way to extend the coverage
of a system. There are two protocols that can be deployed at the relays, i.e.,
amplify-and-forward (AF) and decode-and-forward (DF) [9]. In AF, the signal
will be amplified first then transmitted to the destination, the problem is that
the unwanted interference will also be amplified. In DF, the signal is decoded and
then forwarded to the destination. Compared with AF, DF has lower interference
but the system is complex and high-cost. In addition, relay selection schemes can
also enhance relay networks. In [10], the authors investigate a cognitive radio net-
work with best relay selection scheme. The authors in [11] propose a cognitive
radio network with buffer-aided relay selection where the relay selected is the
one with the highest signal-to-interference (SIR) from all relay nodes.

Another important issue to consider in future communications is security.
Due to the broadcast nature of wireless communications, information is vulnera-
ble to be wiretapped by eavesdroppers. Therefore, the security of wireless trans-
missions has attracted increasing interest. The traditional way to secure wireless
communications is deploying upper layer cryptographic techniques. However,
cryptographic protocols have been utilized at higher-layers on the unrealistic
condition that there are no errors at the physical layer [12]. Other major draw-
backs are that cryptographic methods are extremely complex to implement and
that when used to encrypt and decrypt data they result in significant energy con-
sumption. Therefore, in recent years, physical layer security (PLS) has emerged
as an attractive way to enhance the secrecy performance of a system.

Wyner firstly proposed the classical wiretap channel model in 1975 which
recently has been studied with different fading channels such as Rayleigh and
Nakagami-m to evaluate the secrecy performance of a system [13]. In PLS net-
works, most research consider two cooperation techniques: cooperative relaying
and cooperative jamming. In [14], an intermediate jammer which can transmit
signals to confuse an eavesdropper is considered. Cooperative relaying has been
utilized widely in the presence of eavesdroppers [15-24]. Relay selection schemes
can be proposed to enhance the performance. In [23], the authors proposed three
criteria to select the best relay. In [12], the authors considered outdated relay
selection to enhance the performance.
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In the research context discussed above energy harvesting has never been
considered. However in [18], the combination of energy harvesting, cooperative
relaying and PLS in a wireless network is studied over Rayleigh fading. In our
research, we extend their work by considering Nakagami-m fading.

Motivated by their research, the secrecy performance of an energy harvesting
network with multiple relays in the presence of an eavesdropper over Nakagami-m
fading channels is investigated. The contributions of this paper are summarized
as follows:

— Partial relay selection is considered to secure the network.

— The exact-closed form expressions of secrecy outage probability (SOP) is
derived.

— The results have shown that increasing the number of relays significantly
enhances the security performance of the considered system. In addition, the
EH duration shows a huge effect on SOP of the considered system. There is
optimal point of EH duration in our example which can achieve minimum
SOP of the considered system.

The remainder of the paper is organized as follows. System and channel
models are described in Sect.2. Performance analysis with exact closed-form
expressions is developed in Sect. 3, while numerical results based on Monte-
Carlo simulations to validate the correctness of our analyses is presented in
Sect. 4. Finally, the paper is concluded in Sect. 5

2 System and Channel Models

Consider an energy harvesting network consisting of a power beacon B , an infor-
mation source S, K DF relays Ry, k = {1, ..., K}, a destination D and an eaves-
dropper E , as shown in Fig. 1. The power beacon B, S, Ry, E, and D are equipped
with single antenna.The additive white Gaussian noise (AWGN) at Ry and D
has zero mean and variance Ny. Assuming all the channels are Nakagami-m fad-
ing, and the channel power gains |hx|? are gamma distributed with mean power
Ax, and severity parameters my, where X € {SR,SE, BS,BR, RE, RD}. The
cumulative distribution function (CDF) and probability function (PDF) of the
random variable X can be written as

Fx (2) =1 —exp (—9”;) flj, <9‘i> (1)

=0

gmx—1 x
= S 2
I (@) = g v () .
where 0y = ’\X ,and I'(+, -) is the incomplete gamma function [25, Eq. (8.352.6)].
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Fig. 1. System model.

2.1 Energy Harvesting Scheme

In the proposed system, S and Ry can harvest energy from B, and then transmit
signals with the energy. The power beacon can provide wireless energy to S and
Ry, where the Ry« is the selected aiding relay to forward information. In the
paper, time switching (TS) policy based energy harvesting is used, as shown in
Fig. 2. In a transmission block time 7', S and Ry~ harvest energy for a1 seconds.
Then both S — Ry~ and Ri« — D transmissions spend (1 — a)T'/2 equally to
forward information, where « is the EH time fraction and 0 < « < 1. Therefore,
the harvested energy at S and Ry~ are

ES = nPBaT|th|2, (3)
ERr = nPBaT|hBRk* |2, (4)

where 7 is the efficiency coeflicient and 0 < n < 1. Pg is the transmit power of
power beacon B. |hgs|? and |hgg,.|* are channel links from power beacon B to
source S and B to selected aiding relay Rg«. Assuming the processing energy at
S and Rg+ can be ignored. Therefore, the transmit power of S and Ry« are

_ 277735‘h35|204

Ps 5
< T >
Energy Harvesting at Source to Relay Relay to Destination
Source and Relay Transmission Transmission
< o T »>< (1-o) 772 »>< (1-o) 772 >

Fig. 2. Time switching based protocol
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2.2 Security Scenarios

In the considered system, E can eavesdrop information during the S — R«
and Ry~ — D transmissions. We assume that there is no direct link from B —
E. Therefore, the energy harvesting at S and Ry« can not be disturbed in the
presence of E. Decode-and-forward (DF') technique and different code books are
used in order to enhance the performance of considered system. The secrecy
capacity of the considered system is written as

Cs = min(clsa C2s)7 (7)

where C14 and Cog are the achievable secrecy rate of the first hop and the second
hop, they can be expressed as follows:

11—« 1+71M>:|+ [ <1+71M>:|+
Cis = lo =cllo , 8
1 5 [ g2(1+%E B2 1+ e (8)
1-a 1+72M>}+ [ <1+’Y2M>}Jr
Cos = lo =€ |lo , 9
> 2 [ g2<1+72E 82 1+ 2 ©)
11—«

where € = “5% accounts for the fact that during a block time 7', both the first
hop and second hop spends (1 — «a)T/2 equally to forward information, and
[z]T = max(z,0). yim is the SNR at the first link S — Ry, y2m is the SNR
at the second link Rg« — D, 71g is the SNR at S — E and 79 is the SNR at
Rk« — E. The SNR of the first hop ~1m is given as

_ Ps|hsr,. |2 _ 2naPg|hes|?|hsr,.
N() No(l — Oé)

2

Yim = &ymlhes|?|hsr,. >, (10)

where v = Z—E, £ = (122’;)7 and |hsg,.|? is the channel power gain of S — R~
link. Similarly, vom, V1, and ~sg can be written as

Yom = ymé|heR,. |? PR, D|?, (11)

Y1e = ve€|hes|?|hsel?, (12)
2, (13)

where |hg,.p|%, |hse|?, and |hg,.g|* are the channel power gains of Ry — D,
S — E, and Ry« — E links. g = 173—‘2, and Ng is the variance of the AWGN at
E. In some networks, it is not possible to know the full knowledge of channel
state information (CSI) of all the links. Therefore, in this paper, we consider a
partial relay selection (PRS) that only need to know CSI of the first hop S — Ry.
The best link is selected when the first hop has the maximum SNR, and can be

expressed as

Yor = YEE|hBR, |* PR, E

K =g max (hsr,[?). (14)

EEREE)
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Therefore, according to (14), the SNR of the first hop given by (10) can be
rewritten as
%) (15)

The achievable secrecy rates of PRS scheme in the considered system is written as

Yim = Ymé|hes|? ,nax (|hSRk*

.....

1 + ymé|hes|?|hsr,.
1+ ve&|hes|?|hse

+
2 1+w§|hBRkﬂ|th*o|2>]

Cprs = €| logy min )
PRS l g2 ( 27 14 7e€|her,. IR, E]?

(16)

3 Secrecy Outage Probability

In this section, the closed-form expressions of secrecy outage probability (SOP)
for PRS is provided to evaluate the security performance of the considered sys-
tem. In a communication system, the security outage probability is defined by
the probability that the instantaneous mutual information is below a rate Ry,
and can be expressed as

P(C < Rth) (A/ < ﬁ) 'YPRS (ﬁ) ) (17)

where C' = log, (1 + ), v is the SNR of the considered system, and § = 9
From (16) and(17), we have

P(Cprs < Rin) = P(vprs < ) = Frops (8), (18)
where
1 2 2 2 2
~pRs = min ( 1+VM§|th| z\hSRk*z\ ’ + ymé|heR, - |2|th*D|2 ) (19)
+ ve€|hes|?| hskl 1+ ~ve€|her,-. |?| AR, . E]
Flors (B) is the cumulative distribution function (CDF) of yprs. From (18), we

have the following Lemma.

Lemma 1. The SOP of the considered system in partial relay selection scheme
1s formulated as follows:

k 1 k(msgr—1) mpp—1 4
P =133 35S Z()()()(—l)k(ﬂ—l)l”*”(VEB)””

=0 =0 j=0
« w(l, k, msr)
il €I 0L O T (mse ) 0er= I (s ) O I (mre ) Opee I (mesr ) O

kG 1 —(v+msg) ( Be 1 )(j+mRE)
x I'(v+ — + — I'(v+ + —
(v + mse) (GSR 955> (0 mRe) D teo T re

mpg—l+v mgr—itj
k‘egs(ﬁ — 1) 2 QBR(ﬂ — 1) 2 k(ﬁ — 1)
x4 x 2estP— 1) YeriP— 1) Komge 140 | 2] 0 —2)
OsrymE OroYMmE OsrOssyME

X KmBR*iJrJ' (2 ﬁ_1> (20)

OroOBRYME
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where K1(+) defined in [25, Eq. (3.471.9)] is the modified Bessel function of the
second kind and w(-,-,-) function is derived as

k .
()" ifl=0
k ifl=1
w(lakvaR) = i .
I i(gk =1+ q) Fw(l — g, k,msg),  if2 <1< (msr— 1)
TS gk — 1+ @) fw(l — g, k,msr), if msg <1< k(msg — 1)

(21)

Proof. The proof is given in Appendix A.1.

4 Numerical Results

In this section, the simulation results using Monte Carlo method are provided
to validate the accuracy of the above secrecy outage probability analysis. In
this section, the following parameters are fixed: ve=10dB, Ry, =0.2 bits/s/Hz,
1n=0.8. The parameters of channel links are fixed: mgs =2, gs =10, mpgr =2,
Osr =10, msgr =2, Osg = 10, mrp = 2, Ogp = 10. The parameters of the eavesdrop-
ping links are designed: msg =2, 0sg =2, mre =2, Ogg =2.

In Fig. 3, the analysis match the simulation very well. In this setup, a=0.01.
This is because in Fig. 4, a =0.01 seems as an optimal point that has the lowest
SOP. The result shows that the number of relays has significant effect on the
secrecy outage probability of PRS scheme. More specifically, when K increases,
the system performs better in terms of SOP.

Figure 4 investigates the effect of energy harvesting time in a transmission
block time on the secrecy outage probability. In the considered system, k=3,

SOP

——analysis k=5 \

& simulation k=5
analysis k=3

A simulation k=3
analysis k=1
simulation k=1

! L I I I I I I L
0 2 4 6 8 10 12 14 16 18 20
7 (dB)

Fig. 3. SOP in PRS scheme with different number of relays
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Fig. 4. SOP in PRS scheme is plotted as a function of «

v =10dB. The SOP is very large when « is too small or too high. This is
because when the energy harvesting time is too long, S and Ry~ do not have
sufficient time to forward information and when the transmission duration is too
long, there is little time for the nodes to harvest energy. In both two cases, the
SOP will be extremely large. The results also show that the SOP has an optimal
point at a=10"2 in PRS scheme. Specifically, there is very little difference of
SOP when « is between 1072 and 10~!. In general, o has a significant effect on
the performance of the considered system. Therefore, the EH duration should
be mindfully determined in order to secure the communication.

5 Conclusions

In this paper, a system with multiple DF relays and a power beacon with single
antenna in the presence of an eavesdropper has been investigated. Partial relay
selection has been proposed in order to enhance the performance of the consid-
ered system. The exact closed-form expressions of SOP has been derived. The
results show that with the increasing number of relays, the security performance
can be enhanced. Finally, the EH duration has huge impact on the system per-
formance and should be carefully designed. In our examples, there is an optimal
point at a=10"2.

A Appendices
A.1 Proof of Lemma 1

The SNR of first hop and second hop in PRS scheme can be written as

1+ ymé|hes|?|hsr,. |2
1+ ~e€lhgs|?|hse)?

Y1PRS =
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1+ ymé|her,. [*|hr,.0|?
1 4+ ve€|her,- 1?|hR,E[?
The CDF of v1pgs is expressed as

Pl <) =143 > Z () (20t -y ey

Y2PRS = (A.2)

k=1v=0 =
I'(v+msg) w(l, k,msr) 1 ( OsrYmOsE )U+mSE
F(msg)agl?E QZSR’)/,ZV' F(mgs)eg?s kvexOse + OsrYm
mpg—l+v
k(a: - 1) (k(m — 1)955) 2
X Kinnesigo | 24/ ————= | X2 X | ————— A3
Bs 1+ ( 0SRGBS’YM§> OsrYMmE (4.3)

The CDF of «9pgs is expressed as

P(yaprs <) =1— i Z()Z' x_l)l I (ygx)! I'(v+ mge)

= = Tt 0 T O T (g O
—(v+mge)
TYE 1 z—1 )
x +— Kongr i1 [ 24/
(’YMQRD 9RE> BR ﬂ( OroOBRYME
0 ( 1) 7nBR;i+j
Br(z —
2 e A4
x X( OroYME ) (A4

The SOP of the considered system in PRS scheme is formulated as follows:

F’YPRS (6) =1- [(1 - F’YIPRS (6))(1 - F’Y2PR5 (ﬁ))] (A5)

After performing some mathematical manipulations, (20) can be achieved with
the help of [25, Eq. (3.471.9)].
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