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Abstract. Cloud storage services provide us convenience for storing and
sharing vast amounts of data by its low cost, high scalability and other
advantages while it brings out security risks as well. A user-controlled encrypted
data sharing model in cloud storage (UESMCS) is put forward hereby. It pre-
processes user data to ensure the confidentiality and integrity based on triple
encryption scheme of CP-ABE ciphertext access control mechanism and
integrity verification. Thus, the reliability and safety for data sharing can be
achieved provided the trustworthy third party being brought in. The experi-
mental results show that UESMCS ensures data security in cloud storage ser-
vices platform and enhances the operational performance for data sharing. The
security sharing mechanism perfectly fits the actual cloud storage environment.
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1 Introduction

A substantial number of people, in their learning, working and living store, share their
information through an open network. Cloud storage services, a new form of network
application model, emerged and gathered numerous different types of storage devices
through the application of software co-functioning to realize external data storage and
business access services through using clustering applications, grid technology and
distributed file systems and other functions, ensures data security and saves storage
space effectively [1-3]. Users can store their data in remote cloud storage stored
centers, access on-demand and user-friendly for enterprises to save costs, improve
availability and reliability. However, corporate users lost a fundamental physical
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control for their data stored in the cloud, which will doubt their confidentiality and
integrity of the data, and inevitably raises its concerns about data security and privacy
aspects. There are two points about the reason: First, the cloud service providers are
facing a wide range of internal and external attacks following malicious enemies
deleting or destroying user data. Second, the cloud service providers may be dishonest,
they may seek to save their reputation or interests while trying to hide the information
of theft or destruction of the data stored in the cloud. Thus, based on the complexity of
the dynamic and open cloud storage environment and other features, users rely entirely
on untrusted cloud storage providers and other data storage and management factors,
how to securely share data in the open cloud storage environments is a problem need to
be solved for cloud storage applications.

To have these problems worked out, and to guarantee a safe cloud storage service
of data sharing for general users or business users, a secure storage for cloud sharing
model is proposed based on CP-ABE technology. It is functioning actively by user and
systems with triple encryption to secure user-controlled access for the data in cloud
storage.

The main contributions of this paper are:

(1) User-controlled encrypted data. Based on symmetric encryption, CP-ABE and
MDS5 technology, it is triple encrypted and integrities checking for the data. It
promises access permissions of the encrypted data by user-controlled, ensuring
the security of data stored and shared in the cloud storage.

(2) Trusted third party. The introduction of a trusted certification authority as a third
party authorized purposed to store key information, monitor and audit user access
data to achieve security data sharing.

The remainder of this paper is organised as follows: Sect. 2 introduces the termi-
nology and the related work. Symbol description is in Sect. 3, and we also introduce
the proposed the data sharing model and application scene. In Sect. 4, we detail the
security encryption and algorithm design. In Sect. 5, we present the results and analysis
for the experiment. Finally, we conclude in Sect. 6, and briefly touch on the future
work.

2 Related Work

Ciphertext access control mechanism is a cloud storage data security approach, which
uses the data encryption keys, and achieves the access control target through the control
key access permissions. It is an important solution for protecting the privacy of user
data in the untrusted server-side scene. CP-ABE uses a set of attributes to represent a
user, generates user’s private keys in accordance with their properties set, and asso-
ciates with the ciphertext and the access control policy. The user can decrypt the
ciphertext only when the user’s private key attributes meet the ciphertext access control
policies. It is a suitable ciphertext access control mechanism in cloud storage envi-
ronments, encrypted data for user groups satisfied certain conditions, and does not
encrypted by determining the user groups individually. The authors proposed CP-ABE
mechanisms, which are flexible to satisfy the requirements for customizing access
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policy by the data owner in cloud storage environment [4, 5]; Jung et al. proposed a
multi-authorities mechanism for preserving privacy data in cloud storage environments
with CP-ABE access control program, which uses globally unique identifier for the
user to prevent users conspiracy [6]; The authors proposed the CP-ABE programs for
multi-authority in cloud storage to solve the key escrow problem [7, 8]. In this paper,
the authors adopt CP-ABE access control policies to encrypt plaintext file encryption
key, improving encryption efficiency, while add a trusted third party to solve the key
escrow problem.

After obtaining the ciphertext, it also needs to be considered to provide users with
data integrity verification. The techniques in this research field include: hash functions,
public key cryptography, digital signatures, Merkle hash trees, and so on. The authors
proposed some more efficient data integrity verification methods, making use of these
methods, the client will be able to verify the integrity of the data being damaged only
through exchanging minimal data with the cloud platform [9, 10]; the authors proposed
a data integrity dynamic authentication service, which processed blocks and generated
verification labels before storing the data, then stored the processed data into the cloud
server, and verified the integrity of the data by selecting the method of random sam-
pling [11, 12]. In this paper, the authors adopt MDS5 data integrity verification program,
which can verify whether data integrity suffered damage through a series of simple
digest value.

3 Data Sharing Model

3.1 Secure Sharing Model

Based on the network application scene storing and sharing unstructured documents in
the cloud, the authors proposed a user-controlled encrypted data sharing model in cloud
storage. There are three-layer architecture in this model: the cloud user layer, the
system service layer and the cloud storage layer. Respectively including: the cloud
client, the authentication servers (AS), the system servers (SS) and the cloud server
provider (CSP), as shown in Fig. 1.

(1) The cloud client is made up by the document owner and user. By operating the
application directly, the clients upload document, retrieve document and other
resource sharing services. It interacts with the AS and SS. The cloud client has the
following functions: (DCreating index for a plaintext uploaded by the user, and
encrypting the index keywords; @Encrypting the plaintext and the key respec-
tively according to encryption keys and user access policy set by the user;
(@Packaging ciphertext, and uploading them to the SS; @Getting the ciphertext
and decrypting from the SS, and getting the detection and audits for the encytpted
data from the AS.

(2) The authentication servers (AS) is used as a trusted third-party. It interacts with
the cloud client, stores user information and encryption policy, and provides key
services to help users complete the encryption and decryption; It reviews and
monitors access relevant data from the SS; It verifies MDS5 digest value of doc-
uments generated by the cloud client and SS.
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Assumption: the SS and CSP are services to be allowed to purchase, also can belong to
the same service provider. We assume that they are honest but curious in this paper.
The application scene of this article is network document sharing application in cloud
storage [13]. An employee of a company uploaded a confidential document, and set the
access policy of this document for the designation users getting. The access structure is

Cloud Storage Layer Store encrypted data ﬂ Ii

CsP

Fig. 1. User-controlled encrypted data sharing model in cloud storage

The system servers (SS) supports the interaction between the cloud client and the
cloud server provider. It generates MD5 digest value of ciphertext, uploads the
ciphertext to the cloud server provider or downloads ciphertext and returns to the

user.

The cloud server provider (CSP) is as a cloud storage layer. It interacts with the

main SS, and provides storage services.

Application Scene

as shown in Fig. 2.
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Post:Manger M Post:Office director O

Fig. 2. A user access structure example of CP-ABE
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The authors proposed some symbol description in this paper, as shown in Table 1.

Table 1. Symbol description

Symbol Explanation

MK Master Key

PK Public Key

SKy; SK., SK; | Private Key for encrypting document, Private Key generated by CP-ABE,
Private Key for encrypting index

cT Ciphertext

T Access structure

S User attributes value

Lr Index, Encryption Index

AES Symmetric data encryption

DV, DV’ Message digest value by cloud client, Message digest value by the SS

Key, Key’ Query keywords, Encryption Key with SK;

File, File’, User file, user encryption file in cloud client, user encryption file from CSP

File”

Flog Log Analysis

4 Encryption

4.1 Security Encryption

Security encryption includes two aspects in this paper: user initiative setting and system
active monitoring service.

(1) Users active: It mainly uses the triple encryption scheme based on symmetric
encryption and CP-ABE in this stage. It can be better assured that allowing users to
submit data to the cloud storage service through this scheme.

(1) Index encryption

(DGenerateStrategy()-> SK;: After completing to create the index for the document
uploaded by the user in the cloud client, then it needs to encrypt the index. The AS
generates a unified secret key of the index by using UUID way, and return them back to
the cloud client.

@AES(I, SK;)-> I': Encrypted the index by using symmetric encryption method
after the cloud client obtains the encryption key of the index.

(2) File encryption

AES(File, SKy)-> File’: Users set the key SKj, and used symmetric data encryption
their uploading documents.

(3) The symmetric key encryption by using CP-ABE

(DSetup->(MK, PK): Generating master key MK and system public key PK;
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@Encrypt(PK, SKy, T)->CT: Used PK and access structures T to encrypt plaintext
data SK;, to generate a ciphertext CT;

Q@KeyGen(MK, S)->SK,: Used MK and user attributes value S, to generate the
corresponding user private key SK_;

@ Decrypt(CT, SK.)->SK;: Used SKc to decrypt the private key CT, and get
plaintext data SKj.

(2) System active: This stage is mainly aim at the audit and inspection of the SS by
the AS, and verifies integrity of ciphertext data, and obtains available access data by the
log analysis.

(1) Ciphertext integrity verification by MD5

(DCloud client and SS respectively generated message digest value for ciphertext
by using MD5

a. MD5(File’)->DV: Cloud client encrypted ciphertext to generate message digest
value DV by using MDS5, and passed AS to store;

b. MD5(File”)->DV’: SS encrypted ciphertext to generate digest value DV’ by
using MD5, and passed AS;

@AS verified data integrity

If Dv=DV’
return true // If DV = DV', returns true, the data
is integrity
Else
return false // Otherwise, 1t returns false, the
data has been tampered with
End If

(2) Log analysis for user access operations
Analytics (Id, Unit, Username, IP, Action, Date)->Flog: AS analyzed log of user
access operations in SS, and returned the data available to the document owner.

4.2 Algorithm Design

The functions of the ciphertext storage scheme designed in this paper include: (1) Users
upload documents in cloud client: uploading files, create plaintext index, set file
encryption key and CP-ABE user access policy. (2) The cloud client uses triple
encryption with AS: encrypt the file, encrypt file encryption key by using CP-ABE, and
encrypt new indexes. (3) SS Uploades ciphertext to CSP: SS uploaded ciphertext to
CSP.
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The pseudo-code of the ciphertext storage algorithm

Input: File, Key
Output: DEK(File, SK¢)->File’ , and MD5(File’ )->DV

If DV is null
CreatelIndex (File), and DEK (I, SK;)

Else
CP-ABE (SKy)
Upload (File’) and Upload(I’)
MergeIndex (I7) and Update the index, then

Upload(File’”) to CSP

Record data storage case in AS

End

AES (Key, SK;)->Key’

Search (Key”)

Get the ciphertext File’’ and MD5(File’’)->DV’
If DV’ = DV

Decryption with CP-ABE and AES
Else
Ciphertext data has been tampered with
End
Record available user data in AS, and Return
the available data to the data owner

5 Experiment

5.1 Function Realization

To verify the feasibility of the proposed model and its services in this paper, building a
Hadoop cluster environment by using four ordinary PC based on CentOS6.5, we
conducted experiment in network document sharing application system in cloud stor-
age in the self-developed to test specific application examples.

We use four ordinary PC machine to build the cluster for the network document
sharing application system, which includes the servers for system services and a
Hadoop cluster. The cluster deploy one machine as SS and AS, and another three units
as a Hadoop cluster. The operating system installed on PC is CentOS6.5, Java runtime
environment is jdk1.7.0_21, Hadoop is hadoop-2.6, the program development platform
is IntelliJ IDEA 13.1.2 and the data base is MySQLS5.6.

We input “sales budget” for the query keyword and set a user access structure
seeing in Fig. 2 for using CP-ABE. Only the users satisfied both in line with the
ciphertext decryption policies and user role permission can get plaintext files in the
company A. The results verify the data confidentiality and security of access control, as
shown in Table 2.
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Table 2. Files list for users access

Attributes Available file number
Manager in change of finance of sales department | 1, 2, 3

Manager of sales department 1,2

Staff of sales department 1

Staff of personnel department 4

5.2 Security Analysis

Confidentiality and integrity of data is the basis for secure cloud storage. UESMCS
adopts triple encryption scheme to encrypt user data to ensure the confidentiality of
data, by using CP-ABE for encryption key of document file and symmetric encryption
algorithm for document files, indexes and query keywords; it uses the MDS5 algorithm
to ensure data integrity; it brings in the trusted certification authority as a third party,
which can store encryption key and user information, solves the key escrow problem
and assures information security. The literatures [4, 10] demonstrated security of
encryption algorithm and integrity verification algorithm, ensuring unless they have
key information and access control authority, otherwise, the adversary cannot peep,
tampering, theft and destruction the user data stored in cloud storage platform, and
maintain a secure cloud storage platform.

5.3 Performance Analysis

This experiment uses File effectiveness E as the search results evaluation index. We
tested 1000 document files. All searched document files can be decrypt effectively for
the user by UESMCS. But mostly searched document files can not be decrypt effec-
tively for the user by Non-UESMCS because of inconformity decryption strategy with
CP-ABE and consuming flow with invalid files, E is 29%.

6 Conclusions

By building in the Hadoop cluster environment, using symmetric encryption, CP-ABE
and MDS5 encryption technology, the authors realized a user-controlled encrypted data
sharing prototype system in cloud storage. The experiments show that, the proposed
model UESMCS in this paper achieves an efficient and secure for sharing document
network resources. Next we improve ciphertext access control algorithm to enhance
security for storing and accessing resources by the user, while refine analysis of user
access record data to provide more accurate system active services.
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