
Power Allocation in One-Way Untrusted AF
Relay System with Friendly Jamming

Ronghua Luo1(&), Chao Meng1, Guobing Hu2, and Hua Shi1

1 School of Networks and Telecommunications Engineering
in Jinling Institute of Technology, Nanjing, China

{lrh,mengchao,shihuawindy}@jit.edu.cn
2 School of Electronical and Information Engineering
in Jinling Institute of Technology, Nanjing, China

s0304152@jit.edu.cn

Abstract. In this paper, the physical layer security in one-way untrusted AF
relay system is considered. For improving the physical layer security, external
friendly jammers offer help through transmitting interference signal to the
untrusted relay. It is indicated that a nonzero secrecy rate is achievable in
one-way untrusted AF relay system with the help of friendly jammers. The
source optimization problem is further formulated. In this optimization problem,
in order to increasing the secrecy rate, the source must pay the jammers for
exchanging their service of jamming. Finally, an optimal transmit power allo-
cation of all the nodes is provided for the system. And simulation results verify
the properties.
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1 Introduction

Recently, physical layer based security attracting much attention due to the broad-
casting nature of wireless communication. The theoretical foundation to study the
secure communication at the physical layer is the wiretap channel and the
information-theoretic notion of secrecy introduced by Wyner [1]. It has been proved
that if the main channel condition is worse than the wiretap channel, the secrecy
capacity will be zero [2], in order to overcoming this limitation, cooperative relaying
[3, 4] and cooperative jamming [5, 6] has been proposed in wireless communication
networks. And, physical layer security is also very important in 5G networks, such as
ultra dense networks [7], LTE-U [8], and network slicing [9].

When the channel between the source and destination is worst, the relay node must
be utilized to forward the information of source. However, in some cases, the relay
node is untrusted. For example, the relay has a lower sense of security, and so, it does
not trust the confidential messages it is relaying. How to communicate securely with
the untrusted relay has been studied in [10, 11]. In [12], the destination can perform
cooperative jamming, and which disable the untrusted relay from deciphering what it
relaying. And recently, considering physical layer security in two-way untrusted relay
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system was also studied in [13]. In this paper, with the help of friendly jammers, the
secrecy rate of the sources can be effectively improved.

In this paper, the physical layer security of AF untrusted one-way relay system with
friendly jamming is investigated. Because there is no direct communication link
between the source and the destination, an essential relay is needed, meanwhile, this
relay is also a malicious eavesdropper. In [14], it is indicated that the secrecy rate is
zero. Because that the untrusted relay can decipher the confidential message from the
source. Therefore, the destination can only receive the signals from the untrusted relay
who knows all the confidential message the destination knows. And then, it is
impossible to make the source-destination pairs keeping secret from the untrusted relay.
So, in this paper, we utilize the jammers as helpers that confusing the eavesdropping
relay. After more analysis, it is indicated that a non-zero secrecy rate is indeed available
by utilizing proper jamming power from the friendly jammers. The source optimization
problem is further formulated. In the optimization problem, in order to improve the
secrecy rate, the source must pay the jammers for interfering the malicious relay. The
friendly jammers charge the sources with a certain price for their service of jamming.
And the simulation results verify the properties.

The paper is organized as follows. Section 2 presents the channel model, two-phase
protocol that utilizes cooperative jamming and the secrecy rate for the destination is
defined. In Sect. 3, we formulate the source optimization problem and analyze the
optimizing problem of physical layer security with jammers. In Sect. 4, simulation
results are presented. And main conclusions are drawn in Sect. 5.

2 System Model

As shown in Fig. 1, we consider a one-way AF relay network consisting of one source
node, one untrusted relay node, one destination and N friendly jammer nodes, which
are denoted by S, R, D and FJi, i = 1, 2,…, N, respectively. It is assumed that all nodes
are half-duplex and there includes two phases, called phase one and phase two
respectively. In phase one, the source transmits signal Xs with power ps. At the same
time, the jammer nodes transmit jamming signals XJi with pJi ; j ¼ 1; 2; . . .;N for con-
fusing the relay node. We define the received signal at the relay in phase one as XR

XR ¼ ffiffiffiffi
ps

p
XshS;R þ

XN
i¼1

ffiffiffiffiffi
pJi

q
XJihJi;R þ Z1 ð1Þ

Where Z1 is an additive white Gaussian noise (AWGN), the mean is zero and variance
is r2.

In phase two, the relay node amplifies and forward (AF) the received signal XR with
a factor b. And b is defined as

b ¼ ðps hS;R
�� ��2 þ

XN
i¼1

pJi hJi;R
�� ��2 þ r2Þ�1=2 ð2Þ
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The received signal at the destination in phase two is defined as YD, which is
expressed as

YD ¼ b
ffiffiffiffiffi
pr

p
XRhR;D þ

XN
i¼1

ffiffiffiffiffi
pJi

q
XJihJi;D þ Z2 ð3Þ

Where Z2 is also an AWGN with zero-mean and variance of r2. Assuming that the
signal XJi is known to the destination. After calculation, YD can be given as

YD ¼ b
ffiffiffiffiffiffiffiffi
pspr

p
XshS;RhR;D þ b

ffiffiffiffiffi
pr

p
hR;DZ1 þ Z2 ð4Þ

Then, the corresponding SINR (signal-to-interference-and-noise ratio) at the relay,
defined as cR, can be given by

cR ¼ ps hS;R
�� ��2

r2 þ PN
i¼1

pJi hJi;R
�� ��2

ð5Þ

The corresponding SINR at the destination defined as cD, can be given by

cD ¼ prps hS;R
�� ��2 hR;D

�� ��2

r2ðps hS;R
�� ��2 þ PN

i¼1
pJi hJi;R
�� ��2 þ r2 þ pr hR;D

�� ��2Þ
ð6Þ

And then, the untrusted relay node has the capacity as

Fig. 1. System model of the one-way relay network
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CR ¼ W
2
log2ð1þ cRÞ ð7Þ

The destination has the capacity as

CD ¼ W
2
log2ð1þ cDÞ ð8Þ

Then, the secrecy rate for the destination can be defined as

Cs
D ¼ ðCD � CRÞþ ð9Þ

Where ðxÞþ denotes max{x, 0}.

3 Physical Layer Security with Jammers

From [14], we know that the secrecy rate of the destination is zero without friendly
jammers. However, when using friendly jammers, these jammers can transmit inter-
ference signal to confuse the malicious relay, meanwhile, the interference signal is
known for the destination. Then, a non-zero secrecy rate of the destination with the
help of friendly jammers may be indeed available at some power vectors of ðps; pr; pJi Þ.
In this section, after further analyzing, it is found that the secrecy rate of the destination
can be effectively improved through buying jamming power from the friendly jammers.
And then, the problem comes to how to optimize the secrecy rate of the destination by
allocating the jamming power from different friendly jammers.

From (7), (8) and (9), we have

Cs
D ¼ W

2
log2 1þ prps hS;R

�� ��2 hR;D
�� ��2

r2ðpsjhS;Rj2 þ
PN
i¼1

pJi jhJi;Rj2 þ r2 þ prjhR;Dj2Þ

0
BBB@

1
CCCA

2
6664

� log2 1þ ps hS;R
�� ��2

r2 þ PN
i¼1

pJi hJi;R
�� ��2

0
BBB@

1
CCCA

3
7775

þ ð10Þ

From (10), we can find that if r2

pr hR;Dj j2 \1, in some region of the jamming power pJi ,

the secrecy rate will be positive, which implies that the secrecy rate can be improved
with friendly jammers’ help compared to the secrecy rate without friendly jammers.

And @Cs
D

@pr
[ 0 is always hold, which means that Cs

D is a monotonically increasing

function of pr. Thus, when pr ¼ pmax, the secrecy rate Cs
D reaches the maximum, where

pmax denotes the optimal relay power. In this paper, our main interested thing is how to
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optimize the utility value of the source by allocating the jamming power, and mean-
while, all the nodes transmit with independent power, we can consider the source
power ps as a constant. If the source wants to improve the secrecy rate with the help of
jammers, they must pay the cost to the jammers. So, in this paper, the utility function of
the source is defined as

Us ¼ aCs
D �M ð11Þ

Where the constant a[ 0 is a factor that converts utility units to currency. M is the cost
to pay for the jammers, which is defined as

M ¼
XN
i¼1

kip
J
i ð12Þ

Where ki is the price per unit power charged by the friendly jammer i.
So, subject to the secrecy rate constraint and individual power constraint, the source

optimization problem can be formulated as

max Us ¼ aCs
D �M

st: Cs
D [ 0

0 � pJi � pmax; fixed pr; ps
ð13Þ

For maximizing the optimization problem, we can calculate the first derivative of
Us, we have

@Us

@pJi
¼ aW

2 ln 2
½ A hJi;R

�� ��2

ðBþ PN
i¼1

pJi hJi;R
�� ��2 þAÞðBþ PN

i¼1
pJi hJi;R
�� ��2Þ

� ps hS;R
�� ��2 hJi;R

�� ��2

ðr2 þ PN
i¼1

pJi hJi;R
�� ��2 þ ps hS;R

�� ��2Þðr2 þ PN
i¼1

pJi hJi;R
�� ��2Þ

� � ki

ð14Þ

Where A ¼ prps hS;R
�� ��2 hR;D

�� ��2, B ¼ ps hS;R
�� ��2 þ pr hR;D

�� ��2 þ r2. When @Us=@pJi ¼ 0, we
can obtain the forth-order polynomial equation as

pJi
� �4 þCi;3 pJi

� �3 þCi;2 pJi
� �2 þCi;1p

J
i þCi;0 ¼ 0 ð15Þ

Where Ci;n; n ¼ 0; 1; 2; 3 are formulas of A, B, ki and pJi . Because that the solutions of
the forth-order polynomial equation are very complex and not necessary for our fol-
lowing work, so our main interest is the parameters that affect these optimalsolutions.
Then, the optimal power solutions of the friendly jammer i can be denoted as
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pJ
�
i ¼ pJ

�
i ðA;B; fPJ

j gj6¼i; kiÞ ð16Þ

Further, subject to the constraints, the optimal jamming power can be denoted as

pJi opt ¼ minðmaxðpJ�i ; 0Þ; pmaxÞ ð17Þ

4 Simulation Results

The proposed scheme has been simulated numerically using MATLAB software. In the
simulation, we consider a one-way AF relay network with one source, one relay, one
destination which are located at (−1, 0), (0, 0) and (1, 0) respectively. The other
parameters are defined as: pmax ¼ 10, the transmission bandwidth W = 1, the noise
variance r2 ¼ 0:01 ,the path loss factor is 2, and a = 1.

When only one friendly jammer helps to the source, the two friendly jammer
locations are considered as (0.3, 0.4) and (0.6, 0.8). In Fig. 2, the power of source is set
up to pmax ¼ 10 and k ¼ 0:1, we can find that the utility of source can be maximized,
when the jammers power is 2 and 4 respectively. And we can see, if the friendly
jammer is close to the untrusted relay, the utility function can be improved more
effectively. Figure 3 shows that the optimal jamming power is decreased with the
asking price creasing, and it is foreseeable that the jamming power which buys from the
jammer will be zero. So, when setting the price k, a tradeoff must be considered for the
friendly jammer.

In Fig. 4, two different scenarios are considered in simulations. On the one hand,
there is no sufficiently effective friendly jammer, which implies that maximum secrecy
rate cannot be achieved with the help of only one friendly jammer. And meanwhile, in
this scenario, the secrecy rate increases with the number of friendly jammers. When the

Fig. 2. The source’s utility versus the jamming power
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number of friendly jammers is 20, the secrecy rate can reach the maximum. However,
on the other hand, when there is at least one sufficiently effective friendly jammer,
which means that multiple friendly jammers can offer sufficiently effective help, we can
see that the secrecy rate remains unchanged with the number of friendly jammers
increasing.

5 Conclusions

In this paper, we have investigated the one-way untrusted relay communications with
friendly jammers. The source optimization problem is defined, and the optimal solution
of jammer power is obtained. Simulation results show that the utility function of the

Fig. 3. The optimal jamming power versus asking price

Fig. 4. Secrecy rate versus the number of friendly jammers

Power Allocation in One-Way Untrusted AF Relay System 595



source can be improved with friendly jammers’ help. And there exists a tradeoff for the
price of jammers, otherwise, the source will not select the jammers as cooperators.
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