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Abstract. In the ubiquitous network, these many devices generate a huge
amount of data. The sharp increase of the diverse devices has led to the various
heterogeneous data types and the booming growth of the data, that is, the
ubiquitous network will bring big data. Due to the heterogeneity and ubiquitous
nature of ubiquitous networks, the big data of ubiquitous network faces a broad
and growing range of security threats and challenges. Based on the basic
knowledge of the big data of ubiquitous network, this paper analyzes the
security threats in the process of data collection, storage, processing and
application. System elaborated the big data of ubiquitous network encryption
and integrity protection, access control, privacy protection, attack detection,
security technology research status. The research direction and future devel-
opment direction are also discussed in this paper.
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1 Introduction

With the rapid development of network technology, both at home and abroad pay more
and more attention to the study of ubiquitous network, increasing investment, making
the network is widely used in social and economic sustainable development and
national development strategy, extensive penetration as part of the network in all walks
of life, become strategy core of each country. A large number of sensor networks,
RFID [1] and other widely used, so that everything can be data, people realize that the
nature of the world is the data, and the data will gradually completely change the future
of the world.

Nowadays, the ubiquitous network plays a central role in the national strategic
development, triggered unprecedented national investment and the further research of
many scholars, and aiming at security problems exist in the process of its development,
put forward the solution. The United States proposed broadband urban planning [2],
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the plan for the arrival of the network to pave the way at the same time, will be in the
United States to set up a wide range of urban broadband network. The South Korean
government also proposed the “U-Korea” strategic plan [3], ubiquitous sensor network,
broadband network integration and IPv6 core network is included in the investment
plan of infrastructure construction, the construction of a part of achievements in the
promotion, in city management, medical treatment, military has been widely used. In
China, some research on the ubiquitous network is gradually carried out, such as
“perception of China”, “U-Beijing” and “U-Qingdao” [4] is one of the typical
representative.

With the extensive application of 4G network, 5G [5, 6] as a new wireless access
technology is gradually into people’s lives, it has more powerful features, will be a true
sense of the integration of the network [5, 7]. In this paper, according to the charac-
teristics of ubiquitous network data, generally reveal: safety issues faced in the ubiq-
uitous network of different network structure and big data in different data processing
stages, and the corresponding solutions and technology.

2 Big Data of Ubiquitous Network

2.1 The Concept and Characteristics of Big Data of Ubiquitous Network

Ubiquitous network is wider than the web of things, more extensive content. It is
generally believed that the sensor network, the sensor node is composed of a large
number of networking, personal and social network etc., which refers to at any time
(Anytime) of any location (Anywhere) of any person (Anyone) and (Anything) any
communication [8].

Big data [9], also known as mass data, refers to the size of the data involved to a
huge scale cannot be artificial or computer, within a reasonable time to achieve
interception, management, processing, and sorting into human interpretations of the
form of information. Ubiquitous network is the root of big data, has a close connection,
the network application can promote the research of big data. Big data is the resources
and wealth, big data analysis makes the decision more scientific, more intelligent
terminals, will promote the ubiquitous network more intelligent and more widely used
to promote its further rapid development. Big data generated by the ubiquitous net-
work, due to the large amount of data and fast generation and often change charac-
teristics [10], if the encryption and decryption technology and traditional hash
algorithm [11] to achieve the integrity of the identification and authentication of data,
the efficiency is low and it is hard to meet the real-time, consistency and synchro-
nization so on. The ubiquitous network is still in the stage of the Internet of things, big
data mining, analysis and processing methods are not mature, at the same time, we
must face many security problems of big data, in the ubiquitous network, and more
complex than ever. Therefore, it is necessary for the ubiquitous network security key
problems on the big data of research, for the application of ubiquitous network and big
data cleared.
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2.2 Security Challenges for Big Data of Ubiquitous Networks

The doubling of the amount of data challenges the ability to store data; the traditional
database lacks strong scalability and better system availability, and cannot effectively
store unstructured and semi-structured data such as video and audio. Cloud storage in
the application of big data to bring development opportunities at the same time, also
brought a huge security risk. First of all, the user data storage and security entirely by
the cloud computing provider is responsible for the data is transparent to the provider.
Second, in the cloud storage, the user’s data is stored in the Internet server, an increase
of unauthorized access to security issues.

With the increasing scale of data, the time of analysis and processing is corre-
spondingly longer and longer, and the time requirement of information processing is
getting higher and higher under big data condition. The processing of big data requires
more simple and effective artificial intelligence algorithm and new problem solving
method. Discover new methods, predict predictability of threats, and detect and judge
unknown threats. The Prism Plan is a case of a large data technology for security
analysis. The basic principle is to discover potentially dangerous situations by col-
lecting various types of data from various countries, using safety-related data and
threatening security analysis. Identify the threat before it occurs.

3 Security Problems in Big Data of Ubiquitous Network

3.1 Security Threats in the Acquisition Process

Most of the current privacy protection using location, identifier, anonymous connection
and other methods. But in practice, in addition to face the threat of personal privacy,
people through the vast amounts of data, analysis of people’s living state and behavior,
prediction, through anonymous protection in today’s era of big data is not fully achieve
the purpose of privacy protection. On the one hand, due to the current lack of user data
collection, storage, management and use of norms, lack of supervision and effective
management, mainly rely on self-discipline, cannot guarantee the user privacy infor-
mation purposes; On the other hand, the data traceability and intelligent analysis
technology in the big data age can analyze the sensitive information such as data
sources and obtain the privacy data [12].

3.2 Security Threats to Stored Procedures

The arrival of cloud storage, big data applications with more development opportu-
nities, but also with a huge security risk. Firstly, cloud computing providers are fully
responsible for the storage and security of user data, the data provider is transparent.
Secondly, in the cloud storage, the user’s data is stored in the Internet server, an
increase of unauthorized access to security issues. As shown in Fig. 1, it analyzed
cloud storage ubiquitous network data security; research on big data security of
ubiquitous network based on cloud storage includes data integrity protection and access
control.
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3.3 Process Security Threats

In terms of pattern matching algorithms. In English character environment, classic
DFSA application efficiency is very high, if utilized directly match characters, the
construction of a Chinese character storage expansion problems when a Hash table. To
this end, Shen Zhou [13], Wong [14], Gao Peng [15], respectively, put forward dif-
ferent algorithms. In text content analysis, the text content analysis in cloud content
monitoring, the depth of the user identification of suspicious information, but also can
find the current flow of hot information.

3.4 Application Process Security Threats

In the ubiquitous network environment, the content of the network is richer, and the
flooding of reactionary, pornographic, violent and other undesirable contents has
become a problem to be solved urgently [16]. How to ensure the legitimacy and health
of data content has become a big data analysis And big data security research areas of
hot issues, and cause more and more attention.

4 Security Technology in Big Data of Ubiquitous Network

4.1 Data Encryption

Research on Cloud Storage Key Management and Auditing Proxy Mechanism, Cloud
Storage Service (Cloud Storage Service). In addition to the general personal data
storage, but also to allow enterprises or data owners (Data Owner, DO) to facilitate the
sharing of data services. But when DO wants to share specific data, especially secret
information to a specific group or individual, the data access control and key man-
agement information security issues need to be considered. Zhao [17] proposed a
classification proxy re-encryption technique, which enables data distributors to
implement fine-grained categorization control of ciphertext delegation. Wu [18] gives a
proxy-re-encryption algorithm with no certificate and an identity-based key escrow
protocol. Liang [19] studied the identity-based revocable proxy re-encryption

Fig. 1. Big data security analysis of cloud storage
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mechanism. Fang [20] proposed an anonymous conditional proxy re-encryption
scheme and a fuzzy condition proxy re-encryption scheme [21] to improve the per-
formance of the algorithm.

4.2 Integrity Protection

Integrity protection consists mainly of two components, POR and PDP. Literature [22]
builds a hierarchical architecture that provides high availability and integrity protection
for data by combining two-dimensional RS coding with a challenge-response mecha-
nism. Literature [23] gives a method to determine the integrity of the data. That is, the
authentication element is generated from each file data block, in the challenge of the
challenge - response mechanism, adopt the method of pseudo random, draw a small
amount of data blocks, judgment data integrity can be achieved through authentication
of authentication element. Literature [24] proposed method based on the pattern of
challenge - response “Data type to hold Proof” (Proof of Data Possession, PDP),
namely in outsourcing Data, detect is greater than a certain percentage of Data cor-
ruption. Literature [25] to solve files in multiple servers distributed storage situation,
proposed the CPDP (Cooperative Provable Data Possession). The proposed scheme
utilizes a homomorphic authentication response to combine responses from different
cloud servers into a single response message. Currently, the big data integrity of the
cloud to verify mainly rely on a third party to complete. According to whether to allow
the restoration of the original data, the current data integrity verification protocol can be
divided into two categories: only to verify data integrity of the PDP protocol and allow
recovery of data POR protocol. Data integrity verification of the general process shown
in Fig. 2.

4.3 Access Control

In the aspect of access control, the decryption rules are embedded in the encryption
algorithm through the algorithms of KP-ABE and CP-ABE [26] (ABE), which can
avoid the frequent occurrence of ciphertext access control Key distribution cost.

Fig. 2. Data integrity verification of the general process
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However, when the control strategy changes dynamically, the data owner (the Data
Owner) is required to re-encrypt the data. In literature [27], Cloud service providers
(cloud service provider, CSP) agent in order to reach the goal of user revocation, the
cipher text from an encrypted access structure to another encrypted access structure.
Undo unit has a certain limitation of the scheme, a single user cannot complete the
revocation, only is a set of properties. Literature [28] cipher text access control scheme
is put forward, to support fine-grained access control strategy, but when undo attribute
and user privileges, DO the calculation of the price has a linear relation with the data
file size. In summary, for the purpose of profit-making CSP, cannot effectively guar-
antee security.

4.4 Privacy Protection

Ubiquitous network game model of big data privacy protection required game basic
research. Based on the previous research, we have fully understood the privacy
requirements and the basic technical means at all levels. It is proposed that participants,
strategy (attack and defense strategy, behavior rule set), information collection (com-
mon knowledge) Action and action sequences, utility (payment) functions and other
basic elements of the game to abstract and extract. Based on the ubiquitous network
heterogeneity, diversity of unstructured characteristics of big data, both offensive and
defensive behavior, the environment, the diversity of information, the incomplete
information dynamic game, combined with Bayesian equilibrium subgame perfect
Nash equilibrium, and the Bayesian inference method, the optimal privacy policy.

4.5 Attack Detection

DDoS attack detection has been a very important research topic in network intrusion
detection. In recent years, a variety of different types of detection platforms and
algorithms have been proposed to solve DDoS attacks, and many technical problems
have been solved and many achievements have been made. Among them, the infor-
mation entropy power system is described as random degree of effective index,
gradually become the research focus in the network anomaly traffic analysis and
detection. We based on the theory of information entropy and chaos phase space
reconstruction theory, through the in-depth study of typical DDoS attack scenario, put
forward the following two methods for intrusion detection: Detection Method Based on
Tsalli Entropy and Lyapunov Exponent. First, the entropy of the source IP address and
the destination IP address in the network traffic packet is counted to reflect the ran-
domness of the source IP address and the concentration of the destination IP address in
the response attack. On the basis, the Lyapunov exponent in chaos theory is introduced
to calculate the degree of separation between the source IP address entropy and the
destination IP address entropy, and the attack traffic is distinguished from the normal
traffic. Detection Method Based on Markov Chain and Kolmogorov Entropy. By
analyzing the degree of protocol dependency of various network packets in attack
traffic, the Markov chain model is established, and the complex Markov chain model is
simplified by entropy rate sequence, and the chaotic phase space reconstruction is
introduced. The data is reconstructed by using the geometric invariant feature
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Kolmogorov entropy of the phase space to reflect the inherent chaos of the network
traffic model to achieve the purpose of detecting the attack. The above research has
basically reflected the advantages of information entropy theory in the analysis of
network anomalies and network intrusion, so the above research provides a theoretical
basis for big data analysis.

5 Prospect of Security Technology in Big Data of Ubiquitous
Network

5.1 Technical Level

On the technical level, the subsystems are independent and closely integrated with each
other. Each part belongs to an indivisible whole, it will be the perfect fusion of the
subsystems together. In general can be divided into the ubiquitous network, the security
of data architecture and technical analysis, related research in information industry and
the practical application of hercynian information industry, and a few kinds big data
pretreatment method in between data key security study four blocks of the model.

By analyzing the security requirements at different levels of the ubiquitous network
and different stages of big data, the preprocessing technology of big data in the
ubiquitous network, the application technology in the information industry and the
specific key security models are studied. In turn, these three aspects of research are the
key to promoting the development and application of large-scale data security
technologies.

The big data preprocessing technology is the foundation of the research on the
concrete data security model of the big data network. It can also be used in the actual
information industry to solve the difficult problems in the application of the information
industry and promote its further healthy development.

As shown in Fig. 3, the big data processing from front to back into data collection,
data transmission, data analysis, data analysis at different stages. Then the security
problems faced by different stages are analyzed. The security techniques and methods
that may be adopted in each stage are determined. For example, the integrity of the big
data transmission stage can be verified by digital watermarking technique.

Fig. 3. Ubiquitous network and big data architecture, security requirements and technical
analysis and application
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5.2 Management Level

In the case of big data, a large number of users need to implement the rights man-
agement, and the user specific authority requirements unknown. In the face of unknown
large amounts of data and users, it is very difficult to set the role in advance. Con-
struction of important sensitive equipment and carrier management and monitoring
system architecture and standards, and based on RFID and other Internet of things
technology, from the production to the retirement of the whole life cycle management
and control system to complete the relevant standards development, system develop-
ment work.

First of all, the establishment of content monitoring knowledge model; then, based
on “people, behavior, content,” the sensitive data-aware platform, the generalized
network of information data sets for preliminary screening, reduce the amount of
redundant information; Finally, the establishment of dynamic awareness of the net-
work, the suspicious, potential portals, forums and users real-time tracking analysis, so
that quickly found, in time to stop. The practical application of big data in the infor-
mation industry can lead to further improvement of big data analysis methods and help
to improve the management level. The security model can be applied directly to the real
information industry.

6 Conclusion

According to the characteristics of big data, we fully analyze the security problems and
research status, and on this basis, we look at the research direction at the technical and
management level. Therefore, the research on the big data and security in the network
has far-reaching theoretical significance and practical application value. The research
on it is not only necessary in the construction of the theoretical system, the key
technology and the improvement of the security problems, Mode, laws and regulations
and other aspects of exploration, but also need to carry out theoretical validation and
demonstration of its application, it is better for the community to provide services.
Analysis and utilization of big data in the ubiquitous network can make the future more
common in the network will be more intelligent.
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