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Abstract. For secure communications in mobile communication networks,
various authenticated key exchange schemes are proposed to provide the remote
client authentication and the session key establishment. In these schemes, more
considerations are to reduce the costs of remote mobile clients, but not those of
the server. However, the server has become a bottleneck in large-scale mobile
communication networks. In this paper, in order to relieve the server’s load, we
presented an efficient authentication protocol with key exchange between the
remote client and the server, and then generalized it to a three-party case, in
which two remote clients can authenticate each other with the server’s help and
share a secure session key. Compared with the relevant protocols, the proposed
protocols require lower computation and communication costs, and above all,
dramatically reduce those of the server. Therefore, the proposed protocols are
more practical and suitable for large-scale mobile communication networks.

Keywords: Elliptic curve cryptography - Authentication - Key exchange -
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1 Introduction

Secure remote client authentication with key exchange over insecure communication
channel is an important issue for many applications in client-server networks, espe-
cially electronic transactions (e.g., on-line shopping, Internet banking and pay-TV). On
the other hand, Mobile communication recently has become more pervasive with the
popularity of mobile devices, such as smart phones, handheld game consoles, personal
digital assistants, and mobile internet devices, etc. Therefore, client authentication with
key exchange for mobile communication environments is becoming the focus of
widely attentions.

For mobile devices, to reduce the computation loads, some authenticated key
exchange schemes based on elliptic curve cryptosystem (ECC) were proposed [1-3].
As we know, security of ECC is based upon the difficulty of elliptic curve discrete
logarithm problem (ECDLP) and elliptic curve Diffie-Hellman problem (ECDHP)
[4, 5]. Compared with traditional public key cryptosystems (e.g., RSA [6] and EIGamal
[7]), ECC offers a better performance because it achieves the same security with a
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smaller key size. For example, 160-bit ECC and 1024-bit RSA have the same security
level in practice [8].

However, early remote client authentication schemes on ECC are based on
public-key cryptosystem, in which the public key in the system requires the associated
certificate to prove its validity and thus clients need additional computations to verify
the other’s certificate. To avoid the weakness, in 2009, Yang and Chang [9] proposed
an identity-based remote user mutual authentication scheme for mobile users using
elliptic curve cryptography. However, Yoon and Yoo [10] demonstrated that Yang and
Chang’s protocol is vulnerable to the impersonation attack and does not provide perfect
forward secrecy, and then proposed an improved protocol. Later, He et al. [11] again
confirmed that Yoon and Yoo’s protocol does not provide perfect forward secrecy yet
and fails to achieve forward secrecy. In addition, they also pointed out that a special
hash function called MapToPoint function which is used to map an identity information
into a point on elliptic curve is required in the previous protocols. To improve the
efficiency, they presented a new remote user authentication protocol without the
MapToPoint function [11]. Subsequently, there appeared more improved protocols of
authenticated key establishment for client-server networks [12—16].

The above two-party authenticated key exchange (2PAKE for short) schemes can
achieve two secure goals of mutual authentication and key exchange between the
remote client and the server. However, these schemes are infeasible to establish a
secure session key between any two remote clients in client-server networks. For this,
there appeared some three-party authenticated key exchange (3PAKE for short)
schemes to provide mutual authentication and key establishment between two remote
clients with the help of the server. In 2009, Yang and Chang [17] proposed an efficient
identity-based 3PAKE scheme to improve the security of Chen ef al.’s scheme [18]. In
2010, Tan [19] demonstrated that Yang and Chang’s 3PAKE protocol is vulnerable to
the impersonation and parallel attacks, and proposed an improved scheme. However,
Nose [20] pointed that Tan’s scheme suffers from the impersonation attack and the
man-in-the-middle attack. Later, He et al. [21] pointed out that Yang et al.’s scheme
and Tan’s scheme are also based on the public key infrastructure (PKI), and then the
users need additional computations to verify the other’s certificate. Therefore, He et al.
proposed an improved identity-based 3PAKE scheme to improve these drawbacks.
Furthermore, Chou et al. [22] again pointed out that a user cannot verify the correctness
for his/her private key in these schemes mentioned above, and then proposed two
authenticated key exchange schemes with private key confirmation. However, Farash
and Attari [23] showed that Chou et al.’s 2PAKE scheme is vulnerable to the
impersonation attack and the key-compromise impersonation attack, and their 3PAKE
scheme is also insecure against the impersonation attack. To overcome the weaknesses,
Farash and Attari presented an improved identity-based 2PAKE protocol using elliptic
curves [23]. However, we found that there is still a serious security flaw in the user
registration phase of the two schemes [24]: any authorized user can impersonate the
server to generate the effective private key of any other unauthorized user.

In existing 2PAKE and 3PAKE schemes for mobile communication environments,
the authors always find ways to reduce the computation and communication costs of
the remote client/user, such that their respective schemes are feasible to mobile users
with limited resources. However, when hundreds of thousands of remote users
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simultaneously request the server to authenticate their identities and establish the secure
session keys, the server’s load is very heavy. In fact, the server has becomes a bot-
tleneck in many practical applications for large-scale client-server networks. Therefore,
how to reduce the server’s load in authenticated key exchange schemes is a practical
and important issue.

Most current 2PAKE and 3PAKE schemes are various generalizations of Diffie-
Hellman Key Exchange [25], in which two parties fair complete the same computations
and communications. However, in the client-server networks, the remote client/user
and the server are not peer entities, where the server is trustable. Therefore, there are
redundant computations in these authentication schemes. In this paper, we exploited
new methods to construct an efficient identity-based 2PAKE protocol, which is espe-
cially suitable for large-scale client-server networks. In addition, we extended the
2PAKE protocol to develop a 3PAKE protocol, which allows two remote users to share
a secure session key with the server’s help. Compared with other relevant protocols,
our proposed protocols need lower computation and communication costs, and espe-
cially relieve the server’s load.

2 Proposed Protocols

2.1 The Proposed 2PAKE Protocol

The proposed 2PAKE protocol includes three phases: Initialization, User Registration,
and Mutual Authentication with Key Exchange.

Initialization
The server S generates system parameters as follows:

1. S chooses an elliptic curve equation E,(a, b) [26] defined on finite field F,,, where p
be a large prime.

2. S selects a base point P with the order g over E,(a, b), where ¢ is a large prime for
the security considerations.

3. Srandom generates its private key ks €g ZZ and computes the corresponding public
key QS = ksP .

4. In addition, the server chooses a secure hash function, H : {0,1}" — Z;.
Then the server publishes these system parameters: {p, E,(a,b),q,P,Qg, H(-)}.

User Registration

1. The user U sends his identity, IDy, to the server S. Then S checks the authenticity
and legality of his identity.

2. After confirming the authenticity and legality of the user, S computes U’s private
key ky = (H(IDy) ® ks) + H(IDy)ks + (H(IDy) & ks)].

3. S computes Q;p, = (H(IDy) @ ks)P and sends {ky, Qjp, } to U.

4. After receiving {ky, Qm,}, U verifies if kyP = Qp, + H(IDy)(Qs + Oip,,). If the
equation holds, U keeps ky in secret as his private key.
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Mutual Authentication with Key Exchange

In this phase, a user U and the server S authenticate each other and establish a common
session key for the later communications. This phase is divided into two rounds which
are shown as follows.

Round 1

1. U randomly chooses ry € Z, and Sy € Z,, and computes Ry =ryP, Vy =
Su @ fi(rukyQs) and hy = H(IDy||Sy||ty), where ty is a timestamp that denotes
the current time. Please note that f,(Q) and f,(Q) denote the x and y coordinates of
the point Q, respectively.

2. U sends {IDy, Ry, Vy, hy, ty} to the server S.

Round 2

1. After receiving {IDy, Ry, Vy, hy, ty}, S verifies if 7y is valid. If 7y is not fresh,
S aborts the process and sends the failed messages to U; otherwise, he continues to
execute the next step.

2. S computes ky = (H(IDy) @ ks) + H(IDy)[ks + (H(IDy) @ ks)] and S, = Vy @
fi(kyksRy), where ks is S’s private key.

3. S verifies if hy = H(IDy||Sy||tv). If it is true, S confirms that U is an authorized
user; otherwise, he aborts the process.

4. S computes the session key ksy = H(Sy||t).

5. S computes MACy,, (ty) as the response and sends MACy, (ty) to U, where
MACG;,, (ty) denotes Message Authentication Code of the timestamp 7 by the
session key kgy .

6. After receiving MACyy, (ty), U computes the session key kys = H(Sy||ty), and then
checks the integrity of MACy,, (1) by the session key kys. U will quit the current
session if the check produces a negative result; otherwise, U authenticates the server
S and uses kys as the session key with S in future communications.

2.2 The Proposed 3PAKE Protocol

Similarly, the proposed protocol includes three phases: Initialization, User Registration,
and Mutual Authentication with Key Agreement. The first two phases are similar to
those of the proposed 2PAKE protocol, accordingly. Here, we mainly describe the last
phase as follows:

Mutual Authentication with Key Agreement

In this phase, two users A and B authenticate each other with the server S’s help and
negotiate a common session key for the later communications. Suppose that A and B have
obtained their respective private keys, kx = (H(ID4) @ ks) + H(IDy) [ks + (H(ID4) @
k)] and kg = (H(IDg) & ks) + H(IDg) ks + (H(IDg) @ ks)]. This phase is divided into
three rounds which are described in detail as follows.
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Round 1

1. A randomly chooses r4 € Z;, and computes Ry = ryP, Vy =fi(rakaQs) and
ha = H(IDa||Val|ta), where 24 is a timestamp that denotes the current time.

2. A sends {ID,, request} and {IDy4, IDg, Ra, ha, ta} to B and S, respectively. The
message request denotes a request that A asks B to agree on a session key.

Round 2

L. After receiving {ID4, request}, B randomly selects rg € Z,, and computes
Rp = rpP, Vp = f,.(rpkpQs) and hp = H(IDp||Vp||ts), where g is the current
timestamp.

2. B sends {IDg, response} and {IDg, IDs, Rp, hp, t5} to A and S, respectively. The
message response denotes a response that B accepts A’s request.

Round 3

1. After receiving {IDy, IDg, R, hy, t4} and {IDg, IDs, Rg, hp, tg}, S verifies if both
ta and tg are valid. If 4 or #p is not fresh, S aborts the process and sends the failed
messages to the users; otherwise, he continues to perform the next step.

2. Scomputes ky = (H(IDs) @ ks) + H(IDy)[ks + (H(ID5) & ks)] and kg = (H(IDg)
@ ks) + H(IDp)[ks + (H(IDg) & ks)]. Furthermore, S computes V, = f,(kaksRa)
and Vy = f,(kgksRg).

3. S verifies if hy = H(ID,||V,||t4) and hg = H(IDg||Vy||tp). If both of them are
true, S confirms that A and B are all authorized users; otherwise, he/she aborts the
process.

4. S computes hsy = H(IDa||IDg||f,(Rs)|[f, (Rs)||V,llts) and hsg = H(IDg||ID4||
F:(Ra)|f, (Ra)||Vgl|ts), where t5 is the current timestamp. S sends {Rp, hsa, ts} and
{Ra4, hsp, ts} to A and B, respectively.

5. After receiving {Rp, hsa, ts}, A verifies if g is valid. If g is not fresh, A aborts the
processes; otherwise, A performs the next step.

6. A computes hg, = H(ID||IDg||f:(Rs)||f,(R5)||Vallts)-

7. A verifies if the equation of h'SA = hgy holds. If it holds, A believes that S is the
authentic server, and further confirms that B is authenticated by S. Then he/she
can obtain the session key shared between A and B by computing ksp =
H(f.(raRg)||fy(raRg)); otherwise, A rejects the transaction.

8. Similarly, after receiving {R4, hsp, ts}, B verifies if tg is valid. If #5 is not fresh,
B aborts the processes; otherwise, B continues to execute the next step.

9. B computes h/SB = H(IDg||IDa||f(Ra)|lfy(Ra)|| VBl|ts)-

10. B verifies if the equation of h’SB = hgp holds. If it holds, B believes that S is the
authentic server, and further confirms that A is authenticated by S. Then he/she can
obtain the session key shared between B and A by computing kpa = H(f;(rsR4)||
fy(rgRa)); otherwise, B rejects the transaction.
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3 Analysis

We first analyze the security of the proposed protocols against various known cryp-
tographic attacks. The security of our protocols relies on the difficulties of solving
Elliptic Curve Discrete Logarithm (ECDL) problem (Given two points P and Q over an
elliptic curve E,(a, b), it is computationally infeasible to find an integer k such that
Q =k-P) and Elliptic Curve Computational Diffie-Hellman (ECCDH) problem
(Given three points P, a - P and b - P over E,(a, b), it is computationally infeasible to
compute a point W such that W = ab - P). Then, we give Performance comparisons of
some related protocols.

3.1 Security Analysis

In this section, we mainly analyze that the proposed protocols can withstand various
related security attacks. In our scheme, since the server is trusted and further all privates
are generated by the server’s private key, we assume that the server’s private key is
secure. Otherwise, the whole system will be controlled by the attacker and thus it will
not make any sense to again discuss the system security.

Theorem 1 (Replay Attack Resistance). The proposed 2PAKE and 3PAKE protocols
can resist the replay attack.

Proof. In the proposed protocols, the receiver can always verify the freshness of the
received messages by the freshness of the timestamp 7. Furthermore, the timestamp ¢ is
embedded in the hashed message (e.g., hy = H(IDy||Su||tv)) by the sender, such that
it can guarantee the integrity of the timestamp. Therefore, the proposed scheme can
resist the replay attack.

Theorem 2 (Known-key security). The proposed 2PAKE and 3PAKE protocols sat-
isfy the known key security. That is, an outsider cannot compute the current session
key even he knows some previous session keys.

Proof. In our 2PAKE/3PAKE protocol, the session key kys = H(Syl||ty)/kap =
H(f(rarsP)||f,(rargP)) is obtained by computing a secure hash function. Obviously,
the session key depends on the short-term secret Sy/(r4, rg), instead of the long-term
secret ky/(ka, k). Furthermore, each session has different short-term secret Sy/(r4, ),
which is/are randomly generated. Thus the current session key is independent of the
previous session. That is, an outsider cannot compute the current session key even he
knows some previous session keys. Therefore, the known-key attack is infeasible for
the proposed protocols.

Theorem 3 (Perfect forward secrecy). The proposed 2PAKE and 3PAKE protocols
achieve perfect forward security. That is, the compromise of the long-term private keys
of both the participating users does not affect the security of the previous session keys.

Proof. In our 2PAKE protocol, in order to successfully compute the session key
kys = H(Syl||tv), the most critical step is to obtain kyksryP and then compute Sy =
Vu @ fy(kyksryP) rightly. If U’s private key ky is compromised to an attacker, it is still
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computationally hard for the attacker to compute kyksryP based on the difficulty of
solving ECCDH Problem since he does not know kg and ry. Similarly, in our 3PAKE
protocol, even if the private keys, k4 and kg, of users A and B, are compromised to an
attacker, it is also computationally hard for the attacker to compute r,rgP based on the
difficulty of solving ECCDH Problem since he does not know 74 and rg. Therefore, the
proposed protocols can provide perfect forward secrecy.

Theorem 4 (Key-compromise impersonation resistance). The proposed 2PAKE and
3PAKE protocols provide resistance to key-compromise impersonation attack. That is,
even though the remote user’s long-term private key is compromised, an adversary,
who obtained the private key, cannot masquerade the other user or the server and
obtain the resulting session key.

Proof. In our proposed protocols, the participant authentication mainly depends on if
the sender/receiver can compute kyksry P rightly. Even if the remote user U’s private
key ky is compromised to an attacker, it is still computationally hard for the attacker to
compute kyksr P or kyksryP without knowing {kg, k} or {ks, ry}, where k;» and
ks are the private keys of the other user U’ and the server, respectively. That is, even
though the remote user U’s long-term private key is compromised, the attacker cannot
masquerade the other user U or the server to obtain the resulting session key.
Therefore, the proposed protocols can resist key-compromise impersonation attack.

Theorem 5 (Unknown key-share resistance). The proposed 2PAKE and 3PAKE
protocols provide resistance to unknown-key share attack.

Proof. A party A believes the key is shared with another party B, and a party C be-
lieves the key is shared with A. The above condition is called unknown key share. Our
proposed 2PAKE/3PAKE schemes can obviously withstand the unknown-key share
attack because the user’s identity is authenticated by the server S.

Theorem 6 (Mutual authentication). The proposed 2PAKE and 3PAKE protocols
achieve the property of mutual authentication.

Proof. In our 2PAKE protocol, the server S authenticates the remote user U by
computing S, = Vi @ f.(kyksRy) and verifying if hy = H(IDy||Sy||tv) holds, that is,
the server S authenticates the user U by checking if he/she knows the private
key,ky = (H(IDy) @ ks) + H(IDy)[ks + (H(IDy) & ks)]. In turn, the user U authenti-
cates the server S by comparing the received MAC;, (ty) to the result computed by
him/herself, because the server S is the only one who can recover Sy from Vi and then
computes the session key ksy and MACyy, (#y). Similarly, in our 3PAKE protocol, two
users A and B authenticate the server § by checking if he can rightly compute
Sx(kaksR4) and f(kgksRp) from their respective sent messages, and then authenticate
each other by the help of the trusted server S who authenticates A and B by verifying
their respective private keys.

In addition, our proposed protocols can provide the confirmation of the user’s
private key, which doesn’t rely on the digital signature technology. Though the authors
in References [22, 23] claimed that their protocols could provide the confirmation of
the user’s private key, there is a serious security flaw in their respective protocols [24]:
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any authorized user can impersonate the server to generate the effective private key of
any other unauthorized user, because it can’t guarantee the integrity of the public
information, Qyp,. In our protocol, we do not embed Qjp, into a hash function to
ensure its integrity. Otherwise, it will increase the costs of the server, because he has to
again compute Qjp,(Qip, = (H(IDy) @ ks)P) to obtain the user’s private key in the
mutual authentication phase. Here, we introduce two items of H(IDy) @ ks in the
equation of generating the user’s private key, and ensure the equation has obvious
architectural features, such that it is infeasible to modify Q;p, and successfully pass the
user’s check. To sum up, the good features in these two schemes are still hold in our
scheme, and further we can cover the shortage of the impersonation attack.

3.2 Performance Comparisons

We have analyzed the security of the proposed protocols in the above section. Fur-
thermore, we give security comparisons of our protocols and other related works, as
shown in Tables 1 and 2.

Table 1. Security comparisons for 2PAKE protocols

He et al.’s |Islam and Yoon Chou Farash and | Our
protocol Biswas’s etal’s et al’s Attari’s 2PAKE
[11] protocol protocol | protocol | protocol protocol
[15] [12] [22] [23]
Mutual Provided | Provided Provided | Provided | Provided Provided
authentication
Known-key Provided | Provided Provided | Provided | Provided Provided
security
Forward secrecy | Provided | Provided Not Provided | Provided Provided
provided
Private key Not Not Not Insecure | Insecure Secure
confirmation provided | provided provided
Impersonation Insecure Secure Secure Insecure | Secure Secure
attack
Key-compromise | Secure Secure Secure Insecure | Secure Secure
impersonation
attack
Unknown-key Secure Secure Secure Secure Secure Secure
share attack
User registration | Secure Secure Secure Insecure | Insecure Secure

In addition, we evaluate the performance of our proposed protocols in terms of the
computation and communication costs, and list performance comparisons for 2PAKE
protocols and 3PAKE protocols in Tables 3 and 4, respectively. Same as References
[22, 23] we assume the timestamp length is 16-bit, the size of p used in the ECC is
160-bit, the digest message size of hash function (e.g., SHA-1) or message authentication
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Table 2. Security comparisons for 3PAKE protocols

He et al’s | Tan’s Yang and Chou Our
protocol protocol Chang’s etal’s 3PAKE
[21] [19] protocol [17] protocol protocol
[22]
Known-key Provided Provided | Provided Provided Provided
security
Forward secrecy Provided Provided | Provided Provided Provided
Private key Not Not Not provided Insecure Secure
confirmation provided provided
Impersonation Secure Insecure Insecure Insecure Secure
attack
Key-compromise Secure Secure Secure Insecure Secure
impersonation
attack
Unknown-key Secure Secure Secure Secure Secure
share attack
Parallel attack Secure Secure Insecure Secure Secure
User registration Secure Secure Secure Insecure Secure

code is 160-bit, and the identity size is 80-bit. Please note that there are some wrong
evaluations in References [22, 23]: the size of a point on the ECC is 320-bit, not 160-bit,
since the size of p used in the ECC is 160-bit; the size of the cipher text of the symmetric
encryption/decryption is the same size of the plain text, not 128-bit. To estimate and
compare the computation costs, we define the following notations: PM, PA, H, MAC, Hp,
I, E(n) and D(n) are the time complexity of elliptic curve scalar point multiplication,
elliptic curve point addition, one-way hash function, message authentication code,
map-to-point hash function, modular inversion, symmetric encryption for n-bit plain text
and symmetric decryption for n-bit cipher text, respectively.

According to Tables 1, 2, 3 and 4, the proposed protocols have some good
advantages as follows:

(1) The proposed protocols can withstand all related security attacks.

(2) The proposed protocols are identity-based authentication protocols with key
exchange using ECC.

(3) The proposed protocols can provide the confirmation of the user’s private key,
where the cost of the private-key confirmation is lower than that of general digital
signature.

(4) The proposed protocols require lower costs in both communication and compu-
tation complexity. Especially, the costs of the server in proposed protocols are
lowest in all relevant protocols.

Therefore, the proposed protocols are more practical and suitable for large-scale
mobile communication networks.
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Table 3. Performance comparison for 2PAKE protocols

Communication Computation costs
costs User Server
He et al.’s 1152 bits 3PM + 2H + 2MAC | 3PM + 3H + 2MAC + 11
protocol [11]
Islam and 1440 bits 3PM + 2PA + 4H 4PM + 2PA + 1Hp + 4H
Biswas’s protocol
[15]
Yoon et al.’s 1072 bits 3PM + 2PA + 5SH 4PM + 2PA + 1HP + 5SH
protocol [12]
Chou et al.’s 1232 bits 3PM + 3H 3PM + 5H
protocol [22]
Farash and 1232 bits 3PM + 4H 3PM + 6H
Attari’s protocol
[23]
Our 2PAKE 896 bits 2PM + 2H + IMAC | 1PM + 3H + IMAC
protocol
Table 4. Performance comparison for 3PAKE protocols
Communication Computation costs
costs User Server

He et al.’s protocol [21] 2464 bits 3PM + 3H 2PM + 6H + 21
Tan’s protocol [19] 4224 bits 4PM + 1E 2PM + 2E

(816) + 1D(816) (816) + 2D(816)
Yang and Chang’s protocol 3680 bits 5PM + 1E 2PM + 2E
[17] (640) + 1D(640) (640) + 2D(640)
Chou et al.’s protocol [22] 2464 bits 3PM + 2H 2PM + 8H
Our 3PAKE protocol 2464 bits 3PM + 3H 2PM + 6H

4 Conclusion

In this paper, we presented two efficient authentication protocols in client-server net-
works, where one provides mutual authentication and key exchange between the
remote user and the server, and the other achieves mutual authentication and key
exchange between any two remote users with the help of the server. Compared with the
relevant protocols, the proposed protocols obtain higher efficiencies, and especially
relieve the burden of the server. Therefore, the proposed protocols are more practical
and more suitable for large-scale mobile communication networks.
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