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Abstract. The European regulation eIDAS introduces in EU States
interoperable public digital identity systems whose native application is
secure authentication on online services. In this paper, we try to offer an
enhanced view of the potential benefits that such systems can have in our
physical environments. Indeed, cities have seen a dramatic increase in the
number of violent acts and crimes. The possibility of monitoring people
access to physical critical places is certainly an important issue because
this gives the possibility to deny the access to dangerous people, to find
the offender of a crime, and, in general, to track suspicions activities. In
this paper, we show how to exploit an eIDAS-compliant public digital
identity system to meet the above requirements, thus offering a concrete
solution with high level of interoperability.
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1 Introduction

The problem of identity management [1] is related to many applications, among
which physical access control of people and identity auditing and monitoring, are
particularly important in the context of urban security [2–4]. Consider a physical
place where the access of individuals is controlled, for example a museum or an
airport. In the case of a museum, we need that only people with a valid ticket
can access: however, it should be useful to log their identities in order to enable
accountability activities. In contrast, the access to an airport gate should be
granted to users with a valid ticket, only after having verified their identity does
not belong to some black list.

Recently, Regulation (EU) No 910/2014 eIDAS (electronic IDentification
Authentication and Signature) [5] has been issued with the objective of remov-
ing existing barriers to the cross-border use of electronic identification means
used in the Member States for authentication. As this Regulation does not aim
to intervene with regard to electronic identity management systems and related
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infrastructures established in Member States, each Member State can design
its own secure electronic identification and authentication system, which will be
accepted in all EU countries if is complaint with eIDAS: For example, the Public
Digital Identity System (SPID) [6] is the Italian identity management system
complaint with eIDAS.

The Italian system SPID is an open system thanks to which public and
private entities, provided that they are accredited by the Agency for Digital
Italy, can offer services of electronic identification for citizens and businesses.
The providers of such services have to ensure a suitable procedure for the initial
identification and have to implement the authentication of citizens to service
providers, which are public or private organizations, provided that they adhere
to SPID. SPID is based on the technical specifications widely accepted in Europe
and already adopted by experimental projects as Stork and Stork2 (Secure Iden-
tity Across Borders Linked) [7,8]. Italy has also already notified the Commission
the institution of SPID. Thus, according to eIDAS, since July 2016, SPID is
recognized and accepted by all other EU Member States.

In this paper, we try to offer an enhanced view of the potential benefits
that such systems can have in our physical environments. In particular, we pro-
pose a system to monitor people access to physical places exploiting an eIDAS-
compliant public digital identity system. To be concrete, we contextualize our
proposal in the Italian framework, thus exploiting the system SPID. Our system
has the scope of identifying users and is able to decide whether granting them
the access to a monitored area, also logging such accesses. The topic here studied
is an emerging research challenge which is attracting a great deal of attention
(e.g., [9–15]). The main contribution of our proposal with respect to the state
of the art relies on the fact that our solution is based on the use of an authen-
tication tool (i.e., SPID in our solution instantiation), which is simple to use,
considered secure, accepted in all EU countries, and expected to be used by the
most part of the population in the next years. Consequently, our solution can
be considered cheap, effective, and secure w.r.t. the state of the art.

In the next section, we describe how SPID is exploited for users identification.
The architecture and protocol of the system are presented in Sect. 3. Finally, we
draw final discussion and conclusion in Sect. 4.

2 The SPID Framework

In this section, we present the Public Digital Identity System (SPID) framework
[6] and the technical details necessary to understand our proposal. SPID is a
SAML-based [16] open system allowing public and private accredited entities to
offer services of electronic identification for citizens and businesses. SPID enables
users to make use of digital identity managers to allow the immediate verification
of their identity for suppliers of services.

Besides users to identify, the stakeholders of SPID are Identity Providers,
which create and manage SPID identities and Service Providers, public or pri-
vate organizations providing a service to authorized users. Moreover, we have
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Fig. 1. Authentication by SPID.

a Trusted Third Party (TTP), which guarantees the standard levels of security
required by SPID and certifies the involved entities (in Italy, it is “The Agency
for Digital Italy”).

To obtain a SPID identity, a user must be registered to one Identity Provider,
which is responsible of the verification of the user identity before issuing the SPID
ID and the security credentials.

A SPID user who needs to access a service sends a request to the Service
Provider that gives this service (this is typically done by a Web browser). Then,
the Service Provider replies with an Authentication Request to be forwarded
to the Identity Provider managing the SPID identity of the user.

When the Identity Provider receives such an Authentication Request, ver-
ifies that it is valid and performs a challenge-response authentication with the
user. In case of successful user authentication, the Identity Provider prepares
the Assertion, a message containing the statement of user authentication for
the Service Provider.

Now, Identity Provider returns to the user the message Response containing
the Assertion, which is forwarded to the Service Provider (typically via HTTP
POST Binding).

All the steps carried out in a SPID-based authentication are represented in
Fig. 1.
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Fig. 2. The physical infrastructure underlying our approach.

Concerning the authentication, SPID supports three different levels: L1 based
on only password, L2 using both password and one time password (it is sent to
the user by a channel different from the browser), and L3 requiring the use of a
smart card in addition to password.

In our proposal, we include a level L4, in which both password and biometric
information1 are exploited.

The SPID identification level to be used depends on the context and the secu-
rity needs: for example, in case only accountability of user accesses is required
(as for a museum), level L1 could be sufficient; in case the access to a zone
should be granted to only selected users (as for an airport), then the use of L4
is required.

3 System Architecture and Implementation

In this section, we describe the architecture of our system and provide some
details about the technologies and hardware used.

Without lost of generality, we refer to an airport as application scenario, in
which the entrance to a secured zone (e.g., the gates area), has to be granted only
to authorized users. Figure 2 sketches a representation of the physical infrastruc-
ture considered in our approach.

In our solution, we assume that:

1. The SPID identity of authorized users is available to the system;

1 The currently standardized biometrics used for this type of identification system are
facial recognition, fingerprint recognition, and iris recognition. Biometric identifica-
tion is adopted in many countries: for example, in USA, beginning on April 1, 2016,
the electronic passport contains relevant biometric information [17].
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Fig. 3. The deployment diagram of our system.

2. Users are equipped with a smart portable device (for example, a smartphone
or a tablet);

3. The device of users can connect to the Identity Provider site.

Our solution integrates the SPID service to authorize the accesses to secured
areas. To describe the approach in a very synthetic way, we can say that the
authorization procedure starts when a user approaches the entrance of a secured
zone, such as an airport turnstile. Here, an access point of the system is placed
and the user is prompted to perform the SPID authentication via his personal
device. The result of this procedure is used by the system to decide if the user
is authorized to access the secured area, depending on his SPID identity.

The system implementing our proposal, whose deployment diagram is illus-
trated in Fig. 3, is composed of two main subsystems:

– User Interface Subsystem (UI, for short), which implements all the features to
allow the user interaction with the system. It is a single module implemented
through an application running on the mobile device of the user.

– Physical-Service Provider Subsystem (PSP, for short), which performs all
verifications to monitor the entrance to secured zone. It consists of three
main modules, namely: PreAuth Module, IDScanner Module, and Processing
Module.

The first module involved in the protocol is the PreAuth Module, which
inquiries users devices approaching the secured zone entrances to initiate the
SPID authentication. It is implemented by using Bluetooth beacons placed
on airport turnstiles to initialize the communication with UI subsystem. The
design choice of using Bluetooth beacons is due to the extremely simple inte-
gration in existing infrastructures. Indeed, this kind of device belongs to a class
of low energy bluetooth hardware transmitters [18,19], often battery powered,
able to broadcast messages and perform basic interactions with smart devices
in close proximity. Typically, Bluetooth beacons are used to issue location-
based actions on devices and have been already adopted in environments where
check-in is needed.

In proximity of the monitored zone, the user device receives via Bluetooth the
authentication request from the PreAuth Module and is prompted to execute
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Algorithm 1. Workflow of our approach
Notation U : user entering a secured zone
Notation UI: user interface on mobile device
Notation PM : PreAuth Module on Bluetooth Beacon
Notation IDM : IDScanner Module on QR Code Scanner
Notation ProsM : Processing Module on Central Server
1: U approaches a monitored entrance
2: PM inquiries UI to initiate the SPID authentication
3: UI generates a QR Code for this Authentication Request
4: U inserts his credential for SPID authentication via UI
5: U approaches the entrance and shows the QR Code to IDM
6: U performs biometric authentication
7: IDM verifies the assertion and forwards it to ProsM
8: ProsM grants/denies access

the SPID authentication, which is executed by connecting to the site of the
Identity Provider of the user. Moreover, this module randomly generates a QR
Code [20], which is associated with this Authentication Request and shown
on the mobile device of the user.

As for authentication, we assume that L4 authentication is required (this
is typical for an airport): thus, both password and biometric information are
exploited in two different steps. In this first step, user is required to insert the
password.

Observe that because this first step may require more time, it can starts
when the user is quite distant from the access point (depending on the Beacon
coverage area).

When the user arrives in the access point, the second step of the authentica-
tion is done: the user shows the QR Code to the IDScanner Module.

This module is a smart 2D bar code scanner placed right in the turnstile:
because QR Code scanning requires high proximity, this solution is particularly
suitable in our scenario to avoid de-synchronization between user physical access
and identity verification.

In this step, the biometric authentication is performed and the result of this
authentication, which contains the Assertion, is returned to the Processing
Module. This module is deployed in a central server and receives all the access
requests coming from the different PreAuth Module. It enforces access policies
by driving the opening of turnstiles: in our example, it verifies that this SPID
identity is of an authorized user.

The algorithm describing the whole approach is reported in Algorithm 1.

4 Conclusion

In this paper, we designed and implemented a system based on SPID to mon-
itor physical access of individuals to controlled areas. The exploitation of our
proposal gives two main advantages with respect to a standard management of
accesses (i.e., when a human operator is in charge of verifying user’s identity):
the first advantage is to speed up this process, the second one is to make user’s
identification more robust to human errors.
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Moreover, filtering mechanisms can be enabled (e.g., only adults may access),
or the use of attribute providers can be involved to remove the need of showing
an electronic ticket (the ticket is associated with the identity).

Concerning pervasiveness, we observe that, even though our implementation
makes use of SPID, our approach supports any identity management system
complaint with eIDAS. This is an important aspect because there are many
cases in which individuals may have heterogeneous nationalities.

As for accountability, it is easily obtained by suitably storing all information
need (for example, besides the identity, also the timestamp of the access).

The last observation is related to the technologies that can be exploited. In
our example, we showed the use of Beacon and QR Code. However, they can be
replaced by other similar technologies, such as Wi-Fi or NFC, or by long-range
UHF RFID systems.
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