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Abstract. An information infrastructure for modern Smart Cities must
be able to integrate data from multiple heterogeneous sources such as pri-
vate and public energy consumption, garbage collection and environmen-
tal conditions (pollution, citizens’ safety and security). In this context,
citizens themselves become providers of data, in the form of comments,
opinions and suggestions that should be integrated within the infrastruc-
ture. A vast amount of data must be collected, organized and analysed
to extract useful insights that can be transformed into actions aimed at
improving the quality of life in the city. In this paper, we discuss data
management issues to be addressed for bringing benefits to different cate-
gories of stakeholders in a Smart City, ranging from citizens to the Public
Administration and energy providers.
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1 Introduction

Improving the quality of life of citizens and supporting Public Administrations
(PA) and energy providers to deliver innnovative services through the adoption
of modern technologies are primary goals of modern Smart Cities [1]. Citizens
become actively part of their city life, providing suggestions, opinions and com-
ments about administration actions (e.g., through e-Participation tools). They
receive timely information about their city, the effects of PA actions, public as
well as private energy consumptions, and information about the environmental
conditions where they live (pollution and public security). On the other hand,
PA has new tools and techniques to deeply understand dynamics of phenom-
ena that characterise the administrated city, being able to take actions that
might improve citizens daily life. Furthermore, energy providers might have the
opportunity of implementing smart grids for improving their delivery services
and save costs. In this framework, the national research project Brescia Smart
Living (BSL) - MIUR “Smart Cities and Communities and Social Innovation”
is currently being performed. The main goal of the BSL project is to move from
a model based on a single monitored entity (a street, the electrical supply grid,
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the hydric system) to an integrated view of the Smart City. Every aspect is
seen as part of a more complex system, and different types of data have to be
collected, properly integrated and organized in order to provide new services to
both citizens and PA. The effectiveness and the quality of the services is enabled
by applying advanced solutions for managing large amounts of data. Data about
energy consumptions on the electrical and methane supply grids, hydric sys-
tem, street lighting, heating are collected from proper sensors and technological
equipment of modern city, according to the Internet of Things (IoT) paradigm.
These data are stored within proprietary platforms managed by single energy
providers. Further information coming from external sources (e.g., weather and
pollution data) are integrated and organized in integrated platforms in order to:
(a) aggregate information at city level, mainly devoted to energy providers and
Public Administration to give a global view of data concerning the smart city;
(b) enable personalized access to data of interest for private citizens at the level
of single district, building or apartment. Data from social media are integrated as
well, where citizens become themselves data producers through their comments,
suggestions and preferences. To meet research goals, the project is being devel-
oped over the following phases: (i) collection and identification of requirements
from citizens, energy providers and Public Administration, through the submis-
sion of proper questionnaires; (ii) design and specification of functionalities, in
terms of use cases focused on services provided to the actors of integrated plat-
forms; (iii) design of data models underlying the platforms; (iv) implementation
and experiments. Experiments will be performed on two districts identified in
Brescia, Italy. The aim is to provide an integrated observatory over the Smart
City, for different kinds of information, at different levels of aggregation, for het-
erogeneous although interleaved categories of users (citizens, energy providers
and Public Administration). In this paper we focus on challenges that raised in
the project for managing data in the context of a Smart City and we provide
some hints about possible solutions to address these issues.

This paper is organized as follows: in Sect. 2 we discuss the functional archi-
tecture of Brescia Smart Living project; Sect. 3 presents data management issues;
Sect. 4 lists related projects; conclusions and future directions are sketched in
Sect. 5.

2 General Architecture

Figure1 shows an overview of the general architecture adopted in the BSL
project. Data are collected from both energy consumption domain (electricity,
heating, hydric and natural gas supply grids) and urban services domain (garbage
collection and security). This information is stored within domain-specific plat-
forms, owned by the energy and service providers that are participating to the
project. Both historical data and (near) real-time data collected from sensors
installed on-field (home automation hardware equipment, new generation meters
for supply grids, wearable devices for security and safety monitoring) have been
considered. The architecture also includes data coming from external sources,
for weather forecasting and air pollution estimation.
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Fig. 1. Overview of the Brescia Smart Living general architecture.

Data coming from domain specific platforms and external datasources are
organized within integrated platforms through a Platform Service Bus, that is in
charge of managing message exchange between all the architectural components.
Communication between domain-specific datasources and integrated platforms
may be either synchronous (for instance, concerning historical data of supply
grids) or asynchronous (e.g., events raised from home automation hardware or
wearable devices, to be promptly showed on the platforms).

The visualisation of average energy consumptions (properly aggregated to
preserve citizens’ privacy), the visualisation of information about the pollution,
the statistical data on crime rate, information about the status of garbage collec-
tion points are in charge of the Global Integrated platform. Its role is to provide a
global view at city level about consumption and services for citizens and Public
Administration. The platform also supports PA to take decisions given the cur-
rent environmental conditions (e.g., weather and pollution conditions, to take
effective and timely actions to preserve the health of fragile citizens).

Citizens can register themselves and access services of the Local Integrated
platform. This platform enables the visualisation of the personal energy con-
sumptions, as well as comparison of these data against benchmarks and average
values locally at district/building/apartment level. It also enables citizens of
smart homes to monitor, control and analyse data collected by smart plugs and
the new generation meters on supply grids.

Finally, mobile applications and a dashboard of proper Key Performance
Indicators will be designed and implemented on top of the integrated platforms.
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3 Data Management Challenges in Brescia Smart Living

The aim of the integrated platforms introduced above is to provide citizens,
energy providers and PA with a tool for collecting, integrating and visualizing
heterogeneous information available in the context of a Smart City, at different
levels of aggregation, in order to help them to take decisions in their daily life and
stimulate their virtuous behaviour in using private and public resources. Several
interdisciplinary aspects should be considered. Among the issues concerning data
management, we mention the following ones.

(Big) data collection, organization and aggregation. The quantity and
velocity of data to be collected pose not trivial problems for their efficient col-
lection and organization, in order to speed up data access and exploration [2].
In the BSL project, data collected on-field through the domain-specific plat-
forms present a poor structure (they are basically schemaless) and must be
stored and indexed efficiently. At their finest granularity, they are stored
within a document-oriented NoSQL database (using JSON documents). The
Local Integrated platform is based on this database. Aggregated information,
both at city level and at district level, are computed and stored within a rela-
tional database, that provides a more structured organization of information
to enable exploration and visualisation facilities [3].

User-driven information service design. Supplied information should be
accessed through proper services built on top of the underlying resources. Ser-
vices design must be driven by the needs of the final users, ranging over PA,
citizens and categories of users with specific requirements, such as fragile sub-
jects. In the BSL project, service design started from a classification of users
into stakeholders (Public Administration, energy providers) and citizens. The
latter ones have been in turn distinguished according to the typology of col-
lected data (traditional meters, new generation electric and methane meters,
smart meters for home automation). Considering different categories of users,
services designed for the BSL project range from data visualisation services
to decision support services: (i) to help stakeholders to take actions in the
context of the smart city; (ii) to enable citizens to compare their personal
data with average values at building, district and city level.

Data privacy and ownership aspects. The above mentioned issues necessar-
ily require to pay attention to the ownership of data, their retention and the
protection of sensitive information. Proper data access mechanisms have to
be defined for the different categories of users, according to recent national
and European laws that address data privacy and preservation [4]. Within
the BSL project, these aspects will be considered according to the European
GDPR 2016/679 (General Data Protection Regulation). In particular, this
regulation focuses on principles like privacy by design, that requires that
data protection is included in the development of business processes for prod-
ucts and services, the right to be forgotten applied to personal data and the
principle of data portability.

Data Security and Integrity. The integrity of the information should be
always guaranteed or, at least, problems must be detected. For example,
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sensors deployed all around the city might get uncalibrated for some reasons.
The system must be able to detect and manage this wrong data to avoid a
decision-making process on wrong basis. A full digital description of the plants
(including information about measurement accuracy of each device, certificate
of calibration when available) and an history of measurements are needed to
achieve this target. Using this set of data, it is possible to design algorithms
able to analyze the system behavior and to provide suitable metrics that can
highlight malfunctions as well as any data integrity issues, in a similar way as
Intrusion Detection Systems (IDS) in cybersecurity identify network attacks.

System scalability and interoperability. The system must have the ability
to integrate new data-collecting sub-systems or to create new sub-systems
exploiting the existing hardware. A city grows in long periods and the data-
collecting technologies advance faster, therefore managing the heterogeneity
of the technologies over time is fundamental to build a robust system. Interop-
erability between different systems into the smart city must be achieved [6]. In
the BSL project, to address this issue, a new generation of Discovery Services
should be developed. As the Domain Name System (DNS) records matching
information about IPs and domains, a Service Discovery System (SDS) for
IoT will record the topology and the characteristics of the network nodes,
including their communication, measurement and actuation capabilities. In
this way, a new node is able to recover the resources it needs, ensuring flexi-
bility, interoperability and reuse of existing hardware [5].

4 Related Work

Compared to recent and on-going Smart Cities projects, BSL provides a wider
spectrum of services (as summarised in the previous sections), considering not
only the energy consumption data, but also crime rate data, as well as data
about environmental conditions. Moreover, BSL brings together the integration
platforms at multiple levels, thus giving relevance both to the Smart Cities ser-
vices meant for PA and the ones designed for citizens (also considering support
for decisions devoted to fragile users).

Smart Cities projects. The Optimus project [7] aims to support Public
Administration to optimise energy consumption. The focus here is on a semantic-
based data acquisition module, to integrate heterogeneous data sources into a
relational database, and Decision Support System to enforce an energy manager
while taking his/her decisions. The project has been tested on three pilot cases
in Ttaly (city of Savona), Spain (Sant Cugat del Valles) and The Netherlands
(Zaanstad). Similarly, the BESOS project [8] is focused on the implementation
of distributed Energy Management Systems (EMS) for energy saving. BESOS is
mainly devoted to PA and energy service companies, while the citizens’ involve-
ment is more marginal compared to the BSL project. The SFpark project [9] is
focused on public transportation for the city of San Francisco. The project aims
to provide advanced data mining and planning facilities for the PA to improve
urban public mobility services. Primary goal of the Res Novae project [10] was
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to provide an integrated platform for visualising and monitoring the energy con-
sumption at a city scale. The Res Novae project has been tested in the city of
Bari, Italy. The ROMA project [11] aims to integrate data from heterogeneous
sources (security, mobility and weather) to increase city resilience and support
the PA in management of emergency situations.

Enabling technological infrastructure. The research topics addressed within
Brescia Smart Living and related projects also rely on the availability of integra-
tion platforms and infrastructures that are able to address the data management
issues we underlined in this paper. Available platforms must be based on stan-
dards, be scalable and modular, flexible enough to allow ease extension of func-
tional and non functional requirements imposed by the dynamic environment
of Smart Cities. Oracle and IBM proposed their own solutions for implement-
ing Smart Cities projects. In particular, the Oracle Smart City Platform pro-
vides a set of front-office functions over multiple communication channels (e.g.,
telephone, web, chat), big data management solutions and analytical tools. It
has been configured for several projects (such as the SFpark project mentioned
above). IBM proposed a platform that integrates many tools for managing data
in the context of smart cities, like the Intelligent Operations Center I0C [12],
providing functions to visualise data on a tabular, graphical and map-based inter-
face, SPSS [14] for stochastic and predictive analysis of data and CPLEX [13] for
solving optimisation problems. IOC has been applied in the Res Novae project
and has been chosen also for implementing the global integration platform within
the BSL project. Compared to these Smart Cities platforms, middleware solu-
tions provide communication drivers, data management facilities and APIs, but
require additional development efforts to create new applications and services
on top of them. Indra proposed a cross-platform and multi-device middleware
called SOFIA2 [15]. This middleware is devoted to the development of smart
applications that use real-time information according to a big data approach.
It has been applied in two pilot projects for the cities of La Coruna and Turin.
Tridium Niagara Framework [16] offers a development platform that connects
and translates data from nearly any device or system, managing and optimizing
performance when dealing with heterogeneous data formats and protocols. It
also enables the development of software objects to manage data at cloud and
edge computing.

5 Conclusions and Future Directions

Design and implementation of the Brescia Smart Living project poses complex
data management issues. The overall target of the project is to develop and inno-
vate services through the integration of heterogeneous data at various levels of
aggregation and provided to citizens and PA to take decisions in their daily life
and stimulate virtuous behaviour. Future efforts will be devoted to the exten-
sion of the infrastructure with new services (mobility, healthcare and education
services), as well its application to new districts and smart cities.
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