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Abstract. Cloud Computing is a new technology, widely used in different
areas, allowing easy and on-demand access through the internet to a shared set
of configurable computing resources. The adoption of this new technology
within companies is restricted by security constraints. In this paper, we present
the most significant risks that could affect organizations intending to deploy
Cloud technology and security measures to be in place to reduce the impact of
risks based on a literature review.
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1 Introduction

Cloud Computing is a new processing scheme in which computer processing is performed
in the Internet “Cloud” [1]. This new technology based on virtualization has become
essential in the progress and provision of IT services for organizations. It is considered by
them as a method to raise automatically their abilities of storing, deploying web services,
database management and sharing data without affording in new infrastructure, training
new employer, or licensing new software. In spite of all this advantages, clients are still not
enthusiastic to deploy their business in the cloud [2] since it presents new security issues
which has not been well realized [3] and which needs to be carefully evaluated before any
engagement in this area [4]. According to a survey conducted by Fujitsu Research Institute
in 2010, 88% of potential cloud consumers are afraid of who has access to their data, and
demanded more caution of what goes on in the backend physical server [5]. The main
contribution presents the potential risks related to cloud computing environment and
security measures to reduce the impacts of these risks based on literature review.

This paper is divided into two sections: the first section presents Cloud Computing
technology: its models, its services and its characteristics. The second section presents
the potential risks related to this technology and the safety measures to be in place to
reduce the impacts of these risks. It contains also a literature review of previous
research involving several evidence classifications of risks that affected the cloud
environment. Finally, we will wrap up our paper with a conclusion.
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2 Cloud Computing

According to the National Institute for Standards and Technology (NIST)1, cloud
computing is a model for enabling ubiquitous, convenient and on-demand network
access to a shared pool of configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly provisioned and released with a
minimal management effort or service provider interaction [6].

2.1 Cloud Computing Architecture

Cloud computing is composed of two sections: the front end and the back end. These
latters are connected with each other through a network infrastructure, normally the
Internet. Front end is that the user can see, it includes the hardware and software
equipments necessary to access the cloud (e.g. Web browsers like Internet Explorer or
Firefox) and the back end is composed of cloud computing services such as servers,
data storage and various computers. Traffic control operations, administration system
and user request are managed by a central sever. It keeps some rules and uses particular
software named middleware. This last permits networked computers to communicate
with each other [7, 8]. End user is able to use the cloud computing services via the
Internet network from any location (home, work, etc.) and through any device (phone,
laptop, etc.). Generally, these services are governed by a service-level agreement
(SLA) between customer and cloud service provider (CSP), it specifies requirement,
quality of service, cost, etc.

2.2 Cloud Computing Characteristics

Cloud computing has five key characteristics as described by Melland Grance:

• On-demand self service: a consumer can one-sidedly provide computing capabili-
ties when necessary automatically without contacting the hosting provider [6, 8].

• Broad network access: the hosted application is available over the network and
accessed through standard mechanisms that promote use by heterogeneous thin or
thick client platforms such as laptop, Smartphone, etc. [6, 8].

• Resource pooling: the provider’s computing resources are shared to serve multiple
consumers using a multi-tenant model, with different physical and virtual resources
dynamically assigned and reassigned according to consumer demand [6, 8].

• Rapid elasticity: cloud service can be rapidly and elastically provisioned and
released to quickly scale up or down commensurate with demand [6, 8].

• Measured service: cloud computing resource can be monitored, controlled, and
reported providing transparency for both the provider and the consumer of the
utilized service. Cloud computing services use a metering capability which allows
to control and optimize resource use based on pay per use model [6, 8].

1 http://www.nist.gov.
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2.3 Cloud Computing Deployment Models

Cloud computing represents four deployment models:

• Private cloud: the cloud infrastructure is set up for exclusive use by a specific
organization which incorporates many consumers such us business units [9, 10].

• Community cloud: the cloud infrastructure is shared by a specific community of
consumers from organizations that have the same interests such as mission and
policy [9, 10].

• Public cloud: The cloud infrastructure is made available to a big number of con-
sumers and owned by a service provider [9, 10].

• Hybrid cloud: The cloud infrastructure is a composition of two or more different
cloud (private, community, or public) that remain unique entities [9, 10].

2.4 Cloud Computing Service Models

Cloud computing offers three types of services:

• Software as a Service: the ability provided to the user is to use the provider’s
applications running on a cloud infrastructure. The applications are available to
various clients through a thin client interface such as a web browser [6, 11].

• Platform as a Service: the capacity allowed to the user to deploy on the cloud
infrastructure consumer-created or acquired applications created using program-
ming languages, libraries, services, etc. [6, 11].

• Infrastructure as a Service: The ability available for the user to provide him with IT
infrastructure (processing, storage networks, etc.) [6, 11].

3 Security Problems in Cloud Computing

The immaturity of cloud computing technology has posed many issues such as security
[12, 13], virtualization [14], network [15] and fault tolerance problems [16]. But
security issues are the most important ones for the consumer who is seeking a com-
fortable service in terms of integrity privacy, availability, etc. According to a research
conducted in 2009 by Fujitsu on problems of cloud computing from the user viewpoint
which revealed that security problems are the most important ones with 73% [1]. The
security problems associated with cloud computing is being treated by different
organizations and several studies done by many researchers. These latters have clas-
sified them in different dimensions. Cloud Security Alliance (CSA) is a non-profit
American organization formed to advance the use of the best practices for providing
security assurance within cloud computing and provide education on the uses of cloud
computing to help secure all others forms of computing [17]. This organization defined
in 2010 a guideline that describes necessary security considerations for performing
critical tasks on a cloud computing divided into 13 domains (e.g. Governance and
enterprise risk management, compliance and audit, application security, Identity and
access management, virtualization, etc.) [1]. The European Network and Information
Security Agency (ENISA) estimated in a report submitted en 2009 35 types of security
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risks in cloud computing [18]. Gartner 2008 fixed seven security issues that must be
verified by the customer before choosing a cloud computing provider (e.g. privileged
user access, regulatory compliance, data location, data segregation, recovery, inves-
tigative support and long-term viability) [19]. [11, 20] presented a categorization of
security issues for cloud computing focused on its service models (SaaS, PaaS, and
IaaS) who identified the main liabilities in this type of systems, the most important risks
found in the literature and all available counter-measures for these threats and vul-
nerabilities. [17] gave the key security issues in cloud computing environment (e.g.
data transmission, network security, data privacy, data integrity, etc.) and presented
some recommendations to reduce the impacts of these risks. [21] provided two cate-
gorizations of security issues related to cloud computing (threats for cloud service users
and threats for cloud service providers) based on analysis of its technical components.
This classification was also justified by [22] through a systematic literature review.

3.1 Potential Risks Related to Cloud Computing

In the literature, there are many definitions of the term “risk”. According to the
ISO/CEI 13335-1:2004 risk means “The potential that a given threat will exploit
vulnerabilities of an asset or group of assets and thereby cause harm to the organiza-
tion. It is measured in terms of a combination of the probability of an event and its
consequence”. With threat means “a potential cause of an incident that may result in
harm to a system or organization” and vulnerability means “a weakness of an asset or
group of assets that can be exploited by one or more threats” [23].

In 2009, ENISA presented a report in which it suggested the most nine influential
risks on organizations mentioned below:

Loss of governance: when using the cloud infrastructure, the cloud client gives
supervision to the cloud provider on various issues [24]. This loss of governance relies
on the cloud service models for example in case of IaaS, organization cedes hardware
and network management to the provider, while SaaS also cedes OS, application, and
service integration in order to give a turnkey service to the cloud service customer. This
loss of control can result a lack of confidentiality, integrity and availability of data [21].

Lock-in: lock-in means incapability of the cloud user to move from one provider to
another or migrate data and services back to an in-house IT environment. This intro-
duces a reliance on a specific cloud provider for service provision, especially if data
portability, as the most important feature, is not enabled [24]. According to [21], this
risk can also affect a cloud provider (Supplier Lock-in) when several supplier-
dependent modules or workflows are used for integration or functionality extension.

Isolation failure: multi-tenancy and shared resources are a two essential feature of
cloud computing based on the virtualization technology. Although this technology is
utilized by many providers to maximize the use of hardware [25] but it has many gaps
because it is not designed to offer strong isolation properties for a multi-tenant archi-
tecture [26]. In fact, it leads hackers to a full access to the host and cross-VM side
channel attacks to take out information from the specific VM on the same
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machine [22]. Also, data from multiple occupiers is saved in a shared database, the
threat of data leakage among these occupiers is high [27].

Compliance risks: traditional service providers are subject to external audits and
security certifications. If a cloud service provider does not adhere to these security
audits, then it results an obvious decrease in client trust [28]. This risk arises because of
lack of governance over audits and industry standard assessments [17]. Organizations
which implement the audit and compliance to the internal and external processes search
to get certification. These enterprises may be put at risk since cloud computing service
providers may not be capable to show evidence of their own compliance with the
necessary needs or may not permit an audit by cloud customer [29].

Data location: generally, when a customer uses the cloud, he does not know the exact
location of his data and he also does not have any supervision over the physical access
techniques to that data. The majority of cloud service provider possesses data centers in
many places in the world. This situation can be considered as an issue in several cases [30].
On the one hand, the cloud provider should not only store and process data in specific
jurisdictions but should also respect the privacy regulations of those jurisdictions in dif-
ferent countries all over the world [31]. On the other hand, it is hard to determine the
appropriate security procedures are in place to protect customers’ data [32].

Management interface compromise: the customer management interface that cloud
providers give is accessible through the internet. These interfaces offer users the pos-
sibility to access to a large set of resources. This may pose a real menace if web
browser vulnerabilities are there. This includes customer interfaces supervising many
virtual machines and, more than that, cloud provider interfaces supervising the oper-
ation of the entire cloud system [18].

Data protection: cloud computing shows various data protection risks for both cloud
customers and providers. In some cases, it may be difficult for the cloud user to
effectively check the data handling practices of the cloud provider and, therefore, to be
certain that the data is handled in a legal way. This issue is more complicated in cases
of multiple transfers of data, e.g. between federated clouds. An organization cannot
verify how a cloud provider handles its data and thus cannot establish either the
practices employed are lawful or not. Data flowing from the Internet is full of malware
and packets intended to lure users into unknowing participation in criminal activities.
Although this defiance is more difficult, some cloud providers have obtained certified
levels regarding to data handling [24].

Insecure or incomplete data deletion: in fact, the user who can erase data is in
relation with the separation issue which is defined by multi-tenant usage mode [33]. In
a public cloud, a user can ask the provider to delete completely some of his data. This
request can be impossible or undesirable because the copies of data are on multiple
disks belonging to many data centers located in several countries around the world and
are shared with other customers [34]. In this case, data is supposed to be removed
completely from the cloud but according to the physical characteristics of storage
support, the data still exit and may be restored. This problem can be considered as a
major risk to the users [35].
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Malicious insider: this risk which is well-known to most organizations is a result of
staff hired by cloud service providers. Those employees are offered a level of access
that may enable them to get confidential data and complete control over the cloud
services without any risk of detection. Cloud Service Providers show little or no
transparency on how they hire employees, how they give them access to cloud
resources or how they monitor them. Bad insiders can directly affect financial conse-
quences and productivity of organizations [26, 36].

The table below represents the list of risks mentioned above classified in terms of
their types and their impacts to the organizations. The impact is listed as “Medium”
which is scored as1and “High” which is scored as 2 (Table 1).

3.2 Counter-Measure of Potential Risks

The successful implementation of cloud computing technology requires the develop-
ment and implementation of several security management policies and mechanisms. In
the following table, we present some safety measures to reduce the impacts of potential
risks of cloud computing mentioned above.

In Table 2, with reference to a literature review, we have listed the measures of
security that must be applied by cloud service providers and the organizations to reduce
the impacts of the potential risks of cloud computing.

Table 1. Classification of potential risks of cloud computing

Risk Type Impact 1: Medium - 2: High

Loss of governance Organizational 2
Lock-in Technical 1
Isolation failure Technical 2
Compliance risks Organizational 2
Management interface compromise Technical 2
Data protection Technical 1
Insecure or incomplete data deletion Technical 2
Malicious insider Technical 2
Data location Technical 2

Table 2. Risks and counter-measure

Risk Counter-measure

Loss of governance • Execute carefully Service Level Agreements (SLA)
• Define clearly the role and responsibility between cloud service
provider, cloud service user, data owner related to data ownership,
access control, infrastructure maintenance

• Secure and maintain properly all documents which should be
available to the customer at all times

• Define common frameworks for certification such as COBIT or
ISO [4, 29, 36]

(continued)
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Table 2. (continued)

Risk Counter-measure

Lock-in • Promote standardized technology and Application Programming
Interface (API)

• Use Free Libre Open Source Software (FLOSS) which
accompanied increasingly standardization initiatives such as
Apache CloudStack, OpenStack and Eucalyptus

• Develop applications based on a generic functional base such as
LibCloud or Deltacloud in the case of IaaS and SimpleCloud in
the case of PaaS

• Choose a specialist technical operator (Technical cloud brokers)
that avoids lock-in and uses simultaneously several cloud services

• Establish an exit strategy
• Implement the hybrid cloud model which can solve the problem of
compatibility issue [22, 29, 36–38]

Isolation failure • Implement a better security practices for installation/configuration
• Monitor environment for illegal changes/activity
• Develop strong authentication and access control for
administrative access and operations

• Promote Service Level Agreements for patching and vulnerability
remediation

• Conduct vulnerability scanning and configuration audits
• Use effective encryption methods to guarantee data isolation
between clients [22, 26, 29, 36]

Compliance risks • Conduct internal and external audits regularly on a basis to verify
cloud service provider to match terms, standards and regulations

• Ensure that cloud service provider should give evidence that data,
saved only in geographic locations, allowed just by a formal
contract (SLA)

• Ensure that requirements meet the data location
• Comply location with well-defined laws and regulations
• Incorporate and document laws and regulations formally in
governance policies [17, 29, 36, 39]

Management interface
compromise

• Provide remote access with a secure protocol
• Patch completely web browser vulnerabilities before providing
remote access

• Promote a strong authentication strategy (avoid only a simple
authentication by password)

• Plan periodic and efficient OS and hardware hardening procedures
on the cloud system [26, 29]

Data protection • Ensure that cloud service provider abides by all the regulations,
including HIPPA and FISMA, within the same country,
regarding cloud security

• Make sure that cloud service provider has to meet the legal
systems under different jurisdictions without so much visibility
where the data resides and how it is set up through various legal
jurisdictions [22]

(continued)
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4 Conclusion

Cloud computing is an economic and technological revolution in which computing
resources are provided as a service over the Internet. However, adoption of this
technology remains low due to of several safety problems related to virtualization
technology, deployment models, service models and network architecture. In this
paper, we have focused on the potential risks related to cloud computing and we
suggested a number of controls that could be considered for the mitigation of these
controversial issues. Several studies have demonstrated that the adoption of hybrid
cloud computing can be an effective strategy for a wide variety of companies which are
more concerned with security. What are the limitations of this model? And does it
really meet the growing needs of security companies?
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