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Abstract. In recent years, radio access technologies have experienced
rapid development and gradually achieved effective coordination and
integration, resulting in heterogeneous networks (HetNets). User equip-
ments (UEs) located in the overlapping area of various networks of Het-
Nets are capable of selecting the base station (BS) of one network for
association and conduct information interaction. In this paper, we study
user association and power allocation problem for HetNets with eaves-
droppers. To achieve secrecy data transmission in a secret and energy-
efficient manner, the concept of joint secrecy energy efficiency of the
network is introduced and is defined as the ratio of secrecy transmission
rate and the power consumption of the BSs. An optimization problem
is formulated which maximizes the joint secrecy energy efficiency under
the constraints of maximum power of the BSs and the minimum data
rate requirement of the UEs, and the optimal user association and trans-
mit power strategy is obtained through applying iterative algorithm and
Lagrange dual method. Numerical results demonstrate the efficiency of
the proposed algorithm.
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1 Introduction

In recent years, radio access technologies have experienced rapid develop-
ment and gradually achieved effective coordination and integration, resulting in
HetNets [1], in which user equipments (UEs) located in the overlapping area of
various networks are capable of selecting the base station (BS) of one network
for association and information interaction. User association scheme design in
HetNets is of particular importance for it may affect user quality of service (QoS)
and network performance significantly.

Some research works have considered user association or cell association prob-
lem in HetNets. In [2], the authors addresses the cell association problem of a
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multi-tier HetNet and propose a unified distributed cell association and resource
allocation algorithm to maximize the sum utility of long term rate with long term
rate QoS constraints and maximize global outage probability with outage QoS
constraints. The authors in [3] examine the impact of mobile backhaul networks
on LTE-A HetNets, and propose a backhaul-aware user association algorithm to
achieve network load balancing and the performance enhancement in terms of
transmission delay and service block probability. In [4], user association prob-
lem in HetNets is studied and a distributed optimization method is proposed to
maximize the utilization of the BSs.

References in [5,6] jointly consider user association and power allocation in
HetNets. The authors in [5] study the joint BS association and power alloca-
tion problem for the downlink transmission in HetNets, and propose a two-stage
algorithm to maximize the minimum data rate of the UEs. In [6], the authors con-
sider the joint optimization of BS association and power allocation in a wireless
downlink HetNet under the proportional fairness criterion and propose a utility
function maximization based BS association and power allocation strategy.

It should be noted that compared to traditional cellular networks, the net-
work architecture of HetNets becomes more open and diverse, which makes the
information exchange more susceptible to eavesdropping, hence, the problem of
secure transmission becomes extremely important in HetNets. In [7], the authors
consider the network scenario in which eavesdroppers exist in HetNets and pro-
pose a joint resource allocation algorithm which jointly considers physical layer
security, cross-tier interference and joint optimal allocation of power and sub-
carrier to maximize the achievable secrecy sum rate of the network. The authors
in [8] investigate secure communications in a two-tier downlink HetNets, which
comprises one macrocell and multiple femtocells with each cell having multiple
users and an eavesdropper which attempts to wiretap the intended macrocell
UEs. The authors consider an orthogonal spectrum allocation strategy to elim-
inate co-channel interference and propose the secrecy transmit beamforming
scheme operating in the macrocell to maximize the secrecy rate of users.

In this paper, we study user association and power allocation problem for
HetNets with eavesdroppers. To achieve data transmission in a secret and energy-
efficient manner, the concept of joint secrecy energy efficiency of the network
is introduced and is defined as the ratio of secrecy transmission rate and the
power consumption of the BSs. An optimization problem is formulated which
maximizes the joint secrecy energy efficiency under the constraints of maximum
power of the BSs and the minimum data rate requirement of the UEs, and
the optimal user association and transmit power strategy is obtained through
applying iterative algorithm and Lagrange dual method.

The rest of the paper is organized as follows. Section2 describes the sys-
tem model considered in this paper. We jointly design user association and
power allocation strategy for the heterogeneous integrated network described
in Sect. 3. The solution of the optimization problem is discussed in Sect. 4. Sim-
ulation results are presented in Sect. 5. Finally, we conclude this paper in Sect. 6.
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2 System Model

In this paper, we study the downlink transmission in a HetNet, which con-
sisting of multiple overlapping access networks and a number of users, which
may associate to one of the networks and conduct information interaction. We
assume that each network is assigned a portion of spectrum and no spectrum
sharing is allowed among networks and within each network, thus no transmis-
sion interference exists. Further assume that inside each network, there exists an
eavesdropper which may eavesdrop the information of the UEs associated with
the network.

We denote the number of networks and UEs by M and N, respectively.
We assume each network only has one BS, for convenience, the BS of the ith
network is referred to as BS;, 1 < i < M. We further assume that each UE
can only associated with one BS and each BS can only serve one UE on given
time-frequency resource block. Figure 1 shows the HetNet model we considered
in this paper.

E:eavesdropper

Fig. 1. System model

3 Secrecy Energy Efficiency Optimization Problem
Formulation

In this section, the joint secrecy energy efficiency optimization is formulated.

M N
n= szi,jm,j (1)

i=1 j=1

where z; ; denotes the association variable between BS; and the jth UE(UE;),
and 7; ; represents the secrecy energy efficiency of BS; when associating with
UE; and can be expressed as:
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where R} denotes the secrecy data transmission rate of the link between BS;
and UE;, P; ; and P°" denote the transmit power and the circuit consumption
power of BS; when transmitting to UE; respectively. We assume that the circuit
consumption power of the BSs is constant in this paper.

R3S in (2) can be expressed as:

RS = Ri;— Ry 3)

where R}, denotes the data rate of the link between BS; and UE;, R ; denotes
the data rate of the eavesdropper when eavesdropping UE; in the ith network.

R}, in (3) can be expressed as:

Pijhi;
R}; = Bilog <1 + ;2]> (4)

where B; denotes the transmission bandwidth of BS;, h; ; denotes the channel
gain of the link between BS; and UE;, and o2 denotes the noise power, which is
assumed to be a constant in this paper. R ; in (3) can be calculated as:

P . he
R, = Bilog, <1 + UJZ) (5)
where h{ denotes the channel gain of the link between BS, and the eavesdropper
of the ith network
The problem of joint user association and power allocation algorithm for
secrecy information transmission in HetNets can be formulated as following opti-
mization problem:
6
oax (6)
s.t. Cl: PiJ' Z O,
C2: Pi,j S Pimax7
M
C3: Y R > Rr™
i=1
C4: Tij € {0, 1},

N
Ch5: in’j S ].,
J=1

M
C6 : Zzﬂj S 1.
i=1

In (6), P/ denotes the maximum permissible power of BS;, the constraint
C2 represents that the transmit power of BS; should be less than its maximum
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permissible power, R;-ni“ denotes the minimal secrecy data rate required from
UE;, apparently, the constraint C3 characterizes the data rate requirement of
UE;.

4 Solution of the Optimization Problem

The optimization problem formulated in (6) is a nonlinear mixed-integer opti-
mization problem the solution which is difficult to obtain directly. Indeed, as it
is assumed that each UE can only access one network and each network can only
serve one UE for given resource block, and there is no cross interference between
various networks, the power allocation for a particular UE-BS pair can be con-
ducted independently to obtain the locally optimal transmit power, based on
which user association can be performed. Hence, we can equivalently transform
the original optimization problem into two subproblems, i.e., the subproblem
of optimal power allocation, and the subproblem of user association. Through
solving the two subproblems successively, the optimal joint power allocation and
user association strategy can be obtained.

4.1 Optimal Power Allocation Subproblem

Assuming UE; associates with the BS;, i.e., z; ; = 1, the optimal power alloca-
tion subproblem for BS; can be formulated as follows:

max 1 ; (7)

(2%

s.t. Cl1—C3in (6).

The optimization problem formulated in (7) is a nonconvex nonlinear frac-
tional program, which can be transformed into a convex problem. Without loss
of generality, we denote ¢ ; as the maximum secrecy energy efficiency of BS;
when associating to UE;, which can be expressed as:

. RFR)

2 Rl I 8
qZJ R:] + PClr’ ( )

where P, denotes the optimal transmit power of BS; when associating to UE;.
It can be proved that the maximum secrecy energy efficiency ¢; ; is achieved 1f

and only if
ngax Rsec( ) qz ,J (P %,J + PCZT)

" (9)
= RIS (Pr)) — 4, Py = 0.
Hence, the optimization problem expressed in (7) can be rewritten as:
max R;5 (P ;) — i (P + Peir) (10)

5.t.C1 — C3 in (6).
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To obtain the optimal secrecy energy efficiency and transmit power strategy
of (9), we apply an iterative algorithm. The proposed algorithm is summarized
in Algorithm 1 and the convergence to the optimal secrecy energy efficiency can
be guaranteed in [9] (Table 1).

Table 1. Algorithm 1. Solving secrecy energy efficiency maximization problem

1. Initialize the maximal iteration number L, ,, and
the tolerate value w
2. Set g;,;=0 and the iterative index [=0
3. Repeat main loop
4. For a given g; ;, solving power allocation subprob-
lem to obtain the

locally optimal power allocation strategy Pl/ j

’

5. If Rfff(Pi”j) —qi (P + P <w

then
6. Convergence=true
’
R (P )
* P 1,7 1,7
7. Return ¢; ; = Boper
R3S (P; ")

8. else,set ¢; j = and let [ =1+1
9. end if

10. Until the algorithm is converged or | = Lyax

PL';.]"+PC”

For a given ¢; ;, the optimization problem formulated in (10) can be trans-
formed into following problem:

max R — i (P, j + PY) (11)
s.t.C1 — C3 in (6)

We apply Lagrange dual method to solve above optimization problem. The
Lagrangian of the problem can be expressed as:

L(aaﬁap’b,]):R;{j_QZ7J(PZ7J +PCH) (12)
“a(Poy ~ PP B RE),

where « and 3 are Lagrange multipliers, the Lagrange dual problem of (12) can
be formulated as follows:
minmax L(c, 5, P; ;)

a,B P j (13)
st. a>0,6>0

For a given set of Lagrange multipliers {«, 3} using standard optimization
techniques, the optimal power allocation policy P; ; can be obtained as:
_ [(hi + 05)0® + ((hiy — h§)o™ + 4hy;hit) /2]

P = T (14)
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+
where ¢ = (HE(LJF; ;;’;Z )o” , [2]T = max{0, z}.

The dual function is differentiable, the iterative algorithm can be used to
solve the optimal Lagrange multipliers which leads to

a(t +1) = [a(t) — er (P = Py, (15)
M

Bt +1) = [B(t) — 2D Ry — RP™)]T (16)
i=1

where the iteration index €;(i = 1,2) is the positive step size.

4.2 User Association Subproblem

Through assuming x; ; = 1, we can obtain the locally optimal power allocation
strategy, denoted as P;; and g; ;. Substituting P; ; by P, in (1), we obtain:

Rsec *

= ZZ Y P* _|_P01r) (17)

=1 j=1

2 sec,*x
where R} ; = B;log, (1 + Diile ) For given P/, (},*fipm) is a constant, there-
fore, the problem of maximizing (17) is equivalent to selecting the optimal z;
subject to user association constraints, which can be expressed as the following

optimal user association subproblem:

Rs_ec *
max Z Z Lg,j (P* +P°") (18)

Tij =1 j=

st. C4— C6 in (6)

The optimization model formulated in (18) is a nonlinear integer optimiza-
tion problem, which is in general very difficult to be solved. However, it can be
observed that given the constraints on user association, the optimization prob-
lem can be described by a bipartite graph and the problem of optimal user
association can be regarded as an optimal matching problem in the bipartite
graph, which can then be solved based on the typical algorithm such as modified
Kuhn-Munkres algorithm in [10].

A weighted bipartite graph G with bipartite division G = (V1, Vs, E) is con-
structed, where the set of vertices V; represents the collection of the interrupted
users, i.e., V1 = [SUy,SUs,,...,SUy], SU,, represents the mth interrupted SU,
1 <m < M, and the set of vertices V5 represents the collection of subchannels,
ie., Vo =[Cq,Cq,...,Cy], the weight of the edge, i.e., E{Vi,V5} is defined as:

The steps for solving the optimal user association subproblem based on the
K-M algorithm can be described as follows.

1. Find an initial feasible vertex labeling and determine GY from G°.
2. A distribution of H is selected in GY.
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3. If H is perfect, then the optimization problem is solved. Otherwise, the label
having not being allocated by the distribution H is selected in GY. Set S = V;,
and T =¥, which denotes the empty set.

4. Ngo(S) denotes the collection of points which connect with S in GY. If
Neo(S) # T, go to step (2). Otherwise, Ngo(S) = T'. Find

A =min(l(u) +I(v) > w(u,v)|u € S,v e Vo —T) (19)

and replace existing labeling | with ! by

) llu)— A, uesS
Tuwy=¢l(u)+A4, veT
l(u), others.

The process continues until an equal subgraph consisting a complete match
is obtained.

5 Simulation Results

In the simulation, we consider a HetNet scenario consisting of multiple overlap-
ping access networks. Assuming the numbers of UEs and BSs are both chosen
from 3 to 5, respectively. We assume that all users are randomly located in a rec-
tangular region with the size being 100 x 100. The minimum rate requirements
of UEs when associating to BS are 0.99 Mbps, 0.97 Mbps, 0.90 Mbps, 0.89 Mbps,
0.95 Mbps, 0.88 bps respectively, the noise power is —47 dBm, the bandwidth is
1 MHz. The simulation results are averaged over 1000 independent adaptation
processes where each adaptation process involves different positions of UEs and
eavesdroppers.
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Fig. 2. Secure energy efficiency versus Fig. 3. The secrecy energy efficiency versus
the number of iterations maximum transmit power (different num-
ber of BS)
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Fig. 4. Secrecy energy efficiency versus maximum transmit power (different circuit
power)

Figure 2 shows the secrecy energy efficiency versus the number of iterations
for different of circuit power. P™®* is chosen as 0.8 W in plotting the figure. It
can be observed that the iterative algorithm converges within a small number
of iterations.

Figure 3 shows the secrecy energy efficiency versus the maximum transmit
power for different numbers of BSs, and the results are obtained from the pro-
posed scheme and the scheme proposed in [6]. P is chosen as 0.5 W in plotting
the figure. As the maximum transmit power increases, the proposed scheme
performs better than the scheme proposed in [6]. This is because the scheme
proposed in [6] failed to allocate the optimal power to the UEs, resulting in a
undesired transmission performance. It also can be seen from the figure that for
a small P™®* the secrecy energy efficiency increases with the increasing of P™#*
indicating a larger power threshold is desired for achieving the maximum secrecy
energy efficiency. However, as P™? reaches to a certain value, the secrecy energy
efficiency becomes a fixed value for the transmit power being less than P™2* has
resulted in the optimal secrecy energy efficiency, which will no longer vary with
pmax,

The secrecy energy efficiency versus the maximum transmit power for differ-
ent circuit power consumption is shown in Fig.4. It can be seen from the figure
that the total secrecy energy efficiency decreases with the increase of the cir-
cuit power consumption. Compared to the scheme proposed in [6], our proposed
scheme offers larger secrecy energy efficiency.

6 Conclusion

In this paper, an optimal user association and power allocation scheme is pro-
posed in HetNets. The factors, including channel characteristics and eavesdrop-
pers are taken into account jointly in optimal UE association and allocating the
transmit power of UEs, we formulate the problem of joint user association and
resource allocation as an optimization problem with the objective function being
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the total secrecy energy efficiency of UEs in HetNets. The optimization problem
which maximizes the secrecy energy efficiency for UEs is formulated and solved
through iterative algorithm and Lagrange dual method. It is verified by simula-
tion that the proposed algorithm achieves much better secrecy energy efficiency
than the proposed scheme in [6] in HetNets.
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