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Abstract. Secure communication is critical in wireless networks due to
the openness of the wireless transmission medium. In this paper, we study
the secure communication in a multicarrier orthogonal frequency division
multiplexing (OFDM) decode-and-forward (DF) relay network with an
energy-constrained relay node which operates with a time-switching (TS)
protocol. By jointly designing TS ratios of energy harvesting (EH) and
information-decoding (ID) at the relay, TS ratio of signal forwarding
from relay to destination and power allocation (PA) over all subcarriers
at source and relay, we aim at maximizing the achievable secrecy rate of
the DF relay network subject to a maximum transmit power constraint
at source and an EH constraint at relay. The formulated optimization
problem is a non-convex problem. We decouple it into a convex prob-
lem and a non-convex problem, where the non-convex problem can be
solved by a constrained concave convex procedure (CCCP) based iter-
ative algorithm to achieve a local optimum. Simulation results verify
that our proposed joint TS and PA scheme achieves nearly global opti-
mal resource allocation and outperforms the existing resource allocation
scheme.

Keywords: Time switching (TS) - Power allocation (PA) - Energy
harvesting (EH) - Relay networks * Secure communication

1 Introduction

Allowing battery operated wireless communication systems to harvest energy
from radio signals, wireless information and energy transfer (WIET) is a
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promising energy harvesting (EH) technique to solve the energy scarcity problem
in energy-constrained wireless networks [1-5]. In [2], a multiple-input-multiple-
output (MIMO) system with WIET was studied and a power-splitting (PS)
or time-switching (T'S) EH scheme was proposed. By employing PS-based EH
receiver at the relay, a decode-and-forward (DF) relay system with multiple
source-destination pairs was studied in [3]. In [4], the authors aim for maxi-
mizing achievable rate of DF relay networks with WIET. It was shown that
the proposed scheme is superior to the scheme with fixed time-switching ratios
from the simulations. An EH relay network was investigated in [5]. With the
aid of relay node, communication between sources and destinations can perform
efficiently.

Secure communications had been investigated in [6,7]. The secure resource
allocation in a multicarrier half-duplex relay system was studied in [6]. In [7], a
full-duplex DF relay network was studied, whose objective is to maximize the
achievable secrecy rate of the system. Unfortunately, there is still short of study
on the secure communication in wireless relay systems with WIET.

In this paper, we investigate secure multicarrier communication in OFDM
DF relay systems with WIET. As in [4], we assume that the EH relay will real-
locate the energy amongst all the sub-channels. By jointly optimizing TS factors
and power allocations on sub-channels, where the TS factors are consisted of
energy harvesting, information-decoding at the relay node and signals transmit-
ted to destination node, we aim to maximize the achievable secrecy rate subject
to maximum transmit power constraint at source node and energy harvesting
constraint at relay node. The formulated optimization problem is non-convex
because both the objective function and the energy harvesting constraint at
relay node are non-convex. By transforming the non-convex original problem
into a solvable convex problem and a non-convex problem, the non-convex prob-
lem can be solved by a constrained concave convex procedure (CCCP) based
iterative algorithm to achieve a local optimum. Simulation results show that our
proposed joint TS ratios and PA allocation scheme can achieve nearly global
optimal resource allocation and has a superior performance over the existing
resource allocation scheme.

2 System Model and Problem Formulation

In Fig. 1, we consider a multicarrier DF relay system which contains a source
node, a relay node, a legitimate destination node and a eavesdropper node.
The relay node harvests energy from the source node [4,11]. The direct links
between the source node and the two receivers are unavailable [11]. The reliable
communication from source to destination is established by EH relay. At the
eavesdropper node, it attempts to eavesdrop the signals which are transmitted
from the EH relay to the destination [11].

In the network, we assume that the relay operates in time-division half-duplex
mode. There is no inner energy supply at the relay node. So it will gather energy
from the source node. In this paper, we adopt the time-switching protocol for
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Fig. 1. The system model of multicarrier secure communications in the DF relay.

WIET. Each transmission block of time 7' is split into three parts with TS ratios.
We denote them as a1, ag, and ag, where a; + as + ag = 1. To be specific, a1 T,
aoT and a3T are the continuance of the 1st phase, 2nd phase and the 3rd phase,
respectively.

In this paper, the entire bandwidth is equally split into N orthogonal sub-
channels. On the nth (n € N = {1,2,--- , N}) sub-channel, we denote h:%,
hEP and hI*F as the responses between SR link, RD link and the RE link,
respectively. We assume that both the source node and the relay node can obtain
the instantaneous channel state information of the entire system [11].

In the 1st phase, the relay harvests energy from the source node. It can be

written as [4]
N

E=oTT Zpg’l ’h§R|2 (1)
n=1
where p>! and 7 denote the power transmitted from the source node on nth
sub-channel for wireless energy transfer and energy conversion efficiency factor
(0 < T < 1), respectively. For maximizing harvested energy at the EH relay node,
transmitting power of the source node will be allocated to the sub-channel with
the best channel gain [11]. Hence, (1) can be rewritten as £ = a3 TG, where

G = TPstot |h£R}2 B (2)

P,1or meams the maximum transmission power at the source node for WIET,
and th means kth sub-channel has best channel gain. In the 2nd phase, the
source node transfers message to the relay node on all sub-channels. As in [4],
at the relay node, it will decode the signals transmitted from the source node.
Then, it will forward the decoded signals to the destination after reallocating
them on sub-channels. Accordingly, the achievable secrecy rate is given by

N N
R = {min[}_ aslogy (1+p5273%), Y aslogy (1+pfP) - R} (3)

n=1 n=1
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where R = 25:1 aslog, (14 piyfF), {z}* denotes max{x,0} for a real scaler

r and pr’Q, pl n € N, denote the transmit power of source and relay over
2

nth subcarrier for information transmission, respectively, v5% = =21

RD _
0% 0 n

RD |2 RE |2
n h?L

T and vEF = e Here, 012%, 02, and 02 denote the variances of additive

g
Gaussian noises over each subcarrier at relay, legitimate destination and the

eavesdropper, respectively. It is noted that in (3), it is assumed that the DF relay
is only responsible for symbol-by-symbol decoding and forwarding as in [6]. The
source rather than the relay encodes the secrete information into symbols. In the
3rd phase, the consumed energy for information transmission at relay should be
less than or equal to the harvested energy in the first time slot, so it should
satisfy,

N
asT pr < E. (4)
n=1
In this paper, our objective is to maximize the achievable secrecy rate of
the DF relay network subject to the power constraint at source and the EH
constraint at relay. The optimization problem is formulated as

max R (5a)
{a1,az,ag,pﬁ’zzo,pfzo,n@\f}
N N
s.t. Zp§’2 < Pstot, agTpr <TG, (5b)
n=1 n=1
0§OL¢§1,i€{1,2,3},Oél+042+043:1. (5(3)

3 The Proposed Jiont TS and PA Scheme

The problem (5) is non-convex because the objective function and EH constraint
at relay are both non-convex. In the following, we will make it tractable by
decoupling the non-convex optimization problem into two subproblems.

It is noted that if v2P < v# we have min {p;j’Q'ySR,pff'ny} < pBAyRE Ty
this case, in order to achieve more achievable secrecy rate, we should not allocate
any transmit power over the nth subcarrier. Let {2 be

2= {n[P > 3P n e N} (6)

The problem is recasted as follows

max R (7a)
{a1,00,03,pn % >0,pE>0,n€0}
s.t. Z pTSL’2 < Pgior, a3T Z pf <TG, (7b)
nes? nes?

0<e;<1,i€{1,2,3}, s +as+ag=1 (7c)
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where

R= {mm [Z aslog, (1 —|—pS2 SR Z aslog, (1 +p§7§D)]

nes? ne?

+
— ) aslog, (1 +pff%’fE)} . ®

nes?

Proposition 1. The optimal solution (al,ag,ag,p;?’?,pﬁ), n € 2, to problem
(7) should satisfy

> aglogy (1+py?78") =) aslog, (1+ pfaiP). (9)
ney? ne?

Proof. By using reduction to absurdity, we will demonstrate Proposition 1. Let
the optimum solutions (ah g, ag,pg’Q,pf) meet Y, aolog, (1 + pS? SR) >

Y nen aslogy (1 + pBARD ) Thus, the achievable secrecy rate of DF relay net-
works is

R RD
Z as log, ( * Pn T ) . (10)

= 1+ pR~yJtE

By decreasing as and increasing ag, «g, which satisfies asT’ Znegpf <TG,
the achievable secrecy rate of the networks R in (10) will increase. Consequently,
it will contradict the previous setting that (041, o, a3, P2, pf) are the optimum
solutions.

For another, let the optimum solutions (0417 ag, a3, p2, pff) meet inequality
Y nen 2logy (1 + P2y R) <3 o aslogy (14 pByP). Thus, the achievable
secrecy rate of DF relay networks is

R="" aslogy (1+p37 ") = > aglogy (1+piri”) . (11)
ne? nes?

Based on inequality asT')" ., plt < TG, by decreasing pZ, and holding a3
constant, a; will decrease, too. With ay + as + a3 = 1, ais will increase. So, the
achievable secrecy rate of the networks R in (11) will increase, too. Consequently,
it will contradict the previous setting that (041, o, a3, P2, pf) are the optimum
solutions. a

From Proposition 1, the optimal oy and ag satisfy as = Aag, where

> nenlogy (14 pEyEDP)

A= .
ZnGQ 10g2 (1 + p?’b7 rYn )

(12)

Furthermore, according to the EH constraint at relay asT') o Qpﬁ < TG
and a1 + as + az = 1, we obtain

G
I+XNG+Y,corl

ag < (13)
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According to Proposition 1, we equivalently transform the problem (7) into

max R = ag log ("" (14a)
{05,052 20,pE>0,n€ 2} ,;2 2\ 1+ pfylte

s.t. Z P22 < Pyor, (13),0 < as < 1. (14b)
ney?

From (14a), we can observe that achievable secrecy rate R increases with the

increase of ag. So, for the sake of getting the maximum, as is
G

A+NG+ X cori

Substituting (12) and (15) into the objective function (14a), the optimization
problem becomes

Q3 = (15)

Lpyyy ™
GZneQ 10g2 <1+pR,YRE
max W s.t ps’2<Ptt
-L. g n > Lstot-
{PE’QZOJJEZOJLGQ} 1 En,eglogz(l-i-pﬁ’YfD) G R nen
+ S.2_SR + Zneﬂp’n
e 10g2(1+pn Tn )

(16)

In order to solve the problem (16), we decompose this non-convex problem into
two problems, i.e.,

max Z log, (1 +p§’2fy;?R) s.t. Z P2 < Pyor (17)
{pi?>0meR} 12 nen

and
Lipiy 2
GY ooz (T0iThr ) .
max S log, (LT pR3 RD) st. p, >0,n€e 2 (18)
{pZ.nen} [1+ ne 082 n T }G+Enenp§

to

where t° denotes the optimal objective value of problem (17). For optimization
problem (17), we can know that it is convex from [4,12]. And we express its
closed-form solution as

+
pt=1/v—=1/4%)" nen (19)

where v is the lagrange multiplier introduced by >, ., P32 < Pator.

It is noted that the numerator of objective function (18) is concave respect
to pZ and the denominator is neither convex nor concave respect to pZ. To our
best of knowledge, the problem (18) has no globally optimal solution currently.
Therefore, we develop a constrained concave convex procedure (CCCP) [9] based
iterative algorithm to achieve the local optimum of the problem (18). Let

F(P®) = log, (14 piyfP) (20)
nes?
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where p® = (p{%, plt.., pf‘) ,n € (2. The first-order Taylor expansion of (20)
around p® is computed as [8]

f (% p%) =1 (%) + vf (B%) (p® - ) (21)

where pR = (ﬁ{%,ﬁf...,ﬁff’) ,n € 2, and

_ Ly 1L P O i
v R e — 0.
f(p ) (ln21+p{%fyfﬂ) ln21+~R RD?""" In2 1 + plnyRD 1 €
(22)

In the (i + 1)th iteration of the proposed CCCP based iterative algorithm [10],
we solve the following quasi-convex optimization problem

Lpy
G ZnEQ 10g2 ( 1+pR,7RE

max a7 “R®
pine2) G+ Sf (pR,pRY) + 3,00 pk

st. pR>0ne (23)

where f)R(i) denotes the solution to the problem (23) at the ith iteration. Invers-
ing the objective function of problem (23) and introducing a slack variable p,
the problem (23) is equivalently rewritten as

min (24a)
{u>0,pR>0,neR}

st. G+ f( R I“>)+»§:p§ P?E:kg2<l+¢ﬁ7§D>]<<0 (24b)

nen nes 1+pn7

then solve it by following Algorithm 1.

Algorithm 1 The Proposed CCCP Based Iterative Algorithm Using Bisection
Search to Solve Problem (18)

1: Initialization: u;, = 0, py = u, where u is large enough to problem (24), tolerance € > 0, k = 0;

: Repeat: () = 1 5(pr + pu), and substitute 1) into the subproblem (25);
R(0),

2:
3: Initialization: i = 0, p
4: Repeat: Solve subproblem (20):

. ) L+ pivsP
pin G (P BRY) £ 3 o - u {G > logs (m (252)

{pﬁ,néﬂ} nen nen
st. pR>0,ne 2 (25b)

5: 4 =i+ 1, and update f)R(i) = pR*, where pR* is the optimal solution of (25);
6: Until: Convergence;
7: If U* < 0, where U™ is the optimal value of (25)
8: pu = M(k)
9: Else
100 pp = p;
11: End
12: k=k+1;

13: Until: uy — pr < e
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4 Simulation Results

In this paper, we assume that the entire bandwidth is equally split into N = 16
sub-channels. On the nth (n € N = {1,2,--- , N}) sub-channel, all the channel
responses ho % hEP and hf*F are independent and identically distributed (i.i.d.)
complex Gaussian random variables with zero mean [4,11]. Their variances are
512%, dﬁ% and dﬁ;, respectively, through the use of a path loss model. dggr
means the distance between the source node and the relay node. dgp means the
distance between the relay node and the legitimate destination node and its value
is 20m. drp means the distance between the relay node and the eavesdropper
node and its value is also 20m. To be specific, we make the following settings,
dsgr =ndrp (n =dsr/drp), 0% = 0% = 0% = 0>/N =0.00lmW, and 7 = 0.9.
In Fig. 2, we show the achievable secrecy rate comparison of our proposed
joint time switching and power allocation scheme (denoted as “Proposed Joint
TS and PA” in the legend), the scheme with two-dimensional search (denoted as
“Two-Dimensional Search”), which can get the optimal solution of the original
optimization problem with very high complexity, and the scheme with av; = ag =
a3 = 1/3 and equal power allocation (denoted as “Equal TS and PA”) versus
n (n = 1071 to n = 10%) with Py, =100mW. From the result of Fig.2, we
can see that the scheme proposed in this paper has a superior performance over
the scheme with equal time switching factors and power allocation. We can also
find that our proposed scheme is very close to the scheme with two-dimensional

—&— Two-Dimensional Search
—©— Proposed Joint TS and PA
— % — Equal TS and PA

Achievable Secrecy Rate (bps/Hz)

S
~
L

0 i i i i i i i i i
10—1 10—0.8 10—0.6 10—0.4 10—0.2 11(1)0 100.2 100.4 100.6 100.8 101

Fig. 2. Achievable secrecy rate versus n; performance comparison of our proposed joint
time switching and power allocation scheme, the scheme with two-dimensional search
and the scheme with equal time switching factors and power allocation for DF relay
network where Psor =100mW and o =0.001 mW.
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Fig. 3. Time switching factors versus n; obtained by our proposed joint time switching
and power allocation scheme for the DF relay network where Psior =100mW and
o? =0.001 mW.

search when the distance between the SR and RD links is not large (7 < 10%4).
However, with the larger 7, the our proposed scheme performs worse.

In Fig. 3, we show the time switching factors, i.e., ay, as and a3 versus 7
(n =107! to n = 10'). And they can be found by using the scheme proposed in
this paper. From Fig. 3, it is found that both as and a3 decrease as n increases.
On the contrary, oy increases with 7. This is because in order to achieve more
achievable secrecy rate, a; should be larger as 7 increases. Besides, the sum of
aq, as and ag is 1.

5 Conclusions

In this paper, considering the DF scheme, we study the joint TS and PA for
multicarrier secure communication with an energy harvesting relay. Simulation
results have shown that our proposed joint TS and PA scheme achieves nearly
global optimal resource allocation and has a superior performance over the exist-
ing resource allocation scheme.
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