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Abstract. Considering simultaneous wireless information and power
transfer (SWIPT), we investigate robust secure transmission scheme in
two-user multiple-input-single-output interference channels, where chan-
nel uncertainties are modeled by worst-case model. Our objective is to
maximize the worst-case sum secrecy rate under individual transmit
power constraints and worst-case energy harvest (EH) constraints. We
propose an alternative optimization (AO) based algorithm to solve the
robust secure transmission problem, and we can obtain a closed form
solution in the process of AO algorithm. Simulation results demonstrate
that our proposed robust secure transmission scheme has significant per-
formance gain over the non-robust one.
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1 Introduction

Recently, a unified study on simultaneous wireless information and power trans-
fer (SWIPT) has drawn significant attention, which is not only theoretically
intricate but also practically valuable for enabling both the wireless data and
wireless energy access to mobile terminals at the same time. For two-user single-
input-single-output (SISO), MISO, and multiple-input-multiple-output (MIMO)
interference channels (IFCs), SWIPT schemes were invested in [1,2].

Due to the openness of wireless transmission medium and the inherent ran-
domness of wireless channel, radio transmission is vulnerable to attacks from
unexpected eavesdroppers [3,4]. Secure communications in MISO SWIPT sys-
tems were derived in [4,5] where perfect channel state information (CSI) was
considered. In practice, it is difficult to obtain perfect CSI because of channel

© ICST Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2018
Q. Chen et al. (Eds.): ChinaCom 2016, Part I, LNICST 209, pp. 14-23, 2018.
DOI: 10.1007/978-3-319-66625-9_2



Robust Secure Transmission Scheme in MISO IFC with SWIPT 15

estimation and quantization errors. Considering the worst-case channel uncer-
tainties, the robust secure beamforming scheme with SWIPT in MISO channels
was proposed in [6].

In this paper, we investigate robust secure transmission scheme in two-user
multiple-input-single-output (MISO) interference channels, where channel uncer-
tainties are modeled by worst-case model. Our objective is to maximize the
worst-case sum secrecy rate under individual transmit power constraints and
worst-case energy harvest (EH) constraints. The formulated optimization prob-
lem is nonconvex and we propose an alternative optimization (AO) based algo-
rithm to solve the robust secure transmission problem, and we can obtain a
closed form solution in the process of AO algorithm.

2 System Model and Problem Formulation

A. System Model
Consider a two-user MISO IFC system with SWIPT which consists of two trans-
mitters, two ID receivers, a eavesdropper and K EH receivers. Each transmitter
is equipped with N antennas. Each energy receiver and the eavesdropper are
equipped with single antenna. Each ID receiver decodes the information sent
from its correspondence transmitter whereas each EH receiver harvests energy
from both transmitters. The eavesdropper decodes the information sent from
the two transmitters. Denote the channel responses from transmitter ¢ to ID
receiver j, energy receiver k and eavesdropper e as h;; € CVN x1,gyeCVxl
and h,. € CV x 1.

Denote the confidential signal sent by transmitter i as x; € CV*1 i € {1,2},
where E[xixj] =T and E[xixt] =1 for ¢ # j. Thus, the received signals at the ID

J
receiver j and the eavesdropper e, denoted as y; and y., respectively, are

2 2
yj = Zh}ixi +n; and y, = Z h;reXz' + Ne (1)
i=1 i=1

where n; ~ CN(0,0°I) and n, ~ CN(0,0°I) are the additive Gaussian noises
at the ID receiver j and the eavesdropper e, respectively. Without loss of gener-
ality, we assume that the noise variance is 02 = 1 in this paper. Therefore, the
achievable rate of the ID receiver 1, 2 can be expressed as

hJ{1X1X11.h11

11, x2) = logy (1 + —PXXibu
2 h£1x2x£h21 +1

); (2)

hi x,x!h
L(x1,%2) = log, (1 + #
h12X1X1h12 + 1

The upper bound of the eavesdropper information rate is

I.(x1,%x2) =logy (1 4+ h{exlx?{hm + h;exzxghge) (4)
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According to [7], the worst-case sum secrecy rate of the system can be
expressed as

Is = I1(x1,%2) + Ia(x1,%2) — I(x1,X2) (5)
The transmit power constraint at the transmitter ¢ is
x> < P, Vie{1,2} (6)
The harvested energy at energy receiver k should be constrained as

p(glxixigie + ghxoxtgor) > Qi (7)

where p is the EH efficiency that accounts for the loss in energy transducer and
Q. is the threshold of the harvested energy at EH receiver k. Without loss of
generality, the EH efficiency is assumed to be p =1 in this paper.

B. Problem Formulation

We assume that the two transmitters know the imperfect CSI on h;;, g;; and
h;.. This assumption is valid because of channel estimation and quantization
errors. In this paper, we model the channel uncertainties by worst-case model as
in [6] which can be expressed as

Hij == {h”|h” = ].:lij + Ahij, AhI]VwAhZ] é 1}, (8)
Git = {8ik|8ir = &ir + A8k, AgjkvikAgik <1}, 9)
Hie = {hielhie = flie + Ahiea Ah;revieAhie < 1} (10)

where flij7 g and flie denote the estimates of channels h;;, g;, and hy,, respec-
tively; Ahy;, Agi, and Ah;. denote the channel uncertainties; Vi; = 0, Vi, = 0
and V. > 0 determine the qualities of CSI.

Considering worst-case channel uncertainties, our objective is to maximize
worst-case sum secrecy rate subject to individual transmit power constraints
at two transmitters and worst-case EH constraints at EH receivers. Thus, the
optimization problem is formulated as

max min Is (11a)
X1,X2 Ah;;€H;j,Ahje €Hje
st ||x||> < P, Vie{l,2}, (11b)
2
> alhxixiTgin > Qr, ¥V Agik € G,V k€ K (11c)
i=1

where £ = {1,2,..., K}. The robust problem (11) is non-convex which is difficult
to solve. Thus, we propose an alternative iteration (AO) algorithm to solve the
worst-case sum secrecy rate maximization problem.



Robust Secure Transmission Scheme in MISO IFC with SWIPT 17

3 Robust Secure Transmission Scheme

It is observed that the optimization problem (11) is a fractional quadratically
constrained quadratic (QCQP) problem, which is non-convex and difficult to
solve. Employing the semidefinite relaxation method [8], the problem (11) is
equivalently rewritten as

| 12
)?iaj}é AhiJ'EHglalghieEHie mtn2+ns+n+ns ( a)
st tr(X;) < Py, Vie{l,2} (121)
rank(X;) =1, Vi € {1,2} (12¢)
2
Ztr (gikxig;‘rk) > Qr, VAgik € G, Vk € K (12d)
i—1

where
m = logy (1 + h{,; X1hyy + hi, Xshy), (13)
n2 = —logy(1 + hi, Xohy), (14)
13 = logy(1 + hi, X hys 4+ hiyXohay), (15)
1= —log,(1 + h{, X hyy), (16)
s = —logy(1 +hi X h;, + hi Xshy,), (17)
X, = xlx]; and Xy = X2X£ (18)

In (12a), since n1,m3 are concave and 7)2,74,75 are convex, (12a) is non-
convex. In order to deal with (12a), we have the following proposition.

Proposition 1. Leta € R be a positive scalar and f(a) = =% +log, a—i—ﬁ.

In2
We have

—logy b = 19
ogab = _max f(a) (19)

and the optimal solution to the right-hand side of (19) is a = %
Proof. Since f(a) is concave, the partial derivative of f(a) with respect to a is

af(a) b 1

=—— 20

da In2 + aln2 (20)
In order to maximize f(a), let 022‘1) = 0, we can obtain b = % Substituting b
into f(a), (19) can be obtained. O
Using Proposition 1, we transform 7,14, 75 into convex optimization problems
= 21

RN gy 20 Glar), 1)

= a , 22

m= o max | G(ar) (22)

= max Cs(as) (23)

az3€ER*1 a3>0
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where
Gla) = =2 (bl Xohoy + 1) + log, ay + 1 (24)
In2" 2t 2 In2’
a9 1
Cg(ag) = —E(hilehu + ) + 10g2 as + — In 2 (25)
as 1
Gi(az) = —1 5 (] Xihye + hl Xohg, +1) +logyas + —  (20)

In the following, we propose to decouple (12) into four optimization problems
and employ AO algorithm to iteratively optimize aq,as,as,X; and X5. Our
design concept is based on the fact that for fixed X; and X5 the optimal solution
of a1, as,as can be derived, and vice versa.

Given X(ln_l) and X(Q”_l) which are optimal in the (n — 1)th iteration, we
solve

n aj -1 1
o) = gy S (b XS Vb + 1) Hlogpan 5, (2D
n az -1
o =arg 33%*@%?3; iy XJ" iz 1) +loga 02 + 5. 28)
() _ t x(n=1) 1
G AN fzﬁfz_ M Ko hie b1 Hlogas typ (29)

We first solve the problem (27). It is noted that the problem (27) is convex
with respect to a; and Ahgy, respectively. They are also decoupled. Therefore,
we can optimize them respectively. Before solving the problem (27), we first solve
the following problem

Fi= max (hy + Ahy) X"V (ho + Ahy,) (30a)
Ahgi €Hoa1
s.t. Ah;1V21Ah21 S 1 (30b)

The Lagrange function of the problem (30) is
G = (ﬁ21 =+ Ahgl)TX(Qn_l) (flgl —+ Ahgl) =+ )\1(Ah£1V21Ah21 — 1) (31)

where ¢; is non-negative Lagrangian multiplier. Obviously, ¢; is convex with
respect to Ahsq. Thus, the KKT condition is satisfied when we solve the problem
(27). Therefore, we have

Fy = tr |(X{" Yhothl, + Vo + 2\/HV511)} (32)

where

(flglflT (nfl))
n—1
(X5 V)

K1 =
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According to the Proposition 1 and (30)—(33), the closed form of the problem
(27) is

a" = (F; +1)7! (34)

Then, we can use the similar method to solve (28) and (29). Thus, the closed

form of agn), ag") are
aé") = (Fo+ 1)_1 and aén) = (Fs+ 1)_1 (35)
where
F, — tr {(Xﬁ"*”fmﬁ{? FVL 4 QWQV{;)} : (36)
2
Fy = > tr [(X" Ul + Vi 4 2v@ Vi), (37)
tr(hyhl, X"V tr(hy hf X"~V
Rg = r( 12(711_21) ! 1 ); w; = r( (n-1) 1 ),VZ € {132} (38)
tr (X5 Vi) tr(X; Vi)
After obtaining a(”) aén) :(gn), we solve
max w (39a)
X120,X220
s.t. tI‘(Xi) S Pi7 rank(Xi) = 1, 1€ {1,2} (39b)
tr(hg hl, Xo) < 71, VAhy € Hy (39¢)
tr(hllhilxl) > 1o, VAhy1 € H1y (39d)
tr(hioh!,X,) < 73, VAo € Hio (39¢)
tr(hoohl, Xo) > 74, YAy, € Hay (39f)
tr(hlehiexl) <5, VAhy, € Hie (39g)
tr(hochd, Xo) < 76, VAhs, € Ho, (39h)
2
> tr(gingl Xi) = Qu, YAgik € Gari € {1,2} (391)
i=1
where

gn)(T1 + 1)
In2
(n) al” (15 + 76 + 1)
In2

(n)

w=logy(r1 + 2 +1)— +logyay’ +logy (s + 74+ 1)

<">< +1)
In

+ log, as +log, 3+ (40)

In2

The problem (39) is a semidefinite programming (SDP). However, the
problem has semi-infinite constraints (39¢)—(39i) and the rank-one constraint
rank(X;) = 1, ¢ € {1,2}, which are difficult to solve. To make the problem
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tractable, we convert the constraints (39¢)—(39i) into linear matrix inequalities
(LMIs) [9] equivalently, using S-Procedure [10].

Applying S-Procedure, and introducing slack variables pq, pa, 13, fta, f45, f6
and pr7, the constraints (39¢)—(391) can be equivalently transformed into the
following LMIs

W, 2 NIVP% - Xy TTX2h2} “ 0 (a1)
—hy Xy —p1 —hy Xohoy + 71
W, & #2‘%1 + X1 ?§1h11A <0 (42)
h; X1  —pe+h) Xihyy — 7
[1sVie — X —X;h T
W, & |H#3V12 1 — Ay 0 43
’ _hI2X1 —3 — h12X1h12 + 73] (43)
(s Vs + Xo X2fl22
W, & [HaV22 - 3 “ 0 m
! h£2x2 — M4 + h£2X2h22 —T4] (44)
(s Vie — X —X;h T
W 2 U5 le 1 ~A1le -0 45
’ L _hIeXI —ps — hiexlhle +75] (4)
(116 Vae — X —X5h
° L _h;eX2 —We — hgeXQhQE +76] (46)
(w7 Vi + Xy X181k
W & 7 v 1k A + -0 A7
! gIle —pr — Qk + g{kxlglk + g;kXQg% - (47)

We need the extensions of S-Procedure [11] to convert (47) into an LMI. Intro-
ducing slack variables pg, we equivalently transformed (47) into

ur Vi + Xy X181k 0
Ws2 | ghX, ¢ gl X, | =0 (48)
0 Xogor  Xo+ psVap
where
gl X8 + &by Xogor — p7 — s — Qn (49)

Combing (41)—(4
(39) can be recast as

6) and (48) and omitting the rank-one constraint, the opti-
mization problem (39
max = w (50a)
X120,X2>=0,u;

W, =0, >0,0€{1,...,8}/7,j€{1,...,8} (50¢)

Obviously, (50) is a convex SDP problem which can be solved by existing soft-
ware, e.g., CVX. It is noted that (50) is a rank-one relaxation of the original
problem (39). If the optimal solution of (50) is rank-one, it is also the optimal
solution of the original problem (39). If the rank of the optimal solution of (50) is
greater than 1, we employ the Gaussian randomization (GR) method to generate
the suboptimal rank-one solution.
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4 Simulation Results

In this section, we evaluate the performance of our proposed robust secure trans-
mission scheme through computer simulations. We assume that two-user MISO
TFC system consists of two transmitters, two ID receivers, K = 1 EH receiver and
a eavesdropper. The entries in the channel estimates h;;, h;;, hie, g, @ € {1, 2},
i € {1,2} —1i, are independent and identically distributed complex Gaussian ran-
dom variables whose variances are 1, 0.1, 1 and 1 respectively. We assume that
the maximum allowable transmit powers of two transmitters are P, = P,. The
worst-case EH constraint is Q = 0.3P;. We produce 500 randomly generated
channel realizations and compute the worst-case sum secrecy rate.

The channel uncertainty regions are assumed to be norm-bounded, i.e.,

1 1 1
Vij = 7~h 21, Vzk = 7~g 21, and Vie = ~ha2
(51'_7') (6zk) (5i6)

I (51)

where (5{3)2, (6%.)% and (61)? are normalized radii of the uncertainty regions
which can be expressed as
h
N(o})? % N(05,)°

gh P 59 2 _ T \TikJ and (gh )2 _
ij - y (05 ke h
E [Hhin%} E[||&ix%]

N(55)?

———= (52
E [|[Bcl3]
We assume that § = (SZ)Q = (6%)? = (d)? in this paper.

For our proposed robust secure transmission scheme, the optimal solution to
the rank-relaxed problem of (12) serves as a performance upper bound. In Fig. 1,
we present the worst-case sum secrecy rate comparison of the proposed robust
secure transmission scheme after GR (denoted as “Robust-GR” in the legend),
the performance upper bound (denoted as “Robust”) and the non-robust secure
transmission scheme (denoted as “Non-Robust” in the legend) for different max-
imum allowable transmit power to noise power ratios, i.e., P;/o?,i € {1,2} and
different channel uncertainty of the radius, i.e., 62. Each transmitter is equipped
with N = 4 antennas. The non-robust secure transmission scheme is obtained by
solving (12) where Ah;; = 0, Ag;, = 0 and Ah,;. =0, 7 € {1,2},j € {1,2} and
k € K. After obtaining X; and X, if the worst-case EH constraint at each EH
receiver is not satisfied, an outage occurs and the worst-case sum secrecy rate is
0. If otherwise, the worst-case sum secrecy rate is computed by using the similar
method proposed in Sect. 2. From Fig. 1, we can conclude that the performance
of the “Robust” secure transmission scheme outperform the performance of the
“Non-Robust” secure transmission scheme. It is also found that with the increase
of §2, the performance gaps between the “Robust” secure transmission scheme
and the “Non-Robust” secure transmission scheme become larger, especially at
the high P;/o2,i € {1,2}. This is because when the channel uncertainty of the
radius is larger, the “Non-Robust” secure transmission scheme is difficult to steer
its antenna beam towards the direction which increases the sum secrecy rate.
From Fig. 1, it is observed that the performance of the “Robust-GR” close to
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6 v v - - -
—#— Robust, 5*=0.01
—8— Robust, 3 =0.05 T
5[ | —— Robust, 52 =0.1 < 1
— % — Robust-GR, §” =0.01 e
- B - Robust-GR, 5% =0.05 <h
= © ~ Robust-GR, 3 =0.1 ‘
“# Non-Robust, 3% =0.01
B Non-Robust, 8% =0.05,
0 Non-Robust, 8% =0.1

Worst-case Sum Secrecy Rate (bps/Hz)
©

P,/ o” (dB)

Fig. 1. Worst-case sum secrecy rate versus P;/a”,i € {1,2}; performance comparison
of proposed robust secure transmission scheme and the non-robust one, N =4, K =1,
a=0.3

the upper bound, and the performance of the “Robust-GR” is better than the
“Non-Robust” secure transmission scheme.

In Fig. 2, we compare the outage probability of the proposed robust secure
transmission scheme (denoted as “Robust” in the legend) and the non-robust
secure transmission scheme (denoted as “Non-Robust” in the legend) for different
maximum allowable transmit power to noise power ratios, i.e., P;/o? i € {1,2}
and different channel uncertainty of the radius, i.e., 62. Each transmitter is
equipped with N = 4 antennas. From Fig. 2, it is observed that the outage
in the proposed “Robust” secure transmission scheme doesn’t occur. However,
the outage probability of the “Non-Robust” secure transmission scheme becomes
larger with the increase of the channel uncertainty of the radius 62.

0.7 T T T T T

o4
>
n

o G o ¢
05 ]
Z
EOA cae o o [N PRRETRERRY: - EERRRRRRER |
S
o
S 03 -++# - Non-Robust, 52 =0.01| |
2 0.
3 -8 Non-Robust, 3% =0.05
oal * e *|-0 - Non-Robust, 5 =0.1 |}
’ —%— Robust, 8% =0.01
—&— Robust, §? =0.05
01 —0— Robust, 5% =0.1 1
N N N o
2 4 6 8 10 12
P, /& (dB)

Fig. 2. Outage probability versus P;/o?,i € {1,2}; performance comparison of pro-
posed robust secure transmission scheme and the non-robust one, N = 4, K = 1,
a=0.3
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Conclusion

In this paper, we have invested robust secure transmission scheme for two-user
MISO IFC system with SWIPT. Considering the worst-case channel uncertainty
model, we propose alternative iteration algorithm to design the transmit conva-
riance matrix. Simulation results demonstrate that our proposed robust secure
transmission scheme has significant performance gain over the non-robust one.
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