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Abstract. Phrase search schemes over encrypted data are efficient methods for
protecting users’ data privacy in storage outsourcing systems. We analyze and
improve two one-round phrase search schemes over encrypted data. One
drawback of F. Kong’s phrase search scheme is that it cannot support
single-keyword search. We propose a modification and the improved scheme
supports both single-keyword and phrase search. In M. Li’s phrase search
scheme, a simple unkeyed hash function is used instead of a keyed
pseudo-random function. We present a security analysis and show that the usage
of a keyed pseudo-random function can resist the leakage of some useful
information. These phrase search schemes can be applied in cloud storage.
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1 Introduction

The Internet of Things (IoT) and mobile technology are integrating various access
devices such as radio-frequency identification (RFID) tags, sensors, smart phones,
tablets, and wearable devices into a global network infrastructure [1–3]. The sharp
increase of IoT, mobile devices, and social-networking services produces large
amounts of data in either structured or unstructured format. While cloud computing and
storage services [4] provides powerful, reliable, and on-demand computing and storage
resources, users can outsource complex computation and their data to the public or
private cloud services. For example, Microsoft’s Azure storage service and Amazon’s
Simple Storage Service (S3) Storage services are public cloud storage services.

However, despite its benefits and popularity, cloud services face many security and
privacy threats [5–9]. When users store their data into the remote cloud, they suspect that
the cloud service providers may obtain their data. To protect their data privacy, users
encrypt the data using secret cryptographic keys and send the cipher-text data to the
cloud. The fundamental problem is how users can retrieve only files containing certain
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keywords from the remote cloud. As the data has been encrypted by users, the cloud is
required to perform search operations over encrypted data. The Fully-Homomorphic
Encryption Schemes (FHE) [10, 11], which can support any computation on encrypted
data, maybe one of the most amazing solutions. However, the inefficiency of FHE
schemes makes them hard to use in practice.

Searchable Symmetric Encryption (SSE) proposed by D. Song, D. Wagner, and
A. Perrig [12] is a very efficient scheme for secure storage outsourcing. In SSE scheme,
the remote untrusted server can perform searches on encrypted data and no plain-text
data is leaked. In [13], R. Curtmola, J. Garay, S. Kamara, and R. Ostrovsky gave two
formal security definitions for Searchable Symmetric Encryption (SSE) schemes, called
non-adaptive indistinguishability security and adaptive indistinguishability security.

Multi-keyword search over encrypted data [14, 15] is a natural expansion to
single-keyword search. In multi-keyword search scheme, also called conjunctive
keyword search, the documents containing all of the query keywords are returned. The
difference between phrase search and multi-keyword search is that phrase search
requires the query keywords occur consecutively in the document. In 2012,
S. Zittrower and C.C. Zou [16] introduced a phrase search scheme on encrypted data by
storing keyword-location value for each keyword. Y. Tang, D. Gu, N. Ding, and H. Lu
[17] proposed a two-phase phrase search scheme, which was provably secure in the
non-adaptive setting. Z.A. Kissel and J. Wang [18, 19] presented an efficient verifiable
phrase search scheme and a single-round phrase search scheme. In [20], F. Kong and
J. Wang gave an analysis and improvement to Z. A. Kissel’s scheme. M. Li et al. [21]
proposed the LPSSE phrase search scheme by combing R. Curtmola’s secure linked list
structure and keywords’ relative position information. H.T. Poon and A. Miri [22, 23]
adopted Bloom filters to reduce the storage amount in their phrase search schemes.

In this paper, we propose further improvements of two one-round phrase search
schemes, known as F. Kong’s scheme and M. Li’s scheme. In F. Kong’s phrase search
scheme, users cannot perform single-keyword search. We propose an improvement to
support both single-keyword and phrase search by combing R. Curtmola’s method.
In M. Li’s phrase search scheme, a simple unkeyed hash function h() is used instead of
a keyed pseudo-random function hs() in Y. Tang’s scheme. We give a security analysis
and show that some information may be leaked when unkeyed hash function h() is
adopted. Thus it is better to use the keyed pseudo-random function hs().

The rest of the paper is organized as follows. In Sect. 2, we review searchable
symmetric encryption schemes. In Sect. 3, we analyze F. Kong’s phrase search scheme
and propose an improvement to support single-keyword search. In Sect. 4, we give the
security analysis of M. Li’s phrase search scheme and present the improvement
method. Finally, we give the conclusion and future research work in Sect. 5.

2 Searchable Symmetric Encryption Schemes

Storage-as-a-Service (STaaS) is known as a kind of cloud service providing users with
storage outsourcing. When users want to retrieve some encrypted documents from the
cloud, they should send the query to the cloud, who can perform searches on encrypted
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data and return the result to the users. Searchable symmetric encryption schemes
[12–23] are practical solutions for secure storage outsourcing.

2.1 Searchable Encryption Schemes and Security Definitions

D. Song, D. Wagner, and A. Perrig [12] presented practical methods for searches on
encrypted data by scanning the cipher-text documents.

R. Curtmola, J. Garay, S. Kamara, and R. Ostrovsky [13] constructed two
index-based Searchable Symmetric Encryption (SSE) schemes by using linked lists and
look-up tables. They also gave two kinds of security definitions of searchable sym-
metric encryption schemes, known as non-adaptive indistinguishability and adaptive
indistinguishability.

R. Curtmola et al. gave the conception of History, Access Pattern, and Search
Pattern [13]. The trace of a history Hq denotes the information leaked about the history.
The trace consists of the access and search patterns.

It was noted [13] that the accurate security definition for SSE is that nothing is
leaked except the access pattern and the search pattern. The detailed descriptions of
non-adaptive indistinguishability and adaptive indistinguishability are seen in [13].

2.2 Phrase Search Schemes Over Encrypted Data

In conjunctive keyword or multi-keyword search schemes on encrypted data [14, 15],
the cloud tries to retrieve those documents containing all the keywords according to the
query sent by users. In phrase search schemes on encrypted data [16–23], it is required
that the keywords occur consecutively in the documents. Thus, we should preserve the
location information of each keyword in the documents to judge whether the keywords
occur as a phrase.

There are two kinds of methods of recording the location information of each
keyword in the documents. One method [16] is to record the sequence number of each
word in the documents. Another method [17] is to construct a relative position table of
all the words in the documents.

S. Zittrower and C.C. Zou’s phrase search scheme on encrypted data [16] stores the
encrypted keyword-location information for each keyword in the documents. To resist
statistical cryptanalysis, they truncated the encrypted words to a predefined number of
bits.

In 2012, Y. Tang, D. Gu, N. Ding, and H. Lu [17] proposed a two-round phrase
search protocol on encrypted data by using a binary matrix and a look-up table. In the
first round, it is required to get a set of candidate documents containing each word in
the phrase. In the second round, the cloud will find the documents containing the
phrase by testing whether the keywords occur as a phrase.

In [19], Z.A. Kissel proposed a single-round phrase search scheme by using the
encrypted next-word lists, which is an improved inverted index structure. In
Z.A. Kissel’s scheme, there are a set of postings list containing the document identi-
fiers, number of occurrences, and the locations of each pair of words.

Improved One-Round Phrase Search Schemes 207



The idea of F. Kong’s improved scheme [20] is to construct the encrypted
next-word index for each pair of words (ws, wt) directly instead of using the next-word
list N. The data structure of F. Kong’s scheme is (A, P), where A is the encrypted list of
all pairs of words (ws, wt) and P is the postings list of the corresponding locations of
each pair of words in the documents.

M. Li et al.’s LPSSE phrase search scheme [21] is constructed based onR. Curtmola’s
scheme by adding the relative location information of words to the inverted index.

3 Improved F. Kong’s Phrase Search Scheme Over
Encrypted Data

In this section, we modify F. Kong’s phrase search scheme to support one-keyword
search over encrypted data.

3.1 The Idea of Our Modification

In R. Curtmola’s non-adaptively secure SSE scheme [13], the encrypted index consists
of an array of words and a look-up table. Each word wi has a linked list which contains
all the identifiers of the documents in D(wi). When the user wants to get the documents
containing keyword wi, he/she sends the query to the remote server. The server will find
the linked list Li of keyword wi, and obtain all the document identifiers in the list Li.

In [19], Z.A. Kissel’s one-round phrase search scheme constructs the encrypted
next-word lists to preserve the locations of each pair of words. In a next-word index,
each word wi is followed by a list of succeeding words wi,1 … wi,j … and the locations
where a pair of adjacent words (wi, wi,j) occur. To perform one keyword search, the
server must scan all the nodes in the next-word list of keyword wi and form a set of all
the document identifiers.

In F. Kong’s phrase search scheme [20], the next-word list is built for each pair of
encrypted words (wi, wj) instead of each word. For example, the server cannot know
whether a pair of encrypted words (wi, wj) contain a keyword wi or wj. Therefore, the
server cannot find the documents where a keyword wi occurs.

The idea of our modification is adding the next-word list of each word to the index
of pairs of words. Thus no matter one-keyword search or phrase search, the server can
find the corresponding documents. We note that only document identifiers are recorded
in the next-word list of each word and no one-word location information is leaked.

3.2 Our Improved Phrase Search Scheme

We use the similar notations and definitions in [19, 20]. Let Pairi denote a pair of
words (ws, wt). Similar to F. Kong’s scheme [20], our improved scheme also constructs
an encrypted index (A, P), which consists of two arrays A and P. The difference is that
the information of each word is added to the arrays A and P in our scheme.
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Let D = {D1, D2, …, Dn} be the document collection and D = {w1, w2, …, wd} be
the set of d words. Let D(wi) be the set of documents identifiers that contain keyword wi.
Let p = (w1, w2,…, wn) be a phrase consisting of n words and D(pi) be the set of all the
documents containing the phrase pi. Let (G, E, D) denote a secure symmetric encryption
algorithm. Three cryptographic pseudo-random functions u, f, and f are described as
follows:

u: {0, 1}k � {0, 1}lg(m|D|) ! {0, 1} lg(m|D|),
f: {0, 1}k � {0, 1}p ! {0, 1} k+log(m|D|),
f: {0, 1}k � {0, 1}p ! {0, 1} lg(|D|).

The improved one-round phrase search scheme on encrypted data consists of four
probabilistic polynomial-time algorithms, similar as the schemes in [19, 20]:

Step 1 – Key generation: The client generates three random cryptographic keys x, y,
and x from the space {0, 1}k.

Step 2 – Building the Index: The client builds the encrypted next-word index (A, P) as
follows. Then the client sends the (A, P) and all the encrypted documents to the remote
cloud.

(i) The head list A:

We create the element nodes in the array A for each pair of words and single word
respectively.

For a pair of words Pairi, the element in A[fx(Pairi)] is (ki,0||ux(si)) � fy(Pairi). It is
noted that ux(si) is the address of the head node of the pair of words Pairi and ki,0 is the
cryptographic key for encrypting the corresponding posting list P.

Similarly, for each word wi, the element in A[fx(wi)] is (ki,0||ux(si)) � fy(wi), where
ux(si) is the address of the head node of the word wi and ki,0 is the key for encrypting
the corresponding posting list P.

(ii) The posting list P:

For a single word wi, we store only the document identifiers containing wi in the
array P. For a pair of words Pairi, we store not only the document identifiers containing
wi but also the location information in the array P.

The element in P[ux(c)] is E(ni, j) encrypted with the cryptographic key ki, j–1. For a
pair of words, we have

ni, j = id(d)|| l || ki,j||ux(c + 1).
For a word wi, we have
ni, j = id(d)|| ki,j ||ux(c + 1).

The counter c is initialized to 1. The identifier id(d) is the identifier for the docu-
ment d2D(Pairi) or D(wi). For a phrase, l is the location of the two-word phrase Pairi
in the document d. The cryptographic key ki,j is the key for encrypting the next node of
the posting list.
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Step 3 – Generating the Trapdoor: The client computes the search trapdoor Tp for the
phrase p = (w1, w2, …, wn) and sends the trapdoor Tp to the remote cloud:

Tp ¼ fx Pair1ð Þ; fy Pair1ð Þ� �
; fx Pair2ð Þ; fy Pair2ð Þ� �

; . . .; fx Pairn�1ð Þ; fy Pairn�1ð Þ� �� �
;

where Pairi is the pair of words (wi, wi+1) with 1 � i < n.
For a single keyword wi, the client computes the search trapdoor Tp for the keyword

wi and sends the trapdoor Twi = {(fx(wi), fy(wi))}to the remote cloud.

Step 4 – Performing the Search: Once the cloud receives the trapdoor Twi or Tp,
it performs the query and returns all the documents containing the phrase p = (w1,
w2, …, wn) or the keyword wi to the client.

Now we explain that the improved scheme supports the one-word search. For
one-word search, upon receiving the query Twi = {(fx(wi), fy(wi))}, the cloud can find
the element (ki,0||ux(si)) � fy(wi) in A[fx(wi)]. Then it computes A[fx(wi)] � fy(wi) and
obtains ki,0||ux(si). It is noted that P(ux(si)) is the head node of the posting list of the
word wi and ki,0 is the encryption key. By decrypting using the cryptographic key ki,0,
the cloud recovers id(d)|| ki,j||ux(c + 1), in which id(d) is the identifier for the document
d 2 D(wi) containing the keyword wi. Then the cloud scans all the nodes in the posting
list by using a similar method. Therefore, the cloud obtains all the document identifiers
containing the keyword wi and return them to the client.

For phrase search, the cloud receives the Tp = {(fx(Pair1), fy(Pair1)), (fx(Pair2),
fy(Pair2)), …, (fx(Pairn–1), fy(Pairn–1))} and can obtains the document identifiers
containing the phrase p = (w1, w2, …, wn). This procedure is no difference with the
schemes in [19, 20]. Thus the improved scheme supports one-keyword and phrase
search and it is a remedy for F. Kong’s scheme.

In fact, in Z.A. Kissel’s phrase search scheme [19], we can perform one-keyword
search besides phrase search. It is required to scan all the posting lists of the keyword
wi, which is followed by many words of all the existing pairs. It is a little more
complicated than our scheme.

For security, our modification cannot bring new security risks. The symmetric
encryption algorithm for encrypting keyword wi or a pair of words Pairi must be a
semantically secure symmetric algorithm [24, 25]. Thus the ciphertexts of (wi, ws),
(wi, wt), or the keyword wi are indistinguishable. So the cloud or the attacker cannot get
useful information to learn whether an encrypted pair Pairi includes an encrypted
keyword wi. Therefore, our improved phrase search scheme has as good security as
these schemes [13, 19, 20].

4 Analysis and Improvement of LPSSE Scheme

M. Li et al.’s LPSSE phrase search scheme [21] is proposed based on R. Curtmola’s
non-adaptive searchable symmetric encryption scheme by adding the relative location
information of words to the inverted index.

Y. Tang et al. [17] proposed a two-round phrase protocol, in which the first round is
to get all the document candidates containing all the words in the phrase and the second
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is to find the documents containing the phrase. M. Li et al.’s scheme can be finished in
one round of communication at the expense of more search time.

M. Li et al.’s scheme [21] uses a similar construction of relative location infor-
mation as Y. Tang et al.’s scheme [17]. However, they use a simple unkeyed hash
function h() instead of a keyed pseudo-random function hs().

Now we give a security analysis and show that some information may be leaked
when unkeyed hash function h() is adopted. For simplicity, we adopt the notations of
Y. Tang et al.’s scheme.

The look-up table A for each document D [17] is built for recording the location of
each word in document D. To avoid leaking the location information, they assign a
unique random number ri to represent the location of the i

th word in D. The first column
is Wz(w[i]||id(D)) and the remaining elements are hs(ri–1)|| ri. The cryptographic secret
key s is computed by f2t(w[i – 1]||w[i]||id(D)). To check whether two words are located
adjacently, we can compute hs(ri–1) of the first word and test whether it is equal to the
right v bits the element of the second word in the table.

We note that no one can compute hs(ri–1) without the secret key s, which is given
by f2t(w[i – 1]||w[i]||id(D)) in the client’s query. However, in M. Li et al.’s scheme [21],
they use a unkeyed hash function h(), which can be computed without a secret key.
Thus some information may be leaked. For example, the client sends the query of the
phrase (w[1]||w[2]) to the remote cloud. In Y. Tang et al.’s scheme, the cloud can only
judge whether the phrase (w[1]||w[2]) is contained in a document D. However, in M. Li
et al.’s scheme, the cloud can test the phrase (w[1]||w[2]) and (w[2]||w[1]) because both
h(ri–1) and h(ri) can be calculated. Thus we suggest that the keyed pseudo-random
function hs() should be applied to improve the security of M. Li et al.’s scheme.

5 Conclusions

Searchable symmetric encryption techniques maybe one of the most efficient methods
for secure cloud storage before full Homomorphic encryption schemes overcome their
efficiency problem. We have given improvements of two one-round phrase search
schemes, known as F. Kong’s scheme and M. Li’s scheme.

R. Curtmola et al. had propose an adaptively secure one-keyword search scheme.
Unfortunately, these phrase search schemes are still non-adaptively secure. Therefore,
it is an amazing work to construct adaptively secure phrase search schemes over
encrypted data.
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