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Abstract. The Grouping-based Clustering Data Transmission (GCDT)
protocol is proposed in this paper, which aims at the problem of data
loss easily during transmission process and the defects of transmission
path after clustering on wireless sensor network (WSN). By calculat-
ing the reach probability of data packets, the original data packets are
grouped to guarantee data integrity before transmission. Creating multi-
path between cluster heads and the base station is to ensure reliable
delivery of packets. The simulation experiment results show that the
packet loss ratio using GCDT protocol can decrease about 15% to 28%
compared with the existing routing protocols. The GCDT protocol pro-
posed in this paper improved the reliability of the data transmission and
the network survivability effectively.

Keywords: Grouping-based clustering - Data transmission - Wireless
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1 Introduction

With the development and integration of sensors, computers, wireless communi-
cation and micro-electromechanics in recent years, the Wireless Sensor Network
(WSN) has been paid more and more attention. Its concept was put forward
in the 1970s. Consisting of low-cost, low-power, multi-functional and wireless-
capable sensor nodes that can be deployed in random form at any location and at
any time, enabling new applications and services in a wide range of areas, includ-
ing environmental monitoring, target tracking, natural disaster prediction, smart
home, intelligent traffic control and military situations etc [1].

WSN usually includes sensor nodes, sinks and base stations (BSs) and man-
agement nodes. A large number of sensor nodes are usually deployed in a random
manner, which can achieve data transmission of short distance, low power con-
sumption and low rate. Sensor nodes are limited in battery, memory, computing
power and communication bandwidth, and they often operate in harsh environ-
ments, which all lead to the failure of data transmission of sensor nodes easily.
Therefore, the survivability has become a key issue in the study of WSN [2].

ARRIVE proposed by Karlof et al. [3] is a topology-based, tree-like prob-
abilistic algorithm to achieve fault-tolerant routing to prevent link failure and
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node-mode failure. This method relies on periodic network flooding to prevent
malicious or an orbiting nodes. Because flooding consumes a large amount of
traffic and consumes a lot of resources, Braginsky et al. Proposed that the query-
based route is no longer flooding the entire network, but uses a random path to
send a query protocol to the target area [4].

The intrusion-tolerant wireless sensor network routing proposed by Deng et al.
[5] adopts multi-path and combines the cryptographic mechanism to realize the
WSN routing intrusion, it can achieve intrusion detection by bypassing the mali-
cious nodes instead of intrusion detection. In order to facilitate the communication
between the sensor nodes and the base station, INSENS constructs a forwarding
table at each node.

Younis et al. Proposed a hybrid clustering protocol HEED (Hybird Energy-
Efficient Distributed clustering) [6]. HEED points out that extending network life
cycle, scalability and load balancing are the three most important requirements
in WSN and extend the life cycle of the network by distributing the energy con-
sumption evenly across the network. The disadvantage of HEED is that energy
balance between cluster heads is not considered.

The survivability of the data transmission is studied by several algorithms
above. In the wireless sensor network, all the data can not be lost in the trans-
mission process [7]. In view of how to ensure the reliable transmission of data
to establish multi-path between the CH and BS, this paper presents a grouping-
based clustering data transmission protocol (GCDT) for WSN, and adopts dis-
tance based cluster head selection algorithms (DBCH) [8] to cluster each node.
Under the premise of multi-path, the packets transmitted via WSN are divided
into a series groups, then these are sent to the destination through multiple
independent paths. In this paper, we propose a multi-path generation algorithm
between cluster heads and base stations, which can ensure the transmission of
cluster information in order, without loss or error, provide reliable data trans-
mission services to the base station, and save some energy of the cluster head
through multi-hop communication between cluster head and base station. Thus,
the network’s survival time is extended.

2 Model Building

2.1 Network Model

Reference [8,9], this paper on the wireless sensor network has the following
settings.

(1) The nodes in the network remain the same location after the completion of
the layout, and the nodes know themselves location information;

(2) A node can make damage around a small part of itself, but not the whole
network;

(3) Prior to data transmission, there are already multiple-path established by
the routing protocol throughout the network;

(4) Each path has its own key, which is independent of each other;
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(5) Neighboring clusters can communicate with each other, and the cluster heads
have data sent to the base station so that the base station can more accurately
estimate whether the data is reliably transmitted to the destination;

(6) Base station is rich in resources, and can be trusted.

Based on the idea of divide and conquer, this paper divides the data trans-
mission problem of large-scale network into small units of data transmission in
the form of clustering. In the initial stage of the network, reference [10], using
DBCH algorithm for cluster division and cluster head selection, and making the
cluster head selection threshold T'(n) to the following improvements:
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Where, p is the optimal percentage of cluster heads, which determines the
number of cluster heads per round; r is the election round number, » mod 1 p
represents the elected cluster head nodes in a round, D,,q, and D,,;, represent
respectively the maximum and minimum distance from the base station, Fg
is remaining energy of nodes in the current round, Ey is the initial energy of
nodes. This improvement needs to take the residual energy and distance factors
into consideration, cluster to take the residual energy and distance factors into
consideration, cluster head selection is based on the distance between the node
and the base station, and the node near the base station will be elected as the
cluster head.

2.2 Data Transmission Model

Wireless sensor network data transmission is usually to save energy as the goal,
to maximize the extension of network life. The GCDT is a transmission protocol
which makes data packet into groups and through multi-paths transmission to
improve the transmission reliability, each node calculate the data packet reachable
probability based on local channel bit error rate and hop count information. In
this protocol, firstly it determines the expected successful transmission rate on the
basis of the importance of the data packet before the source node sends a packet,
and then determines the number of packets to be sent and the next cluster head
node. The number of grouping N can be calculated from the locally estimated
channel bit error rate, the number of hops from the source node to the cluster
head node, and the expected success rate, which is calculated as follows [11]:

log(1 —r)

= Togll — (1~ )] ®

Where, r indicates the expected successful transmission rate, e indicates the
local channel bit error rate, h represents the hoc count of source node to the
cluster head node. After the grouping is completed, the data packets in each
group are transmitted to the base station through individual independent paths.
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2.3 Energy Consumption Model

In this paper, only the energy consumption of communication is calculated
according to the simple energy consumption model, and the energy consumption
of nodes in the process of storage and calculation is neglected. The formula for
the energy consumption of the transmitter is [12]:

IXxEBae+1lxefsxd®, d<dl
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The formula for the energy consumption of the receiver when acquiring infor-
mation is:

ERx(l) = ERz,elec(l) =1x Eelec (4)
Efs
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Where, [ is the number of bits of transmitted packets, d is the distance
between transmitter and receiver, dl; is a distance threshold, E... is energy
consumption of each bit data between transmitting circuit and receiving circuit,
¢, is the energy consumption which adopts the definition of free space model,
Eamp 1S the energy consumption of multi-path amplifying circuit.

3 GCDT Protocol Analysis

The goal of the GCDT protocol is to guarantee the reliability of data transmis-
sion in WSN. It has the following four assumptions [13]:

(1) Before the data transmission, the whole network has been divided into sev-
eral clusters by clustering algorithm, CHs have been selected;

(2) Base station is rich in resources, and can be trusted;

(3) Reliable data transmission based on grouping can use NACK response mode;

(4) Before the WSN is configured, the base station and the cluster head node
can send data according to the previous clustering algorithm, and send the
CH_Msg message;

(5) In order to avoid data redundancy, the data packets sent by the common
node to the cluster head node can be sent in groups. The transport layer
uses the NACK packets for end-to-end packets loss recovery.

3.1 Data Packets Grouping Phase

The GCDT protocol first groups packets sent between nodes in each round [9],
where the first three steps are performed at the sending node and the latter two
steps at the receiving node. The procedure is as follows:

(1) The original data packets are divided into M blocks, and then re-assembled
into N groups. N is the number of encryption algorithms that can be sup-
ported by the sensor node and is encrypted using a different encryption
algorithm;
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Fig. 1. GCDT protocol grouping process

The data packets made up of M slices can be encrypted into M+K blocks
using FEC error-correcting code before transmission, as shown in Fig. 1.
It can be seen that only M < K < M + K, the packet can be used to
reconstruct the encrypted data packet. The use of FEC error-correction
codes allows the receiver to reconstruct the original packet even if several
packets are lost during transmission;

Packets encrypted with different encryption algorithms can be sent to the
destination through multiple independent paths;

When the receiver receives more than M encrypted blocks, and through the
reliability of detection, the receiver will rebuild the packet, so you can save
some of the energy and computing resources. The original packet can be
obtained by decryption;

If more than a certain period of time, or the last packet is not doing secu-
rity and integrity testing, the data transmission system will re-request the
transmitter to send a group desired by the receiver.

The pseudo-code for message receiving is described in Fig. 2.

3.2 Multi-paths Establishment Phase

According to the DBCH clustering algorithm, all the cluster heads of the net-
work are generated, and then several transmission paths are established between
the cluster head and the base station through the algorithm. Figure 3 is packet
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1) MsgHandle (msg) {

2) switch(msg->type) {
3) case Layer Msg:
4) UpdateParents (msqg) ;

5) forward(msqg) ;

6) break;

7) case DATA:

8) forward(msqg) ;

9) break;

10) case Request Msg:
191%) UpdateChildrens (msq);
12) if (IsMychild) {
13) UpdateT (msq) ;
14) SendNotify();
15) }break;

16) case Confirm Msg:

17) UpdateParents (msg) ;
18) break;

19) case Notify Msg:

20) UpdateChildrens (msqg);

24r) if (IsMychild) {
22) UpdateT (msqg) ;
23) SendNotify () ;
24) }break;

25) )

26) }

Fig. 2. Message receiving part of the pseudo-code

format used for the establishment of multi-paths in the GCDT protocol between
cluster head and base stations.

After the multi-path establishment between the cluster head and the base
station and the data packet format is completed, the optimal path is selected
for each data transmission, so as to avoid redundant data. The path generation
algorithm is implemented in Fig. 4.



158 J. Jiet al

[ Type | Ows| Source node | Path Msg| Sig Msg [ Destination Node]
(a) Path request packet

Path Msg[ N, | N, [ Nj] .. ] SigMsg [ S, S, [ S .. ]
(b) Path information (c) Signal strength information
[ Type | Ows | Source Node | Forwarding Table | Destination Node |

(d) Path feedback packet

Fig. 3. Packet format

Procedure Path Building

Begin

(1) Enter all the cluster head nodes into node V set, input one
node
to (2);

(2) Calculates the number of all neighbor nodes of theinput
node, referred to as n;

(3) If the number of neighbor nodes equals to 0, continue (4) ;:
Else repeat (3) .

End
(4) The neighbor nodes are input to neigh V one by one;
Then do
Begin
(4.1) While there is node vi do
If the node vi is the same as the parent node of the input node,
delete it;
Else If energy of vi has been excessive consumed,delete it;
Else If vi equals to Base node;
Then outputs the path,de * lete the base node from
neigh V.
End
End
End

(4.2) If neigh_V=0&&node_V=0, end the search;
Else turn to (1) ;

If neigh Vz0;

Then the next node is taken from the set, repeat (2) .
End
End

Fig. 4. The steps of Path generation algorithm

4 Protocol Simulation and Result Analysis

4.1 Simulation Environment

In order to evaluate the performance of GCDT protocol, 100 nodes were set up
by MATLABT7.0 to simulate ARRIVE, INSENS, HEED and GCDT under the
same condition. The nodes were randomly generated in 500 m x 500 m scene, and
the energy consumption is respectively 1 x 10—5J,5x10—-5J and 1 x 10 —4J
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Table 1. MATLAB network simulation parameters tables.

Parameter | Parameter description Value
FEo Initial energy of each node 50J

1 Number of bits transmitted 20 bit
dly Distance threshold 32m

d The distance between the transmitter and the receiver | 18 m
Packet Size Size of packet 10 bytes
n Total number of nodes 100

for sensing, receiving and transmitting 1 byte data, and the other simulation
parameters are shown in Table1 [14].

4.2 Simulation Results Analysis

Figure 5 shows 100 nodes distributed randomly in the set area using MATLAB
7.0. Each node has the same initial energy Ej. Figure 6 shows the simulation of
the selected 20 cluster head nodes (circle part) by the DBCH clustering algorithm.
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Fig. 5. Sensor node distribution diagram Fig. 6. Cluster heads distribution of
DBCH algorithm

In the simulation experiment, the number of packets transmitted in each
cluster is counted, and a performance index equivalent to the network throughput
is obtained. Figure 7 shows the network throughput of three algorithms, it can be
seen, GCDT protocol network throughput is greater than ARRIVE and INSENS.
Compared with ARRIVE and INSENS, the network throughput of GCDT is
increased by about 18% and about 15% respectively when the data transmission
rate is high (packet generation rate is more than 1 packet/s), which means that
the effect of data aggregation is better after GCDT protocol grouping, and makes
the network throughput had improved significantly.

We can get the packet loss rate after subtracting the total number of received
packets from the total number of transmitted packets, divide by the total number
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throughput

of transmitted packets. Figure 8 shows the packet loss rate at different packet gen-
eration rates in each cluster [15]. It is calculated that, compared to ARRIVE and
INSENS, the GCDT packet loss rate is reduced respectively by about 28% and
about 15%, because the GCDT protocol determines the success rate according to
the importance of the packet, and then determines the need to send the packet
number of packets, reducing the probability of packet loss, better reliability

Figure9 compares the effect of different paths on the rate of network adap-
tation under different node failure rate. GCDT protocol reduces the packet loss
rate within the cluster, builds multi-path of energy more balanced, shares net-
work load equally, without any external interference. The results show that with
the increase of node failure rate, the network adaptation rate of GCDT decreases
the most slowly, and the algorithm is more practical.
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Fig. 9. Comparison of network adapta- Fig. 10. Comparison of network survival
tion rate time

Figure 10 shows the network survival time comparison of each algorithm [16].
Compared with the ARRIVE flooding method, which consumes a lot of traffic
and much resources, the GCDT protocol establishes multi-path generation algo-
rithm between the cluster head and the base station in the stable phase, and the
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cluster information can be reliably transmitted to the base station by multi-path.
The multi-hop communication between the cluster head and the base station can
save the energy of the cluster head, save the node’s memory resources, thus pro-
long the network’ s survival time.

5 Conclusion

In wireless sensor networks, the reliability of data transmission is the foundation
of network performance. In order to achieve reliable transmission, this paper
proposes a grouping-based wireless sensor network clustering data transmission
protocol (GCDT), establishes a number of transmission paths before data trans-
mission, access to the expected success rate of transmission and other parame-
ters, determines the number of packet grouping, and then through the GCDT
protocol for each round of the node to send the original packet between the
packet, and finally these packets through multiple independent paths to send to
the receiving end. Then grouping for the original data packets sent by nodes of
each round through the GCDT protocol, and finally these groups are sent to
the receiver through a number of independent paths. Through the GCDT pro-
tocol for each round of the node to send the original data packets are grouped,
and finally these packets through a number of independent path to send to the
receiver. Simulation results show that the GCDT protocol can effectively guar-
antee the communication reliability and improve the overall performance of the
network compared with the existing survivable routing ARRIVE and INSENS.
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