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Abstract. In this paper, a reversible authentication scheme for wireless sensor
network (WSN) is proposed. Firstly, the WSN data stream is divided into some
authentication groups, and each authentication group is composed of a generator
group and a carrier group. Then the cyclical redundancy check (CRC) code of
generator group is produced as the authentication information. In the carrier
group, using the prediction-error-based histogram shifting algorithm, the
authentication information is reversibly embedded into the fluctuation region of
prediction-error histogram (PEH), not the smooth region. Experimental results
and analysis demonstrate that compared with previous schemes, the proposed
scheme achieves better performances on computation complex, false tampering
alarm and attraction to attackers.

Keywords: Wireless sensor network (WSN) - Reversible authentication -
Prediction-error histogram (PEH)

1 Introduction

The data integrity authentication is a core issue of wireless sensor network (WSN).
Traditionally, encryption technology is applied to maintaining the security of WSN [1,
2]. But due to the limitation of sensor node resource, it is not fit to apply encryption
technology to WSN.

Later, the information hiding technology applied to image security is used for the
data authentication of WSN. Compared to encryption, the information hiding is more
lightweight on resource consumption. In [3], an information hiding scheme is firstly
proposed. The scheme utilize the property of micro-errors of sensor data to embed
information, and so long as the introduced error is within a limited scope, the WSN
data can be used normally. In [4], a fragile chain-watermarking scheme is developed.
This scheme regarded the WSN data as a stream chained by many groups, and generate
watermarking by the repeated use of hash function for different groups. The experi-
mental results indicated the fragile chain-watermarking scheme can verify the integrity
of WSN data. It is noted that above information hiding schemes is not reversible.
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In some special applications such as medical and military fields, the authenticated
data is not allowed to be modified. Therefore, for these applications, only the reversible
information hiding technology [5, 6] is adopted. In [7], Shi et al. proposed a reversible
authentication scheme based on group strategy. Each authentication group is deter-
mined dynamically by synchronization points, and the data stream can be totally
recovered after the authentication information composed of hash value of authentica-
tion group is extracted. In [8], a reversible authentication scheme is achieved based on
the cyclical redundancy check (CRC) and odd-even invariability, but this scheme has a
high false tampering-alarm rate.

In this paper, a novel reversible authentication scheme for WSN is proposed. The
authentication information is generated by calculating the CRC code of generator
group. In the fluctuation region of prediction-error histogram (PEH) of carrier group,
the authentication information is reversibly embedded by applying the PEH shifting
algorithm. Experimental results and analysis demonstrate the proposed scheme
achieves better performances than previous reversible authentication schemes.

2 Proposed Scheme

2.1 System Model

A simple WSN system model is provided in Fig. 1, where there are three types of
nodes such as sensor node, transmission node and convergence node. The sensor node
is responsible to collect periodically the environmental data and embed the authenti-
cation information. The embedded WSN data is then sent to convergence node by
transmission node. The convergence node, as the central node of WSN, has rich
computation resources and strong energy, where the data group is authenticated with
extracted embedded-information.

O O Sensor node
. Transmission node
Q Convergence node
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O

Fig. 1. Diagram of WSN data transmission

In proposed scheme, the WSN data stream collected by sensor node is denoted by
V., which is divided into a series of authentication groups. An authentication group
consists of a generator group and a carrier group that is shown in Fig. 2. Each element
in an authentication group is presented by v;. The CRC code of each generator group, as
authentication information, is embedded reversibly into the corresponding carrier group
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Fig. 2. An example of authentication group

using the prediction error-based histogram shifting algorithm [9]. In the decoding end,
the integrity of each authentication group is judged in terms of the comparison between
the extracted hidden-information from each carrier group and the CRC code of the
corresponding generator group.

2.2 Prediction Error-Based Histogram Shifting Algorithm

2.2.1 Encoding Phase

Let v; be an element of a carrier group, v;,; and v;,, are two neighbor elements of v;.
The prediction value of v; is denoted by ¥;, which is calculated using Eq. (1).
b = [Vi+1;‘Vi+2J (1)

Then the prediction error between v; and V;, denoted by ¢;, is counted using Eq. (2).
e =V — f/,' (2)

An example of PEH is shown in Fig. 3, where the middle part of PEH is smooth
region, the two sides of PEH is called as fluctuation region. If the authentication
information is embedded into the smooth region, then the smooth property of this
region will be destroyed, which may attract the attention of attackers. In contrast,
embedding the authentication information into the fluctuation region can not change its
fluctuation property. Therefore, the fluctuation region is a better choice to embed the
authentication information than the smooth region.
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Fig. 3. An example of the prediction-error histogram
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Since the prediction errors ¢;s at two sides of PEH are different, an initial parameter
T,, with lower absolute value is selected by Eq. (3).

T,, = min(|min(e;)|, max(e;)) (3)

Then the end parameter 7, is selected in terms of Eq. (4), which should satisfy the
capacity demand of embedded authentication information.

maximize T, € (0,1,2,...,T,,)

—T, T,
subject to ( z:l hist(E)+ Y hist(E)) > capacity (4)
E=—T, E=T,

In Eq. (4), hist(E) denotes the pixel number with the prediction error of E, and
capacity means the bit number of the embedded authentication information.

A bit of authentication information, denoted by b, is embedded into the fluctuation
region of PEH by Eq. (5).

ei+1, e >FE
e; — 1, ei< — F
Di = €i+b, €; =F (5)
e[—b, e = —F
e, else

where D; is the modified prediction error. It is observed from Eq. (5) that the prediction
errors larger than E or less than —F are shifted by increasing 1 or decreasing 1, and the
prediction errors in the smooth region remain unchanged.

Finally, the marked element value V; is calculated using Eq. (6).

Vi=Di+V; (6)

It is noted that the prediction errors of the neighbor elements v;,, vy and vi,3 of v;
are not counted and not used to embed information. In addition, in order to recover the
original authentication group in the receiving end, the parameters 7,, and T, need to be
embedded into the first thirty LSBs of carrier group. Together with the authentication
information, the first thirty LSBs of carrier group are embedded the fluctuation region
of PEH by Eq. (5).

2.2.2 Decoding Phase
In the receiving end, firstly, the first thirty LSBs of carrier group are extracted to obtain
the parameters T, and T,,. Then the modified prediction error D; is calculated using

Eq. (7).
D; =V, — (7)

The hidden information is extracted using Eq. (8), where f; changes from 0 to
Jmax — 1, H; changes from T, to T, and fnax = T, — T, + 1.
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B 17 Dl:Hl—f—fl—‘rl orDi:—H,-—ﬁ—l
The original prediction error ¢! is recovered using Eq. (9)

Di —fi, Di=H;+f;
Di+fi, Di=—H;—f;
e.=S Di—fi—1, Di=H;+fi+1 9)
Di+fi+1, Di=—-H;—fi—1
D;, D; > —Hi—ﬁ al/ldD,<H,—|—ﬁ

The original prediction error larger than T, is recovered using Eq. (10).

1

r_ D; — fiax, Di > Ty~ finax
“ { =D; + fmax, Di< — Ty — frnaxi (10)

The original WSN data element is restored by Eq. (11).
Vi = \A/,' + e; (1 1)
Finally, the first thirty LSBs of carrier group extracted by Eq. (8) is written back, so

that all elements of a carrier group are completely restored.

2.3 Generation of Authentication Information

The CRC code of each generator group is calculated as authentication information
using Algorithm 1.

Algorithm 1: Generation of authentication information

Input: Generator group element v;
Output: CRC code
Stepl. The generator group element v;is translated to binary expression, which is denoted by
bv,, then bv; is represented as a polynomial. For example, '1011001"' is expressed as
X +xt 41
Step 2. bv; is shifted left / bits and regarded as dividend, where / is a parameter controlling the
length of CRC code. The polynomial x' +x'~* +x'7 +1 is taken as divisor.
Step 3. The module-2 division between the dividend and divisor polynomials is used to obtain
[-bits remainder cv;, which is CRC code of v;.
Step 4. XOR operation among the CRC codes of all elements of current generator group is
performed to generate the authentication information W, as shown in Eq. (12) where @
indicates XOR operation.

W=cv,®@cv,®---@cv,, , Dcv,, (12)
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2.4 Embedding of Authentication Information

From Sects. 2.2 and 2.3, it is known that the information to be embedded is composed
of the authentication information W and the first thirty LSBs of carrier group with a
length of (I + 30) bits. In order to keep the description compact, we still adopt W to
represent all information to be embedded, and call W as authentication information. To
assure the total embedding of W, the length of carrier group is set as (I + 30) x 9 + 30.
Moreover, for the convenience to detect carrier group in receiving end, an element as a
string “000000” is added as last element of carrier group, and the notation EOC is used
to denote the element. Therefore, each carrier group includes (I + 30) x 9 + 31 ele-
ments. The embedding procedure of authentication information W may refer to
Algorithm 2.

Algorithm 2: Embedding

while (stream V'is not over) do //V is the WSN data stream
while (stream V is not over, and i < M) do
Buffer(v;); //buffer current data element
calculate cv;; / get CRC code of v; according to Algorithm 1
CRC=CRC @ cv;//calculate CRC code of current generator group
end while
if (stream V is not over) do
Buffer(carrier group); // buffer (/ + 30)x9 + 30 elements as current carrier group
W= CRCU LSBs //W includes the first thirty LSBs of carrier group
embed W according to the embedding method given in Section 2.2.1
Insert EOC as last element of carrier group
end if
end while

00NN h W

—_ =
—_ O

—_
[SSIN S

2.5 Information Extraction and Authentication

In receiving end, the receiver can extract the embedded authentication information, and
confirm if a transmitted data group is tampered in terms of the comparison between the
generated authentication information by generator group and the extracted authenti-
cation information. If a group is intact, then the group will be restored to its original
state. The concrete procedure may refer to Algorithm 3.
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Algorithm 3: Extraction and authentication

1. while (stream Vis not over) do // V'is the WSN data stream

2. buffer(G); //buffer current authentication group

3. while (group G is not over, and i < M) do

4. buffer(v;);

5. calculate cv;; // get CRC code of v; according to Algorithm 1

6. CRC=CRC @ cv;;//calculate CRC code of current generator group
7. end while

8. if (group G is not over) do

9. buffer(carrier group);

10. extract /¥ according to the information extraction method given in Section 2.2.2;
11. C R Cis obtained by separating I

12. if (CRC== CRC") do

13. G passed the authentication;

14. restore G according to the recovery method given in Section 2.2.2;
15. else

16. authentication on G failed;

17. end if

18. end if

19. end while

3 Experimental Results and Analysis

3.1 Experimental Data

The original WSN data in the experiments is from the real WSN deployed in Intel
Berkeley Lab [10]. In this network, a series of sensor nodes collect periodically four
types of data such as temperature, humidity, light and voltage. The experimental data
used in each experiment consists of the information of 10000 times collection by a
node, i.e., each experimental data stream includes 10000 elements. As shown in Fig. 4,

. temperature, humidity,
timestamp node number  1ight, and voltage

v v
2004-02-28 19:37:48.144458 2240 1 20.4294 37.8477 43.24 2.69964
2004-02-28 19:39:18.567576 2243 1 20.4392 37.8477 43.24 2.69964
2004-02-28 19:40:48.378822 2246 1 20.4294 37.8134 45.08 2.69964
2004-02-28 19:41:18.089942 2247 1 20.4392 37.8477 45.08 2.71196
2004-02-28 19:42:17.828755 2249 1 20.4196 37.8134 43.24 2.69964
2004-02-28 19:42:48.486896 2250 1 20.4098 37.8477 45.08 2.69964

Fig. 4. Original WSN data from Intel Berkeley Lab
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every element is composed of eight columns data, involving time stamp, node number
and four types of collected data. For simplicity, we only consider to authenticate the
integrity of four types of collected data. The verification experiments for the perfor-
mance of proposed scheme are performed by MATLAB simulation.

3.2 Integrity Authentication Test

The integrity authentication tests for six common tampering attacks are performed and
the test results are listed in Table 1. The six attacks involve randomly inserting,
deleting and modifying an element or several elements in generator group and carrier
group. If the tampering attack is not detected, then the integrity authentication is failing.
Each kind of attack adopts 100 random samples. It is indicated from Table 1 that the
unsuccessful detection number is zero for all kinds of attacks, and the successful
authentication rate is 100%, which demonstrate the proposed authentication scheme is
reliable.

Table 1. Integrity authentication test

Tampering type Number of detection | Authentication
failure succeed rate
Insert an element or several elements in 0 100%

generator group
Insert an element or several elements in 0 100%
carrier group
Delete an element or several elements in 0 100%
generator group
Delete an element or several elements in 0 100%
carrier group
Modify an element or several elements in 0 100%
generator group
Modify an element or several elements in 0 100%
carrier group
Average 0 100%

Furthermore, for the authentication group not being tampered, the comparison test
between the recovered group after extracting the embedded information and the cor-
responding original group shows they are consistent, namely, the authentication group
can be completely restored.

3.3 Complexity Analysis

Firstly, the space complexity is analyzed. In the sensor node, the buffer size containing
carrier group at the most is needed to finish the embedding of authentication infor-
mation. Comparison with the buffer size containing total authentication group
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demanded by the traditional WSN authentication methods, the proposed method has
some advantages. In the convergence node, the buffer size containing total current
authentication group is needed to achieve information extraction and authentication.
Since the convergence node has rich resource, the demand for buffer size is easy to
satisfy. For the side information, only two additional parameters, 7,, and T}, are needed
to transmit.

Next, the analysis for time complexity is given. In the proposed scheme, the time
consumption mainly involves the group division of data stream, the calculation of CRC
code, and the embedding and extraction of authentication information. Assume the
length of data stream is L, then the time complexity for the group division of data
stream is O(L). The time consumption for the calculation of CRC code is closely
related with the number of generator group elements M and the controlling parameter
of CRC code length [, so the time complexity is O(M x [). Moreover, in terms of the
Algorithms 2 and 3, it is known that the time complexities for embedding and
extraction are O(I x L) and O(M x I) + O(L), respectively. Therefore, the total time
complexity is O(I x L).

3.4 Detection Efficiency

The false negative rate is adopted to measure the detection efficiency of the proposed
scheme, and is analyzed under three kinds of attacks such as inserting, deleting and
modifying an element. Assuming inserting an element in generator group, the position
probability of this inserted element is 1/M. Meanwhile, the probability to let the CRC
code after inserting be consistent with that before inserting is 1/2'. Therefore, the false
negative rate is 1/(M x 2'). If an element is inserted in carrier group, then the analysis
for the false negative rate is more complex. But surely the false negative rate in this
case is less than 1/(M x 2'). For other two attacks such as deleting and modifying an
element, the false negative rates are similar to that of inserting attack. It is concluded
from the above analysis that the probability to make a false judgement for tampering
attack will be very low if the values of M and [ are big enough.

3.5 Comparisons Among Several Schemes

The comparisons among Shi’s scheme [7], Wu’s scheme [8] and the proposed scheme
are conducted. In Shi’s scheme, the hash values of generator group are used as
authentication information. In comparison to CRC code, the computation complex of
hash function is higher. In Wu’s scheme, an authentication group insists of current data
group and former data group, and the sizes of the current data group and former data
group are fixed, i.e., the division of authentication group is based on fixed length. So
when an element is inserted, all authentication groups will be changed so that the false
tampering alarm may be induced. In the proposed scheme, the authentication group is
divided according to the end notation, hence the situation similar to Wu’s scheme does
not occur. In addition, Shi’s scheme and Wu’s scheme do not distinguish the smooth
and fluctuation regions when the authentication information is embedded. However, the
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proposed scheme only embeds the authentication information into the fluctuation
region, which may attract less the attention of attackers.

4 Conclusion

Based on CRC code and prediction-error histogram, this paper proposes a reversible
authentication scheme for WSN. For decreasing the computation complexity, the CRC
code replacing the hash function is adopted to produce the authentication information.
To increase the imperceptibility of embedding information into the carrier group, the
fluctuation region of prediction-error histogram is used to hide the authentication
information. In the future work, degrading further the time complexity will be
considered.
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