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Abstract. Tiered Internet of Things (IoT) and Wireless Sensor Networks
(WSN) are popular for efficient resource management. In order to reduce the
communication overhead for unnecessary sensed data and avoid obtaining a
false result, we propose to use aggregate signature to deal with the authenti-
cation problem.
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1 Introduction

The flat structure of networks is usually difficult for resource management. Thus, a
middle tier as shown in the Fig. 1 is introduced to ease the management difficulty.
Moreover, the sensors are cheap and therefore resource-limited [1]. It is impossible for
sensors to keep all the sensed data in their local memory. They need to offload their
sensed data for saving memory space. However, not all the sensed data are required by
the network owner. Therefore, the simple solution that sensors simply send back to the
network owner all the sensed data for each time period is also impractical. A middle tier
for temporarily storing the sensed data collected from sensors is becoming necessary.
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Fig. 1. Tiered Internet of Things (IoT) and Wireless Sensor Networks (WSN).
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One can know from the above description that the only necessary requirement for the
middle tier is the large storage space. Therefore, such a middle tier is also called storage
node. The benefits of placing storage nodes in the network have been proven in [5].

The introduction of the storage node also redefines how the network owner acquires
the sensed data. In particular, with the storage node, the network owner issues queries
to the storage node to retrieve the part of sensed data it wants. The storage reports to the
network owner the queried data. From the above statement, one can know that the
benefit implied by the storage node is that the communication overhead for unneces-
sary sensed data between the storage node and network owner can be saved.

1.1  Security Risk

The placement of storage node also incurs new security challenge. Because sensors could
be compromised, their compromises imply a large security risk, which means that all the
sensed data and all the query results will be maliciously manipulated. In this paper, our
concern is the authenticity of the query result. For example, in the presence of compro-
mised sensors, the network owner issues a range query and then will obtain a false result.

A straightforward method to this problem is to attach a cryptographic hash to each
individual sensed data. However, it also incurs a downside, which is that the com-
munication overhead is also doubled. As the communication overhead is the main
concern of the design of a network protocol, such method is unacceptable.

The existing methods conduct different approach to solve this problem. An
encoding approach is used in [4]. Crosscheck is used in [6, 8]. Both these two also
simply use conventional hash operation. In [3], a neighborhood chain, which is the
hash of the consecutive sensed data, is used to guarantee the authenticity but still with
the drawback of overwhelming communication burden. In [7], an aggregation tree is
constructed before the network is deployed in order to aggregate the individual hashes.
However, the method in [7] assumes too much information about the network
topology.

1.2 Contribution

We propose to use aggregate signature [2] to deal with the authentication problem in
tiered IoT and WSN. Though the use of aggregate signature involves complicated finite
field arithmetic operations, the communication saving can be significant. Since the
energy consumed by the communications is several orders larger than the energy
consumed by the computation, we believe that our scheme can save a significant
portion of energy and prolong the network lifetime.

2 Proposed Scheme

The aggregate signature involves a method for aggregating the traditional signatures. In
particular, the use of traditional signature is to attach a signature to each individual
data. However, in the bilinear setting, the aggregate signature is that each sensor also
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generates a signature for each individual data. However, to aggregate the signatures
into one, each sensor performs multiplication operation on their generated signatures
and the signatures sent from the neighboring sensors. Specifically, when a sensor has a
tuple {a, o,), where a denotes the sensed data and o, is the corresponding signature, if
it also receives a tuple (b, 0,) from the neighboring, then it generally sends out the
message {(a,b, o, - o). The storage node in possession of the public keys and the
claimed sensed data is therefore able to verify the legitimacy of the received signature
0, - 05 by the method in [2].

Despite the simplicity of the proposed scheme, it actually suggests the role change
of which entity being needed to verify the legitimacy of the signature. In particular, in
the traditional use of the signature, the storage node acts as only a relay that forwards
the message from sensors to the network owner. However, in our proposed scheme,
since the network owner no longer has the entire sensed data, it is unable to generate
the corresponding hash so as to make sure whether the sensed data is authentic. It turns
out that the storage node needs to check the legitimacy of received signatures regularly.

Thus, the whole picture of the proposed scheme is that, from ordinary sensor point
of view, it generates and aggregates the signatures as mentioned above. From the
storage node point of view, for each time period, it verifies the legitimacy of the
received signature. Once at the end of the time period, the storage node does not report
to the network owner that the signature is problematic, it implicitly implies that the
received data is authentic. This gives an additional overhead on the storage node.
However, as mentioned above, one can save more energy in our scheme than in
existing schemes.

3 Performance Evaluation

The primary evaluation metric used in this paper is the communication overhead due to
its important role in affecting the network lifetime. It is obvious that the communication
overhead 0! of the traditional method, which generates signatures for each indi-

vidual data, can be computed as

N
0(‘7;1mm = Zi:l L(gdnd + Esns)v (1)

where L is the average number of hops between sensors and storage node, N is the total
number of sensors, ¢; is the number of bits for representing sensed data, n, is the
number of sensed data of each sensor, /; is the number of bits for representing sig-
nature, and n is the number of signature. The corresponding computation overhead
OT s therefore:

comp

Of = 0,0, (2)

comp
where Oy, is the number of operations used in generating traditional signature.
On the other hand, the communication overhead O  of our proposed aggregate

comm
signature scheme, which generates and aggregates signatures, can be computed as
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N
Oﬁomm = Zi:l L(gdnd + es)v (3)

where N is the total number of sensors, ¢; is the number of bits for representing sensed
data, ny is the number of sensed data of each sensor, and ¢ is the number of bits for
representing signature. We particularly note that the n; is equal to 1 in O?  because

comm

all of the signatures is aggregated into one for each sensor. The corresponding com-

putation overhead O?OW is therefore:

o

comp = 630‘1“ (4)
where O, is the number of operations used in generating aggregate signature. In
essence, O, can be approximately computed as

Ous = OZS + Oma (5)

where O,, is the energy consumed by the multiplication operation.

4 Conclusion

In this paper, we utilize aggregate signature to reduce the authentication overhead in
tiered IoT and WSN. We also provide a simple performance evaluation for our pro-
posed approach. Though the use of aggregate signature involves a slightly computation
overhead, the communication overhead can be reduced to prolong the network lifetime.
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