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Abstract. In this paper, we consider secure communications for a five-node
cognitive wireless network system including one primary user (PU) pair and one
secondary user (SU) pair in presence of one eavesdropper. The secrecy trans-
mission process departs into two equal time phases. To ensure transmission
process safety, the primary source and receiver are allowed to deliver artificial
noise to interfere the eavesdropper. To obtain higher spectrum efficiency, we
propose an anti-interference spectrum access strategy with cooperative trusted
DF relaying over flat fading channel, in which secondary user forward primary
information and deliver its own information with different part of licensed
spectrum. We study how to optimize the bandwidth and power allocation ratio
to maximize the secondary user rate while guaranteeing the primary system to
achieve its target secrecy rate. The expression of the optimal bandwidth allo-
cation ratio is derived. Simulation results demonstrate that proposed strategy can
achieve win-win result.

Keywords: Cognitive radio � Physical layer security � Artificial noise �
Achievable secrecy rate � Power allocation

1 Introduction

Spectrum utilization has received a lot of attention during the past decade due to the
rarity of radio spectrum and the fixed spectrum allocation strategy which divide the
spectrum into two parts: licensed spectrum and unlicensed spectrum [1]. Traditional
fixed spectrum allocation strategy authorizes the specific communication system use
the specific spectrum but doesn’t allow others to use it even when licensed user doesn’t
use the spectrum sometimes. It leads to low utilization and waste of spectrum resource
in time and space. Cognitive radio [2] (CR) is a promising technology to improve the
wireless spectrum utilization by supporting the unlicensed systems access to the same
spectrum resource already licensed to the primary systems while not degrading the
performance of primary system. However, there are two main problems in the existing
underlay spectrum access strategy in CR network. One is that there will be interference
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between the primary system and secondary system when the cognitive user forward the
primary user information and deliver own information simultaneously. The other is the
secondary user is allowed to access to the licensed spectrum if and only if the channel
of primary system is good enough. Cooperative diversity has been proposed as a spatial
diversity technique to solve the above problems [3]. Because it can degrade the
influence of path loss in wireless links. Thus we exploit the cooperative diversity
technology to overcome the existing shortcomings and improve the utilization of
licensed spectrum.

Another issue in wireless communication environment is the security [4]. Wireless
communication is not secure as wire communication due to the openness of the
wireless medium. Some illegal receivers within the communication range may wiretap
and decode the secrecy information, which easily lead to the information leakage. The
security of traditional wireless communication depends on the upper layers of the
protocol stack through the use of encryption algorithms [5, 6]. But there are still some
challenges such as secret key management complexity, key transmission and distri-
bution security issues in open wireless communication environment and so on. Sig-
nificant works have been done on physical (PHY) layer security and various advanced
signal processing and coding techniques have been proposed to improve the secrecy of
the wireless communication in the presence of some eavesdroppers. Shannon firstly
investigates information theoretic security in 1949 and Wyner introduce the conception
of secrecy capacity [7]. The secrecy rate is defined as the difference between achievable
rates of the main channel and the wiretap channel with the Gaussian code-book and the
maximum of secrecy rate is defined as secrecy capacity. Positive secrecy rate only exist
when the main channel is more advantage than wiretap channel. But now, we can
achieve a positive secrecy rate even when the main channel is worth than wiretap
channel with using the nodes cooperative technology. Generally, there are two main
methods to improve the information security. One is cooperative note plays as a
jammer to deteriorate the wiretap channel. The other is cooperative node plays as
trusted relay to help the primary system improve the channel quality to the legitimate
user. Cooperative jamming has been studied in paper [8, 9] to maximum the achievable
secrecy rate While Cooperative beam-forming (CB) are studied in [10, 11]. Cooper-
ative nodes can forward the confidential information in above both manners based on
DF or AF ways.

In this paper, we exploit the artificial noise [12–15] to confuse the eavesdropper to
ensure the security transmission. To improve the utilization of spectrum resource and
eliminate the mutual interference between primary and secondary system, a kind of
effective spectrum access strategy have been proposed, in which secondary system is
allowed to transmit primary and its own information with different bandwidth on the
condition that it gets access to the licensed spectrum. Our goal is to study how to
optimize the bandwidth and power allocation ratio to maximize the secondary user rate
while guaranteeing the primary system to achieve its target secrecy rate.
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2 System Model and Problem Formulation

2.1 System Model

The system configuration of the proposed anti-wiretapping access strategy is show in
Fig. 1. The whole system consists of primary system including one PT (Primary
Transmitter) and one PR (Primary Receiver) and secondary system including one ST
(Secondary Transmitter) and one SR (Secondary Receiver) in the presence of one
eavesdropper. We assume that ST is trusted. The PR can transmit and receive simul-
taneously while others operate in a half-duplex mode. All notes are equipped with a
single antenna. In this paper, we assume the channel are quasi-static Rayleigh channel,
the channel coefficient hi [ 0 where i ¼ f1; 2; 3; 4; 5; 6g and ri ¼ jhij2 represents the
instantaneous channel gain, di imply distance between two nodes and v is the path-loss
exponent (typically value from 2 to 6). All channels coefficient remain unchanged
during both phases. For simplicity, we assume that the noise at all the nodes is complex
addictive white Gaussian noise (AWGN) with zero means and variance. The total
power of primary and secondary system is constrained by p and ps respectively.

In order to transmit information safely, the transmission process departs into two
equal time phases. We assume transmission time is 1, each phase accounted for 1/2. In
phase1, PT delivers the information including artificial noise and the secrecy signal to
PR and ST while the PR transmits the no-information-bearing artificial noise concur-
rently to PR. The eavesdropper is passive and only phase 1 could be tapped. In phase 2,
ST forward the message to PR in DF fashion with part of licensed bandwidth and use
the rest spectrum to transmit own information. There would be no interference between
primary and secondary user with using different spectrum. Note that ST is permitted to
operate in the licensed spectrum if and only if it can guarantee the secrecy Rate of the
primary system.

2h 3h

4h

5h

1h

6h

Fig. 1. System model
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2.2 Problem Formulation

The instantaneous secrecy rate of primary system is defined as

RQ ¼ ðRp � REÞþ ð1Þ

where Rp and RE represents the instantaneous rate of the primary system and eaves-
dropper. ðxÞþ ¼ maxðx; 0Þ.

Firstly, we consider that the PT only delivers the secrecy information to PR without
the help of secondary user. And the received signal at E and PR are given as follows

ysd ¼ ffiffiffi
p

p
h2xþ nsd ð2Þ

yse ¼ ffiffiffi
p

p
h5xþ nse ð3Þ

where nsd and nse is noise and follows CNð0; r2Þ: x implies the secrecy signal. So the
rate of the primary system RD and eavesdropper RE can be written as

RD ¼ W log2ð1þ
ppc1
r2

Þ ð4Þ

RE ¼ W log2ð1þ
ppc5
r2

Þ ð5Þ

when RD � RE\RT , where RT is the secrecy rate threshold of the primary system,
primary user seeks help from around user. The secondary user judge whether or not it
can access to the licensed spectrum through the two time slots.

In phase 1, the transmitted signal by PT(x1) and PR(x2) are respectively given by

x1 ¼ ffiffiffiffiffi
pa

p
sþ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
pð1� aÞ

p
u1z ð6Þ

x2 ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
pð1� aÞ

p
u2z ð7Þ

where x1 is a mixture of the information signal and the jamming signal and x2 is purely
artificial jamming signal designed to cancel out the interference at ST while further
confuse the eavesdropper. a implies the power allocation ratio of between the infor-
mation signal s and jamming signal z. both of them are unit-power. u1 and u2 are the
weight coefficients and satisfy

ju1j2 þ ju2j2 ¼ 1 ð8Þ

The received signal at ST then given by

rST ¼ ffiffiffiffiffi
pa

p
h2sþ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
pð1� aÞ

p
h2u1zþ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
pð1� aÞ

p
h3u2zþ nsr

¼ ffiffiffiffiffi
pa

p
h2sþ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
pð1� aÞ

p
ðu1h2 þ u2h3Þzþ nsr

ð9Þ
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The ST decodes the secrecy information and re-encodes it with the same
code-words of source in phase 2. To avoid the interference of artificial noise at ST, we
design

u1h2 þ u2h3 ¼ 0 ð10Þ

So the received signal can be rewritten as

rST ¼ ffiffiffiffiffi
pa

p
h2sþ nsr ð11Þ

The eavesdropper is passive and only wiretap the signal in phase 1 while keep silence
in phase 2. It couldn’t remove the jamming signal, so the received signal is given by

rE ¼ ffiffiffiffiffi
pa

p
h5sþ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
pð1� aÞ

p
h5u1zþ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
pð1� aÞ

p
h6u2zþ nsr

¼ ffiffiffiffiffi
pa

p
h2sþ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
pð1� aÞ

p
ðu1h5 þ u2h6Þzþ nsr

ð12Þ

Due to the mixture signal, PR receives the signal with artificial noise

rd ¼ ffiffiffiffiffi
pa

p
h1sþ

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
pð1� aÞ

p
h1u1zþ nsd ð13Þ

The rate of PR(R1
d), ST(R

1
p) and E(RE) are given respectively by

R1
p ¼

1
2
w log2ð1þ

pac2
r2

Þ; ð14Þ

RE ¼ 1
2
w log2ð

Pajh5j2
r2 þ pð1� aÞju1h5 þ u2h6j2

Þ

¼ 1
2
w log2ð

Pac5
r2 þ pð1� aÞcm

Þ;
ð15Þ

R1
d ¼

1
2
w log2ð1þ

pac1
r2 þ pau21c1

Þ: ð16Þ

where cm ¼ ju1h5 þ u2h6j2, w represents the licensed bandwidth. The coefficient factor
1/2 is due to the fact that every transmission process needs two phases.

During phase 2, ST allocate a fraction of bandwidth and half of power to forward
the secrecy message to PR, the rate ST ! PR is

R2
d ¼

1
2
bw log2ð1þ

1
2 psc3
r2

Þ ð17Þ

where b represents the bandwidth allocation ratio between primary user and secondary
user.

Then ST use the remaining bandwidth and the other half of power to transmit its
own information, the rate ST ! SR is given by
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Rs ¼ 1
2
ð1� bÞw log2ð1þ

1
2 psc4
r2

Þ ð18Þ

The eavesdropper is not interested in ST and keeps silence in phase 2. If ST can decode
successfully, PR apply the maximum ratio combination (MRC) to received message
over two phases, then the primary system rate R2

p can be given as

R2
p ¼

1
2
bw log2ð1þ

Psc3
2r2

þ pc1a
r2 þPð1� aÞu21c1

Þ

þ 1
2
ð1� bÞw log2ð1þ

pc1a
r2 þPð1� aÞu21c1

Þ
ð19Þ

So after the two transmission process, the primary system rate Rp can be written as

Rp ¼ min R1
p;R

2
p

n o
.

ST can forward the Primary user information only when ST can decode success-
fully. So operation symbol min means the performance of the primary link is limited to
the worse the link of PT ! PR and PT ! ST .

With the help of ST, if Rp can achieve the target secrecy rate, that is Rp � RE [RT ,
the primary system authorizes the secondary user to use the licensed spectrum. If not,
the secondary user will do nothing.

3 Optimal Solution

In this section, we study how to optimize the allocation coefficient of the bandwidth b
and power allocation ratio a to maximum the secondary user rate Rs while keep the
primary system secrecy rate achieve the target secrecy rate threshold RT. First, we give
the solution to the designed artificial noise parameters u1, u2

s:t:
u1h2 þ u2h3 ¼ 0
ju1j2 þ ju2j2 ¼ 1

�
ð20Þ

We can easily solve the equation and get

u1 ¼ �
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

jh3j2
jh2j2 þ jh3j2

r

u2 ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

jh2j2
jh2j2 þ jh3j2

r
8>><
>>: ð21Þ

Or
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u1 ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

jh3j2
jh2j2 þ jh3j2

r

u2 ¼ �
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

jh2j2
jh2j2 þ jh3j2

r
8>><
>>: ð22Þ

In the following part, we derive the explicit expression of optimal b. The opti-
mization problem can be translated into the follows

max
b;a

Rs ð23Þ

It yields

Rp � RE �RT

0\b\1
0\a\1

(
ð24Þ

For simplicity, this paper introduce some auxiliary variables R2;R3;R4;Rd are given as
following

R2 ¼ w log2ð1þ pac2
r2 Þ

R3 ¼ w log2ð1þ psc3
2r2 þ pac1

pð1�aÞu21c1 þ r2
Þ

R4 ¼ w log2ð1þ psc4
r2 Þ

Rd ¼ w log2ð1þ pac1
pð1�aÞu21c1 þr2

Þ

8>>>><
>>>>:

ð25Þ

Then we can rewrite R1
p;R

2
p and get R1

p ¼ 1
2R2, R2

p ¼ 1
2 bR3 þ 1

2 ð1� bÞRd . According to
the constraints, we can obtain

1
2R2 � RE �RT

1
2 bR3 þ 1

2 ð1� bÞRd � RE �RT

0\b\1

0\a\1

8>>><
>>>:

ð26Þ

From condition, we can derive the linear inequality about b given by

b� 2ðRT þREÞ � Rd

R3 � Rd
ð27Þ

We can easily observe that Rs is monotonically decreasing function of b, so the optimal
bandwidth allocation coefficient b can expressed

b� ¼ 2ðRT þREÞ � Rd

R3 � Rd
ð28Þ

Subject to
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R2 � 2ðRT þREÞ
RD � 2ðRT þREÞ
R3 � 2ðRT þREÞ

8<
: ð29Þ

We can get the maximization rate of secondary user and is given by

R�
s ¼

½R3 � 2ðRT þREÞ�R4

2ðR3 � RdÞ ð30Þ

Our goal is to maximize Rs, so we can obtain optimal a through minimize the power
allocation ratio b.

4 Simulation Results

In this section, we investigate the performance of the proposed strategy numerically.
The simulation setting is as follows. The five nodes are located in a 2-D square
topology we set the PT, PR, ST in the same line. PT, PR are located in (0,0) and (1,0)
respectively. So the distance between PT and PR is 1. ST moves from (0,0) to (1,0).
The distance between ST and SR is constant d4 ¼ 0:5 and the eavesdropper is fixed in
the place where d5 ¼ 0:14, d6 ¼ 1; In our simulation, we assume that the path-loss
exponent v is −3, the licensed spectrum bandwidth is 1, and the noise variance is 1. The
power of the primary system and secondary system is p = 8 dB, ps = 10 dB
respectively.

In the Fig. 2, we let x axis implies the location of ST, and y axis implies the optimal
allocation ratio of bandwidth b. From the picture, when ST is close to PT,
b� ¼ 1; a� ¼ 0; Rs ¼ 0. The reason is the primary system secrecy rate RQ is small and
ST can’t help primary system achieve the target secrecy rate, so it can’t get access to
the licensed spectrum. With ST is far from PT, RQ is getting large and exceed the target
rate, so the secondary user allocates part of bandwidth to forward secrecy information
to PR. However, RQ is getting low again along with ST move further away from PT, R2

will decrease and can’t satisfy the condition R2 � 2RE � 2RT , the secondary user can’t
acquire opportunity to access to the primary system, so b skip to 0. From the Fig. 2, the
access range when RT ¼ 1:2 bps=HZ is large than RT ¼ 1:5 bps=HZ due to the sec-
ondary system is easier to help primary system get the lower target secrecy rate.

Figure 3 describes the secondary system rate under different target secrecy rate with
the different location of ST, when d2\0:249 under RT ¼ 1:2 bps=HZ, Rs ¼ 0, this
implies that RQ is not large enough to support ST to help the primary user to achieve
the target rate. With ST move far from PT and near to PR, RQ is getting high. So the
secondary user access to the licensed spectrum and Rs becomes positive. But when ST
further gets close to PR, as d2 [ 0:704;Rs return to 0 due to RQ decrease again.
Therefore, secondary system can’t provide support and get to access. Compared with
RT ¼ 1:2 bps=HZ, secondary system get narrower access ranges when
RT ¼ 1:5 bps=HZ. The higher RT is, the more difficult for secondary system to help
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primary system to achieve the target secrecy rate. There are less left bandwidth for
secondary system to transmit own information. So Rs is lower.

Figure 4 represents the optimal power allocation ratio between secrecy information
and artificial noise for ST. The optimal a can be obtained through minimize the
bandwidth allocation ratio. In other word, we get optimal a by maximizing the sec-
ondary user target rate Rs. In our communication scenario, the eavesdropper E is close
to ST, to confuse eavesdropper and transmit confidential information, more power are
allocated to transmit artificial noise. Therefore, we can see that a is relatively small and
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Fig. 2. The optimal bandwidth allocation ratio b� vs. the distance between PT and ST d2.
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the maximum value of a is about 0.45 from the picture. Due to the same reason, a can
get larger access ranges when RT ¼ 1:2 bps=HZ.

5 Conclusion

In this paper, we have proposed an anti-interference strategy to solve the secure
transmission problem in flat fading channel for the cognitive radio network in present
of an eavesdropper. To improve the bandwidth utilization while ensuring information
transmission safety, we allowed PT allocates part of available power for artificial noise
to confuse the eavesdropper. Meanwhile, we derived the optimization bandwidth
allocation ratio for ST and analyzed the optimal power allocation ratio of PT which can
maximum the secondary transmission rate while the secrecy rate throughout constraint
of primary user is satisfied. Further work includes the explicit derivation and analysis of
power allocation problems.
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