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Abstract. Sensor network is a network of autonomous devices that con-
sist of sensors which are spatially distributed to sense the physical envi-
ronment for certain parameters like temperature, humidity and pollu-
tion etc. There are various applications of sensor network, like volcanic
eruption, inventory tracking system, military surveillance, homes and
industrial automation and automobiles. Different sensors use for specific
purpose such as temperature sensor, humidity sensor, light sensor, ultra-
sonic and multimedia sensor, and all these sensors are used for their
own task. In this system, we use ultrasonic sensor for defense and secu-
rity purpose. The ultrasonic sensor constantly transmits ultrasonic sound
(Transmitter) which on striking with an obstacle bounces back and that
bounced wave is also received by sensor (Receiver) and from this reflec-
tion the distance between sensor and obstacle is calculated. So when a
person come close to dangerous area like electric field, river side and
explosive material, the system will detect the person and will sound an
alarm to inform the authorities. The proposed scheme is implemented
and the generated results validates its functionalities.

Keywords: Internet of things · Security · Surveillance · Wireless sensor
networks

1 Introduction

The “IoT” heralds the connection of a nearly countless number of devices to the
internet thus promising accessibility, boundless scalability, amplified productiv-
ity and a surplus of additional paybacks [1]. Current real-world deployments
of large-scale IoT systems are not limited to some well-bounded application
domains. Sensor networks is one of the key network that will play a vital role
to achieve the desired goals. Sensor networks uses in various areas because of
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their unique characteristic that ranges from low level like mobile sensor (use in
mobiles for call) to high level applications as nuclear plant monitoring. In sensor
networks we deploy sensors in a field that is to be monitored for various para-
meter like temperature, humidity, pollution, light etc. the deployment criteria
depends on application, it may be random or pre-planned [2]. The deployment in
any hostile environment and in large geographical areas is usually random while
in normal situation or limited areas we use pre-planned deployment technique.

Life of every human being is precious and the safety is a challenge for us. But
the safety can be achieved by the use of various technological applications that
do exist in this modern world. One of the techniques is through the deployment
of sensor network. Therefore, we use ultrasonic sensor as a source of measuring
the distance between human and the network. When a person approaches to
define threshold the network will give a signal (alarm) to avoid the danger area.
In this paper, the deployment of our network nodes are pre-planned as we have
to monitor a specific area. The network can be deployed to any environment
which can cause harm or threat to human life like electric field, border crossing,
and huge water sides.

The reminder of this paper is structured as follows: the next section gives a
short overview of relevant related work. Section 3 describes the proposed scheme.
The implementation is described in Sect. 4. Section 5 gives an overview concern-
ing the tests setup and the measurements results. In the last section, we draw
the conclusions and some outlines for future work.

2 Related Work

We can find a number of related works focusing on the surveillance system using
sensors networks such as a detail survey on multi-media can found it [3], a detail
work on the energy efficient servilance system in [4]. The Australian Defense
Force has IMAP and JMAP to perform planning prior to the deployment of
forces, but there is a knowledge gap for on-ground forces during the execution of
an operation [5]. Multi-agent based sensor systems can provide on-ground forces
with a significant amount of real-time information that can be used to modify
planning due to changed conditions. The issue with such sensor systems is the
degree to which they are vulnerable to attack by opposing forces. This paper
explores the types of attack that could be successful and proposes defense that
could be put in place to circumvent or minimize the effect of an attack.

In [6], the authors state that it is practically impossible to construct a truly
secure information system. Communications are secure if transmitted messages
can be neither affected nor understood by an adversary, likewise, information
operations are secure if information cannot be damaged, destroyed, or acquired
by an adversary. They go on to define software challenges for a future combat
system including (but not limited to) network security and accessibility; fault
tolerance; and information analysis and summary of large data streams from
the network. Further, author in [8] claim that most software is insecure. This
could be because, as [9] have observed, security requirements are often omitted
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from requirements specifications altogether. This has been noted as being par-
ticularly problematic in other safety-critical domains such as automotive control
software [10].

Fig. 1. Proposed system overview

In terms of the problem domain (military operations), wireless sensors of var-
ious types can be distributed on ground before a battle, whilst being connected
to autonomous software agents in a multi-agent system to give an on-field tac-
tical advantage, provided that the communications between the sensors cannot
be subverted. A public key infrastructure is an obvious solution to the integrity
problem, however issues of secure storage for the private key and over-the-air
transmission of either public or private keys will still prove problematic. The
issue of key management is perhaps further complicated by the ever-decreasing
cost of the hardware required to conduct a brute-force attack [11].

3 Proposed Scheme

Our proposed model is focusing on the defense and security of individuals rather
than a team. As stated, the basic application is to comfort and ease in life
of general public as it can be installed in almost all places with low-cost and
operation facilities. The previous work in this field were about high level security
i.e. on state level surveillance but our model will provide the security in our
routine work. In this model, we define an threshold and permitted area, where
if someone tries to get into that particular area the alarm system will invoke the
security officials as well as the individuals living or staying in that particular
area on that particular time.

The proposed algorithm for the scheme is working on the principle that when
the sound signal is generated by ultrasonic sensor and it echo back receive by the
receiver of ultrasonic sensor and send to micro controller, the micro controller
calculate the time. The time at which sound is produced and which it is received
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are also recorded. The distance is calculated on the bases of this time. The
formula for the distance is

D =
time inµ sec

73.746

2
inches (1)

Fig. 2. An HC-SR04 type ultrasonic sensor

Using the above distance formula, we calculate threshold “t” value, where
as for t < 24 in., it will display warning massage to the base station and will
sound an alarm. An overview of the proposed system is presented in the Fig. 1.
The figure shows that sensor network is integrated with the home sub-network
and that is further connected with the home networks. Inside home, wireless
and wireless networks can be used to connect with the external networks. For
instance, if the users want to save the events in a server they can use the in-house
networks to store the activities in the server.

4 Implementation

This section overviews the variety of hardware and software used to implemented
the proposed scheme and generating results.

4.1 Ultrasonic Sensor

This type of sensors generates high frequency sound waves and evaluates the
echo which is received back by the sensor. The frequency of sound wave is about
20 KHz or above. The time interval between sending the signal and receiving the
echo determines the distance of object. Figure 2 depicts the sensor that has been
used in the tests.
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Fig. 3. Micro-controller chip used.

Fig. 4. Proposed system overview

4.2 Micro Controller

A micro controller is a small computer as it has a single IC. The micro controller
has its own processor core, memory. The function of micro controller is to process
the data (Fig. 3).

4.3 Bread Board and Jumper Wires

A bread board is used for making an experimental model of an electric circuit.
As micro controller can support only a few devices therefore we use bread board
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Fig. 5. Output in normal condition

Fig. 6. Output at the time of intruder detection

to connect multiple devices with the micro controller through jumper wires for
initial test at laboratory level.

4.4 Software

We have used the open source Arduino Integrated Development Environment
(IDE). The open-source Arduino Software (IDE) makes it easy to write code
and upload it to the board. It can run on Windows, Mac OS X, and Linux.
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5 Installation of Tools and Results

As stated earlier, the different devices are interconnected with micro controller
through bread board. The connection was provided by jumper wires. The micro
controller is further connected to laptop to display the result. The system is
shown in Fig. 4.

When the network is in off state, it does not sense any movement and does
not generate any data or information. Initially, the system is tested for normal
condition and the situation when there is someone near the in vicinity. In normal
condition, the system will sense the data through sensors; the micro controller
will process it and will pass the output to the base station. The micro controller
processes the data (calculate the distance) and take a decision on the calculated
data. In normal condition when the threshold is not reach network will not take
any action. As depicted in Fig. 5, the system shows the result of detection at
various distances from the system.

When the defined threshold is reached i.e. the distance between network
and intruder is less than defined threshold the system will sound an alarm and
lights will start blinking and the message shall be displayed as “danger area” as
depicted in Fig. 6. It should be noted that based on the scenario and application,
we can change the defined threshold.

6 Conclusions and Future Work

In this paper, we presented a scheme based on sensor networks for surveillance
system. In a nut-shell, the presented system is based on sensor network which use
ultrasonic sensor and it take decisions based on sensed data at define threshold.
The proposed system is implemented and validated. In future, we are committed
to use the ultrasonic sensor in other applications as auto door’s opening, and
home automation.
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