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Abstract. During the last decade, researchers and developers have been
attracted to Vehicular Ad-hoc Network (VANET) research area due to
its significant applications, including efficient traffic management, road
safety, and entertainment. Several resources such as communication, on-
board unit, storage, computing, and endless battery are embedded in
the vehicles, which are used for enhancing Intelligent Transportation
Systems (ITSs). One of the crucial challenges for VANETS is to securely
share an important information among vehicles. In some cases, the data
owner is also not available and unable to control the data sharing process,
i.e., sharing data with a new user or revoking the existing user. In this
paper, we present a new method to address the data sharing problem
and delegate the management of data to a Trusted Third Party (TPA)
based on bilinear pairing technique. To achieve this goal, we use a cloud
computing, as the mainstream platform of utility computing paradigm,
to store the huge amount of data and perform the re-encryption process
securely.

Keywords: Vehicular ad-hoc networks - Cloud computing - Data access
control - Bilinear pairing technique - Proxy re-encryption

1 Introduction

Recent improvements in hardware, software, and communication technologies
lead to many improvements and developments in the networking area. One of the
main networking technologies that has attracted the researchers’ and industries
consideration over the last decades is VANETSs [1]. VANET is a self-organized
network composed of mobile nodes connected with wireless links where the
vehicles act as nodes [2]. Vehicular network is formed between moving vehicles
equipped with wireless interfaces that could be homogeneous or heterogeneous
technologies. These networks are considered as one of the real-life applications of
the ad-hoc network, which enable communications among nearby vehicles as well
as between vehicles and nearby fixed equipment (roadside equipment). Vehicles
can communicate to infrastructure in a Vehicle-to-Infrastructure (V2I) design
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where Road Side Unit (RSU) functions as an interface between On Board Unit
(OBU) and main core network. Vehicles can also directly communicate to each
other in Vehicle-to-Vehicle (V2V) design [3].

The main aim of VANET is to provide safety for drivers and passengers by
developing novel applications and solutions. The idea of vehicular network has
been expanded into ITS and Intelligent Vehicular Network as promising solu-
tions to transportation and traffic-related problems in modern cities by creating
safe, secure, and healthy environment [4]. However, the growth of vehicular net-
work and its applications and services requires scalable infrastructure, computing
capacity, and storage [5].

One of the main challenges of vehicular networks is to securely share the
critical information among vehicles. To address this problem, the data owner
who wants to share the data with other vehicles, can outsource the data to the
remote servers of cloud computing [6,8]. However, delegating the management of
such an important information to the untrusted cloud server is not reasonable,
due to the confidentiality and integrity of outsourced files [13,14]. One way
to solve this problem is using the proxy re-encryption technique that allows
the data owner to encrypt the data before outsourcing to the remote servers,
and delegate the management of encrypted data to the cloud server without
requiring to decrypt them. Although there are several methods to support proxy
re-encryption in cloud computing, the data owner must generate a re-encryption
key for allowing a new user to access the data and decrypting it. Therefore, the
existing methods are inapplicable when the data owner is unavailable. Moreover,
sending the owner’s private key to the third part to perform the management is
not a usable solution.

This paper presents a new method for securely sharing data in the vehicular
networks by using cloud computing and the bilinear pairing technique. After
encrypting the data, the data owner, who wants to share the data, transfers it
to the cloud computing, which is responsible for re-encrypting the ciphertext for
the users. The data owner also delegates the key management of the encrypted
data to the TPA while preserving the privacy of data by blinding the private
key. As a result, when a new user requests to access the outsourced data, the
TPA is able to generate the re-encryption key, which allows the user to decrypt
it by the user’s private key.

The rest of the paper is organized as follows: Sect. 2 presents a background
on vehicular networks, and vehicular cloud computing. Section3 explains the
preliminaries and makes an overview on the bilinear pairing technique. Section 4
describes the architecture and system operation of the proposed method. The
related works as well as the advantages and disadvantage of the existing methods
are stated in Sect. 5. Finally, we conclude the paper in Sect. 6.

2 Background

This section explains the concept of cloud computing, mobile computing and
vehicular networks, respectively, since these are the cornerstone of vehicle cloud
computing concept.
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2.1 Vehicular Ad-hoc Networks

In this era, by growing the new intelligent technologies as a remarkable contrib-
utor of transportation systems, the employing of ITS concept has significantly
brought attention of governments and academia in this area [9]. Meanwhile, the
use of VANET as a subset of Mobile Ad-hoc Network (MANET) is the significant
wireless technology proposed exclusively for vehicular environment. The employ-
ment of this technology in ITS is the concept which is significantly demonstrated
to enhance the road safety, efficiency, and services through real-time V2V and
V2I communications [10].

In ITSs, each vehicle plays the role of sender, receiver, and router to broad-
cast data to the vehicular network, which then utilizes the data to ensure safe
and free-flow of traffic [11]. To take place the communication between RSUs
and vehicles, vehicles must be equipped with OBU that enables short-range
wireless ad-hoc networks to be formed. In addition, vehicles must be equipped
with a hardware, which permits detailed position information, such as Global
Positioning System (GPS) or a Differential Global Positioning System (DGPS)
receiver. On the other side, fixed RSUs that are linked to the backbone net-
work must be mounted, to facilitate communication. Communication configura-
tions in VANET contain V2V, V2I, and routing-based communications. They
rely on very accurate information regarding the surrounding environment, which
requires the employment of accurate positioning systems and well communica-
tion protocols for transferring information [12].

2.2 Vehicular Cloud Computing

Cloud computing is a comparatively new trend in the field of Information Tech-
nology (IT) that decreases computing, storage and other functions from tra-
ditional desktop and portable computer devices since all the functions can be
virtualized in cloud computing platform [15,17]. Cloud computing provides ubiq-
uitous, applicable, and on-demand network access to the vast shared comput-
ing resources, such as all networks, servers, storages, applications, and services.
Consequently, end users only need some simple I/O devices to enjoy powerful
processing ability and convenient service in cloud computing platform [18]. One
of the main applications of cloud computing is in vehicular networks, as vehicular
cloud computing.

Vehicular cloud computing can be divided into two categories: (1) Vehicular
Computing, and (2) Vehicular using Cloud. In the first type of VCC, each vehicle
can play a role as a datacenter, while in the VuC, the vehicles will be connected
to the cloud for outsourcing data and augmenting the computation resources [6].
In the following, we briefly explain these two concepts:

1. Vehicular Computing (VC): The cloud computing paradigm enables the uti-
lization of excess computing power in a way that vehicles are treated as
underutilized computational resources, which can be used for providing pub-
lic services. In this scenario, the parked vehicles can be counted as a huge idle
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Fig. 1. Vehicular cloud computing architectures

resource that is merely wasted. For instance, many people park their vehicles
in the parking airports while traveling. In addition, some vehicles are stuck
in congested traffic. These characters of such vehicles make them an ideal
nominee for nodes in a cloud computing network [5,6]. Figure 1(a) shows
three main components of VC, such as VANET infrastructure, gateways and
brokers.

2. Vehicular using Cloud (VuC): It has been emerged as a new concept to effi-
ciently solve the drivers’ problem by using the cloud services instead of sharing
their own resources. In VuC, vehicles utilize VANET infrastructure to connect
to conventional clouds and use the real-time services, for example monitoring
the real-time traffic information and infotainment. VANET infrastructure,
gateways, and virtualization layer are three main components of VuC. RSUs
act as gateways between the vehicles and clouds. They are also responsible
to provide the virtualization layer. To connect the gateways to clouds, high
speed wired communication (e.g. optical fiber) can be used, while wireless
communication (e.g. V2V and V2I) is used to connect the vehicles to gate-
ways [19,20]. It is important to mention that our proposed method is based
on VuC. Figure 1b shows the general architecture of VuC.

By taking advantage of VCC, the problem of municipal traffic management
centers, which is the lack of adequate computational resources, will be removed.
This is because the vehicles assist local consultants to resolve traffic incidents in
a timely fashion. The chief concentration of the VCC is to provide on demand
solutions for unpredictable incidents in a proactive fashion. VCCs present a
unified incorporation and reorganized management of on board facilities. More-
over, they adapt dynamically based on the system environments and application
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requirements. A federation of VCCs presents a decision support system and
becomes the temporary infrastructure replacement in case of natural disaster
that abolishes standing infrastructure. The Federal Communication Commission
(FCC) allocated Dedicated Short-Range Communication (DSRC) for support-
ing the vehicular networks. Furthermore, road infrastructures such as cameras,
access points, and inductive loop detectors are supportive for VCC.

3 Preliminaries and Definition

This section briefly reviews the cryptographic background about the bilinear
map and the required security assumptions.

3.1 Bilinear Maps

In 2001, some researchers [21-23] introduced a special type of encryption method,
which is called proxy re-encryption, on the basis of bilinear maps. Let G1, G5 be
cyclic groups with prime order p; g1, g2 € G1 be the generators of the group Gy;
and a,b € Z, that indicates a, b are randomly selected from a finite set Z.

Function e : G; x G; — G> is a bilinear map with the following properties:
(1) Bilinearity: for all a,b € Z,, it can be seen that e (gla,glb) = e(gl,gl)ab
and (2) Non-degeneracy: If g1, g2 € G1 have the capability to generate G1, then
e(g1,91) can generate Gs.

)

3.2 Complexity Assumptions

Most of the cryptosystems that have designed on the basis of bilinear map prop-
erties, rely on the Decisional Bilinear Diffie-Hellman (DBDH) assumption. This
assumption indicates that for any g1 € G1, a,b,c € Z,, and Q € G, it is hard

to distinguish e(g1, g1)*”° from the random given that (g1, 1% g1, 91¢, Q).

4 Proposed Method

In this section, we propose our method on the basis of proxy re-encryption
technique for providing a secure mechanism to share data in vehicular-based
cloud computing.

4.1 Architecture of the Proposed Method

Figure 2 shows the architecture of the proposed method, which consists of four
important components, as follows: (1) Data Owner (DO): who encrypts and
outsources the data to the cloud server, and delegates the re-encryption process
to the cloud service provider; (2) TPA: who is responsible for adding or revoking
users based on the received information from DO; (3) Cloud Service Provider
(CSP): who stores the revived data from DO, checks the access control of the
files, and re-encrypts data for new users; and (4) User: who asks the CSP for
accessing an encrypted file.
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4.2 Definition

~ KeyGen(1%) — (pk,sk,pp). This algorithm generates the public and secret
key for the DO (pkgy, skq) and users (pky, skq) as well as some public parame-
ters by using a security parameter 1%.

— KeyDelegation(skq) — (Aux). This algorithm uses the secret key of the data
owner to generate the auxiliary key that can be used by TPA to generate the
re-encryption key for the users.

— ReKeyGen(pk,, ski, Aux) — (rekey). The output of this algorithm is a new
key that can be used by the CSP to re-encrypt the outsourced ciphertext.

— Enc(F,pky, skq) — (C). This algorithm decrypts the DO’s file by using the
public and secret key of the DO.

— ReEnc(C, pk,,,rekey) — (C'). It is responsible to re-encrypts the outsourced
ciphertext based on the users’ public key and the generated key by the TPA.

— Dec(C’, sky) to M. The user can use this function to decrypt the re-encrypted
outsourced file (C”) using her secret key.

Table 1 shows the notation of the proposed method for secure data sharing in
vehicular-based cloud computing.

4.3 System Operation

The designed data sharing method for VCC consists of the following phases:
(1) Setup. Our method operates over two groups G1, G2 of order p with the
bilinear map properties e : G; X G; — G,. First of all, the system parameters
(9 € G1,Z = e(g,9) € G2) need to be randomly generated and distributed
among the users and the owners. Then, each client needs to select a random
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Table 1. The notation used in explanation of the proposed method

Symbol | Description

g A generator for G
Z e(g,9)
T4 Secret Key of the data owner
T Secret Key of the user
gl Data owner public key
Pu User public key
T Random Number
q Large prime Number

DO Data Owner
TPA Trusted Third Party
CSpP Cloud Service Provider

number as a secret key and generate her public key based on this random number,
for example, (pk, = g**, sk, = x,,) for each user and (pk; = g, skq = xq) for
each data owner.

(2) Data encryption and key delegation. Assume that the DO wants to
share a file ' € G5 among users. The Do generates a random number r and
a unique large prime number ¢ for each file. Then, the DO encrypts F by:
C = (Z™.F, gT'de). Then, the owner outsources the encrypted file (C) as well
as a list of the authorized users to the vehicular cloud and delegates the man-
agement of the file to the CSP. Finally, the DO makes the TPA responsible for
adding a new user for this file by sending a blind version of her secret key (%Z)
to the TPA.

(3) Data re-encryption. If a new user requests the CSP to access the encrypted
file (C), firstly, the CSP has to check whether the new user has eligibility to access
data. After confirming that, the CSP asks the TPA to generate the re-encryption
key based on the user’s public key by:

) 2y.q2

=
rekey = pk, *d’ =g ©d

Up on receiving the re-encryption key, the CSP re-encrypts the outsourced
file (C) by using the following equation:

zu»qz

C' = (Z".F,re — encrypt(g" & ,g 74 ))

Zq.q2 zg zy.q2

) = elg g ) = 7o

u -
Td

o
re — encrypt(¢g™ e , g

(4) Data Decryption. After obtaining the re-encrypted file C' =
(Z™1.F, Z™%%+), the user is able to decrypt the file by:
Z"F
(Zrame) 7
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Remark 1. Tt is important to mention that although the transferred parameters
between DO and TPA is blinded, we can generate a session key to encrypt and
decrypt the data by using the public key of the DO (pk,) and the public key of
the TPA (pkp).

Remark 2. All of the communications between DO and TPA, DO and CSP, and
User and CSP are performed by using the existing RSU and OBU.

5 Related Work

Most of the existing methods for secure data sharing have been proposed for
cloud and mobile cloud computing. In this section, we make an overview on
some of the proposed method based on proxy re-encryption and focus on their
advantages and disadvantages.

Proxy re-encryption (PRE) is a cryptosystem, which can be used to turn a
ciphertext encrypted under one key into an encryption of the same plaintext
under another key by using a proxy. Blaze et al. [21] was the first to propose a
PRE scheme without having to learn the plaintext and secret key based on the
ElGamal cryptosystem [24]. Although this scheme is semantically secure under
the Decision Diffie-Hellman assumption in G, it suffers from several issues, such
as bidirectionality, collusion, and re-encryption key generation process.

Ivan and Dodis [22] presented a unidirectional PRE approach on the basis of
standard public key cryptosystems in which Alices secret key is divided in two
parts sk, = ski + sko and distributed between Proxy and Bob. Although this
method addressed the bidirectional problem of the first PRE scheme, it needs a
pre secret-sharing, which enforces Bob to store the additional secret key.

Ateniese et al. [23] solved the aforementioned problems and designed a unidi-
rectional proxy re-encryption method by using the bilinear maps. To prevent the
collision attack, the authors considered a master key security without requiring
the pre-sharing of secret keys between parties.

Tysowski et al. [25] extended the Ateniese method [23] and presented a
manager-based re-encryption scheme for mobile cloud computing based on the
bilinear maps. However, this method has several drawbacks, such as: consider-
ing a manager as a trusted entity to generate the public key and secret key of
all other parties, and requiring the re-encryption task by changing the group
membership.

We propose a first proxy re-encryption method for sharing data securely in
vehicular-based cloud computing. In this method, all parties are able to generates
their public and private keys. One of the main contributions of this method is
that the new user can access the outsourced data even if the data owner is
unavailable. This is because the data owner delegated the management of data
access control to the TPA by using a blinded key results in preserving the privacy
of data.
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6 Conclusion and Future Work

Secure data sharing is one of the important issues in vehicular ad hoc networks.
Although the vehicles are able to directly share the data using V2V communica-
tion in vehicular networks, this technique is inefficient. Recently, researchers have
introduced the vehicular cloud computing, which can provide several benefits for
users, such as data sharing. In this paper, we presented a secure data sharing
method for vehicular-based cloud computing using a proxy re-encryption tech-
nique. When the DO encrypts the file and outsources it in the vehicular cloud,
the data access management is delegated to the TPA by a blind version of her
key. This method also enables a new user to request the CSP for accessing the
encrypted data even if the data owner is unavailable. Future work is in progress
to consider trust management in the proposed framework.
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