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Abstract. Vehicular adhoc network allows vehicles to exchange their
information for safety and traffic efficiency. However, exchanging infor-
mation may threaten the driver privacy because it includes spatiotem-
poral information and is broadcast publicly on a periodical basis. In this
paper, we propose a context-adaptive privacy scheme which lets a vehi-
cle decide autonomously when to change its pseudonym and how long it
should remain silent to ensure unlinkability. This scheme adapts dynami-
cally based on the density of the surrounding traffic and the user privacy
preferences. According to the experimental results, the proposed scheme
demonstrates a significant reduction in traceability with a better qual-
ity of forward collision warning application compared with the random
silent period scheme.
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1 Introduction

Vehicular adhoc networks (VANET) are those networks formed among vehicles
and roadside units (RSUs) to provide diverse traffic-related and infotainment
applications. VANET is envisioned to enhance traffic safety and efficiency by
increasing the awareness of vehicles about their surrounding traffic. To attain
this awareness in real-time, vehicles are required to broadcast periodically their
current state (i.e., position, speed, heading, etc.) in authenticated beacon mes-
sages. These messages may threaten the driver location privacy when they are
collected by an external eavesdropper because the driver trajectories can be re-
identified [1]. There are many privacy schemes that suggest to preload vehicles
with a pool of pseudonyms where a single pseudonym is used at a time and
changed periodically [7]. However, it is required to change pseudonyms in an
unobserved zone in which the adversary cannot monitor the vehicle movements.
This zone is often realized by a silent period [8] or in predetermined locations
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(i.e., mix-zone) [6]. The silent period scheme lets a vehicle stop sending mes-
sages for a random period before changing its pseudonym. After this period, the
vehicle resumes broadcasting beacon messages with a new pseudonym. When
it is sufficiently long, a silent period prevents an adversary from tracking vehi-
cle movements and linking old and new pseudonyms but at the cost of safety.
Therefore, it is important to consider the impact of a privacy scheme on safety
applications to better understand this trade-off between privacy and safety.

In this paper, we propose a context-adaptive privacy scheme (CADS) that
utilizes silent period to deliver unlinkability among subsequent pseudonyms. This
scheme is a significant improvement of our recent work, context-aware privacy
scheme (CAPS) [4]. The CADS minimizes the required parameters by adapting
the internal logic according to the density of the surrounding traffic. We integrate
also the driver privacy preferences into the scheme to offer privacy constraints
only when it is needed by the driver which minimizes the costs on the safety
applications.

2 Methodology

The system and adversary models are assumed to be similar to those proposed
in [4]. We used realistic vehicle traces [9] for Cologne city and selected half an
hour for the middle 64 km2 region. The resultant traces are 19,704 where each
vehicle appears once with an increasing density ranging from 1,929 to 4,572
simultaneous vehicles in the first and last time steps, respectively. Finally, we
add a random noise of 0.5 m to positions.

For privacy evaluation, the vehicle tracker proposed in [2,3] is employed to
measure the traceability Π of vehicles as explained in [4]. Some vehicles never
change their pseudonyms during their lifetime. Thus, the normalized traceability
Πn is additionally calculated by excluding these vehicles. For the QoS evaluation
of safety applications, we employ our methodology proposed in [5] to evaluate the
impact of a privacy scheme on a forward collision warning (FCW) application. In
this method, the probability of correctly calculating the main application factors
is estimated using Monte Carlo analysis.

3 Context-Adaptive Privacy Scheme (CADS)

The CADS improves the CAPS by allowing a driver to choose low, normal or
high privacy preferences. The CADS also minimizes the required parameters
by dynamically adapting its context-awareness module according to the density
of the surrounding traffic. To optimize the scheme parameters with respect to
the surrounding traffic, we investigate the performance of the CAPS in different
densities. First, we select two relatively short sub-datasets from the realistic
vehicle traces with low and high traffic densities, respectively. Second, the CAPS
is evaluated using each sub-dataset with several parameter combinations and
obtain the resulting privacy and safety metrics. Third, the results of the sub-
dataset experiments are divided into three categories according to the achievable
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privacy. Fourth, we identify the parameters that result in the best compromise
between privacy and safety in each category. Last but not least, these categorized
parameters of each density are integrated into CADS and bound according to
the real-time vehicle density and the input privacy preference.

The CADS was evaluated in two different scenarios. In the first scenario,
all drivers select the same privacy preference whether low, normal or high level.
Figure 1(a) displays the Π, Πn and the QoS of each privacy preference. As a kind
of comparison, the measurements for the CAPS scheme of 11 s maximum silent
time are shown as dashed lines. The Π and Πn of CADS decreases when vehicles
use a higher privacy level with a concurrent slight decrease in the QoS appli-
cation. Compared to the CAPS, CADS achieves a better compromise between
traceability and QoS.
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Fig. 1. The CADS evaluation when (a) all vehicles use the same privacy preference
compared to the CAPS of 11 s max silent time and (b) vehicles use a random privacy
preference based on the specified percentages

In the second scenario, vehicles randomly select the preferred privacy level
based on given percentages. The purpose of this scenario is to confirm the
enhancement of privacy when some vehicles use a higher privacy level than
others. Each experiment is repeated five times using a different random assign-
ment of privacy preferences to vehicles. The mix of low, normal and high pri-
vacy preferences for each of the four experiments is specified along the x-axis of
Figure 1(b). Although the groups tested in the first two experiments had different
percentages of normal and high privacy preferences, we found similar (normal-
ized) traceability achievable by each group in both experiments. Furthermore,
the high privacy preference group in the fourth experiment achieves a lower trace-
ability than that achieved by the normal group in the third experiment. Also,
the high privacy group in the fourth experiment achieves a higher traceability
than that achieved by the same group in the second experiment. This result may
attributed to the major privacy preference group being low in the fourth exper-
iment but normal in the second. Regarding the QoS, we notice that it follows



POSTER: Context-Adaptive User-Centric Privacy Scheme for VANET 593

the QoS of the major group with a slight effect from the minor. For example,
the QoS in the first experiment is the same as that in the 100% high-privacy
experiment, and the QoS in the fourth experiment is similar to that in the 100%
low-privacy experiment. From all these observations, we can conclude that the
traceability is mainly affected by the configured privacy preference with a slight
effect from the surrounding traffic. However, this slight change in traceability is
compensated positively in the QoS.

4 Conclusion

In this paper, the context-adaptive privacy scheme (CADS) is proposed and
evaluated. In CADS, a driver can choose the desired privacy level and the scheme
can automatically identify the appropriate parameters that fit this desired level
based on the real-time traffic density. Based on the experimental results, CADS
reduces traceability than the CAPS does when normal or high privacy levels are
selected with a slight reduction in the QoS. In future work, we will compare
CADS with advanced privacy schemes such as mix-zones.

References

1. Emara, K.: Location privacy in vehicular networks. In: 2013 IEEE 14th International
Symposium on World of Wireless, Mobile and Multimedia Networks (WoWMoM),
pp. 1–2, June 2013

2. Emara, K., Woerndl, W., Schlichter, J.: Beacon-based Vehicle Tracking in Vehic-
ular Ad-hoc Networks. Tech. rep., TECHNISCHE UNIVERSITÄT MÜNCHEN,
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