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Abstract. Industrial plants are heterogeneous networks with different
computation and communication capabilities along with different secu-
rity properties. The optimal operation of a plant requires a balance
between communication capabilities and security features. A secure com-
munication data flow with high latency and low bandwidth does not pro-
vide the required efficiency in a plant. Therefore, we focus on assessing
the relation of security, capacity and timeliness properties of an industrial
network for overall network performance.
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1 Introduction

The goal of industrial automation is to automate the operations involved in
industrial processes with minimal or reduced human intervention. Technological
advances in terms of computing power and communication capabilities bring
operational benefits inside plants, but also increase the exposure of cyber secu-
rity attacks. Therefore, industrial automation security has constantly gained
attention over the last years both in academia and in industry. Along with cyber
security requirements on industrial plants, it is also necessary to consider other
important requirements of plants in terms of availability and timeliness. There-
fore, it is important to understand the network capabilities during network design
to avail the required network performance in a heterogeneous network system.
The network planning phase should capture the properties of the system and
identify constraints on the network to achieve an overall secure solution. In this
work, we explore how a network path can be chosen inside a plant between two
devices, where the network will consider the required levels of communication
security, capacity and timeliness. In a multi-hop heterogeneous network, data
communication between source and destination can be possible through multi-
ple paths involving devices with varying capabilities. The problem is that, some
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devices can score high on one particular performance parameter, whereas, score
very low on other performance parameters. If the decision of choosing a flow
path between a source and destination is done based on one performance crite-
ria only, such as, security or path reachability or link capacity, then one segment
of a network may be overloaded.

There is a set of work where different models are used to assess network secu-
rity. Security monitoring and incident modeling by combing automated analy-
sis of data from security monitors and system logs with human expertise is
shown in [1]. There are some research on attack graph construction and perfor-
mance evaluation [2]. in [3], two layers attack graph is proposed. Attack models
also can be used to assess network security. A hierarchical attack representation
model is proposed in [4], where a two-layer hierarchy is proposed to separate the
network topology information from the vulnerability information of each host.
A ranking scheme to identify a relevant portion of the attack graph is proposed
in [5]. In [6], a framework for an experimentation environment for network indus-
trial control system is proposed which can reproduce concurrently physical and
cyber systems. Most of these work focus on run-time analysis of network traffic
or generate attack graphs. In this paper, we provide a model which can be used
during network design to identify optimized network paths.

2 Proposed Idea

To assess security, capacity and reachability for heterogeneous industrial net-
works, we propose to analyze the systems globally, identifying flow paths based
on application requirements and directing resources efficiently to increase the
confidence in the system. For an efficient flow path estimation, our model requires
the topology of the system along with the performance related attributes as
input. The key performance indicators required for successful operations of a
network are also identified. Once we have a mathematical model, then we can

Fig. 1. Architecture for Secure and Robust Path Identification



POSTER: An Approach to Assess Security, Capacity and Reachability 579

individually analyze the effect of each key performance indicator on a network
flow. Based on this analysis, we can study the effects of a local performance
indicator of each node on the global performance indicator of a flow path keep-
ing overall security, capacity and timeliness in the system. This helps us to rank
the each communication flow path based on the key performance indicators of
the network. This information is useful when designing a plant with a service
level agreement. Figure 1, presents the architecture of the component required
for path identification.

3 Results

Figure 2 shows the result from our proposed model. We apply the proposed idea
on an example network to analyze the network flow value. We consider a small
network and estimate the flow value of each flow path. Then we present how the
flow value between two devices changes based on the change in local performance
metrics node assurance value, link capacity and hop count.

We can see from the graph that with an increase of node assurance value the
flow value gradually increases until the node assurance value reaches maximum
allowed limit. With the increase of link capacity, the flow value increases until it
reaches the minimum of the rest of link capacity set in the flow path. Once the
link capacity reaches the minimum of the set, there is no change in the flow value.
The increase of hop count decreases the flow reachability and in turn decreases
the flow value.

Fig. 2. Change in Flow Value with change in Node Assurance Value, Link Capacity
Value and Hop Count
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4 Conclusions

We introduce a concept to balance secure, high capacity and reachable flow
path in a heterogeneous industrial network during planning phase. We use the
concept of flow awareness value to determine the trustworthiness of a network.
This value is a probabilistic measure of confidence in the security properties of
devices and communication flows. The flow awareness value captures the risk of
a flow path getting affected from the nodes in the flow path. We also introduce
the concept of link bandwidth and hop count to model the flow capacity and flow
reachability. This model can assist plant operators to rank each communication
flow path based on security, capacity and reachability. We have observed that,
if there is a bottleneck with a low capacity link in the network, the increase of
trustworthiness of nodes will not improve the flow path value. Similarly, if we
have a high number of intermediate nodes with low capacity and high security
between the source node and destination node, we might not get a high rank flow
path. This type of information is useful when designing a plant with a service
level agreement.

In this network model, we do not consider the throughput of the system which
can be an average rate of successful message delivery over a communication link.
This throughput can only be available to the network operator during run-time
when the message sending rate is also available along with the fixed topology.
Therefore, we need to analyze the working flow paths rather than all possible
flow paths. Then we can validate the performance of a network after choosing
the identified flow path as described in our model. We plan to explore this option
in our next work.
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