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Abstract. Along with the rapid development of Internet, accessibility
has become one of the most basic and important requirements for Inter-
net service. Service resource, the knowledge that can help users get access
to the service finally, is the focus of accessibility confrontation between
the adversary and Internet services. Most of current resource distrib-
ution strategies adopt the “many access points” design and limit the
number of service resources distributed to any user. However, current
design is vulnerable to enumeration attack where an adversary can enu-
merate many service resources under the disguise of many pseudonyms
(Sybil identities). To mitigate this challenge, an adaptive resource dis-
tribution strategy based on trust management is proposed in this paper.
Under this strategy, user’s trust is adjusted according to his behavior.
Both client puzzle and the resources assigned to the user are dynamically
generated according to his trust value. Simulation result indicates that,
this strategy can distinguish honest users from adversary Sybils, thus
increasing the difficulty for an attacker to enumerate service resources
while ensuring access to service for honest users.
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1 Introduction

Along with the rapid development of Internet, cyber space has become a new
competition field between users, business competitors, or even countries. There-
fore, we need to extend the concept of service accessibility, the “ability to access”
and benefit from some system, to Internet field, trying to improve users’ ability
of accessing Internet service under restricted Internet environment. In practice,
attacks and defense methods aiming at service accessibility can be found from
various areas in both academic and industrial fields. With the help of a DPI
system, an adversary can identify its target based on communication relations,
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communication contents or even communication behaviors between users and
Internet services. Once the targets are identified, the adversary can prevent users
from accessing them with the help of many effective methods [2]. As for the ser-
vice provider, proxy is the primary and widely adopted method to fight against
this process. To relieve the threats of these new technologies, the adversary has
shifted their target from Internet services to the proxy systems.

The accessibility confrontation between the adversary and proxy provider
can be viewed as a competition for service resources — the adversary aims to
identify them while Internet services try to protect them from being discovered
by the adversary. The term “resource” here refers to the knowledge that can
help users get access to the service finally, such as IP address, proxy, URL,
etc. Though various distribution restrictions [3,6,7] are adopted in the design of
proxy systems, these is still a challenging problem in the resource distribution
process: the service should make it easy for users to learn enough knowledges
while preventing adversaries from enumerating them in the same way. This paper
presents an adaptive resource distribution strategy to conquer this challenge.
This strategy consists of two component: (i) the trust manage system adjusts
users’ trust values according to their different behavior modes; (ii) the adaptive
resource distribution strategy can assign resources to users and adversary Sybils
dynamically according to their trust values. Experiments show the effectiveness
of this strategy in improving service accessibility under enumeration attacks.

2 Problem Statement and Accessibility Metric

Most real-world systems assign resources to users with some restrictions and
principles. For example, anonymous communication systems like Tor [4], JAP
[1] and covert communication systems like Infranet [5] have a trusted resource
management center. All resources in the system are assigned to users by the
centralized distributor with a few restrictions. We summarized the resource dis-
tribution problem under enumeration attacks as shown in Fig. 1. There are two
types of players: a distributor, who acts as a trusted center that knows the com-
plete list of resources and distributes resources to users; users, who request and
get resources form the distributor. Each user plays the role of either an honest
user or an adversary Sybil. Compared with the honest users, adversary Sybils
tend to attack resources they got rather than using them.

The interaction between the system and users contains two phases: (i)
Resource Distribution. Users send resource request to the distributor and
obtain a few resources from it. We use R = {ry,r2,---} to denote all resource
in the system. R; = {r;,,7,, - ,7i_} is the resource set u; gets from the dis-
tributor. w is a distribution parameter, representing for the number of resources
distributed to each user. (ii) Using or Attacking. After obtaining resources
from the distributor, an honest user will utilize these resources while the adver-
sary will attack them and make them unreachable. As a result, the resource in
the system can be divided into two classes: reachable resources and unreach-
able resources. Unreachable resources is resources that have been discovered and
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Fig. 1. Resource distribution under enumeration attack

blocked by the adversary. Only reachable resources can help users get access to
the service.

Accessibility is the ability to get access to the service. Actually, an honest user
u;’s availability of accessing the system depends on the reachability of resources
he gets from the distributor. Let P, to denote the probability that there exists
at least one reachable resource in R;. Then, from the perspective of the honest
user u;, accessibility of the infrastructure can be given by (1).

w

Acc(u;) =1 — H (1- P’rij)7 T, € Ry (1)

j=1

From the equation we can observe that, accessibility improvement and
enumeration-resistance is two conflicting goals for resource distribution strate-
gies that treat honest users the same way with Sybils.

3 Adaptive Resource Distribution on Trust Management

3.1 Strategy Overview

To tackle the challenges presented above, we presented an adaptive resource
distribution strategy based on trust management in Fig.2. As shown in the
figure, this strategy consists of two components:

— Trust Management. Trust management is the basis of the proposed adaptive
resource distribution strategy. It assigns a trust value to each user and update
this value dynamically according to that user’s behaviors.

— Adaptive Resource Distribution. The adaptive resource distribution compo-
nent assigns different resource to different users according to their trust values.

Trust Management. Trust management component consists of two basic func-
tions: trust initialization and trust update. The initial trust value of the new user
is determined by the trust values of users who invite him. And trust management
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Fig. 2. Adaptive resource distribution strategy based on trust management

component also updates their trust values according to users’ behaviors. It can
distinguish honest users from Sybils by their trust values, i.e., the trust values
of honest users should be higher than that of attacker pseudonyms,

Adaptive Client Puzzle. The ultimate goal of adaptive client puzzle is to
justify the price of resource request: providing honest users an easy puzzle while
giving attacker Sybil a hard one.

Adaptive Resource Selection. The possibility of a user receiving reachable
resources is positively correlated with its trust, thus limiting adversary’s enu-
meration attack while ensure accessibility for honest users.
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Fig. 3. Comparing traditional resource distribution and adaptive resource distribution
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4 Accessibility Evaluation

We simulated the proposed adaptive resource distribution strategy as well as a
classic traditional resource distribution strategy. The service is supposed to have
been running for a long time before adopting our strategy. We set the adversary
Sybil percentage to be 10 %, i.e., 10 % of users in this system is adversary Sybils,
leaving 90 % to be honest. Figure 3 compares the traditional resource distribu-
tion strategy with adaptive resource distribution from the aspect of accessibility.
When using a random resource distribution strategy, the probability of receiv-
ing reachable resource is the same for both honest users and adversary Sybils.
However, under the adaptive resource distribution strategy, honest user can get
a higher accessibility than adversary Sybils. Furthermore, the accessibility of
honest users under the proposed strategy is higher than that under traditional
distribution strategy; and the accessibility from Sybil’s view under the proposed
strategy is much lower than that under random resource distribution strategy.
Figure 3 validated the effectiveness of the proposed strategy: it can improve ser-
vice accessibility for honest users while relieving adversary’s enumeration attack.

5 Conclusion and Future Work

Based on the analysis of traditional resource distribution strategies, this paper
proposed a model and formalization of the resource distribution problem. In
order to further improve accessibility, an adaptive resource distribution strategy
based on trust management is proposed. Simulation results show the effectiveness
and wide applicability of this strategy in improving the accessibility of Internet
services under enumeration attacks.
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