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Abstract. With the advent of BYOD (bring your own device) environment
where personal mobile devices are used in work, companies began introducing
NAC and MDM systems to prevent the leaks of, to access control and to
efficiently manage confidential information. However, NAC and MDM access
control policy is uniformly applied to users, and thus BYOD is not being
actively introduced as of current where security threats exist as a result of
frequent device loss and theft as well as low security level. Therefore, flexible
policy setting and control method through personalized information collection
are necessary. This study discusses the definition of context information and a
method to collect the information to detect users’ abnormal behaviors consid-
ering the diversity of devices used and connection environments for BYOD.
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1 Introduction

As the use of various mobile devices, such as smartphone and tablet PC, is increasing
as a result of wireless communication technology advancement in recent times, the
scope of mobile device use is expanding from simple personal communication to
corporate work processing.

Accordingly, companies have introduced a working environment using mobile
devices in order to improve their work productivity. They purchased and supplied
devices in order to break away from closed working environment and, accordingly, to
realize a working environment using mobile devices. However, it was not activated due
to difficulties in device management and maintenance arising from device loss and
changes as well as purchasing cost.

Recently, the concept of BYOD (bring your own device) is drawing attention as a
new corporate working environment because of changes in working environment to use
personally owned mobile devices [1]. BYOD environment is where individual
employees work by accessing internal corporate data using their personal mobile
devices, such as laptop computers, tablet PCs and smartphones. It is anticipated to
produce work productivity improvement and cost reduction effects.

As convenience was improved as a result of the advent of BYOD, a new IT
environment, the instances of personal devices accessing internal corporate
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infrastructures increased and this led to such security issues as corporate data leaks.
Personal devices are easily exposed to loss, theft and attacks as a result of their low
security level and thus it has been investigated that accesses to and attacks on internal
corporate infrastructures through personal devices are occurring frequently.

For BYOD security, NAC (network access control), a network access control
security equipment, and MDM (mobile device management) for mobile device control
are being proposed. However, these methods are subject to limitations. NAC controls
users through authentication at the time of access to internal corporate infrastructures.
However, it does not interfere with user behaviors after the authentication. In case of
MDM, it is a method to install a corporate security program in personal devices, and
thus to monitor and control the devices. It generates a sense of rejection among users,
however, and thus does not conform to the direction pursued by BYOD.

Therefore, to respond to various situations that can occur in BYOD environment,
methods for abnormal behavior detection and control through device and user identi-
fication are necessary.

In this paper proposed context information composition and collection method to
create patterned information and detect abnormal behaviors based on user and device
characteristics and diverse environmental elements. The proposed method is to orga-
nize captive portal for the existing corporate network access control, to administer user
identification and context information collection/analysis through mirroring of traffic
for service use and thus to pattern user behaviors. Using information created as such,
abnormal behaviors are examined independently for individual users that display dif-
ferent patterns of use [5].

Technology trend for internal corporate infrastructure protection in BYOD and
smart work environment and the method of context information collection are analyzed
in Sect. 2 and the proposed method is described in Sect. 3. In Sect. 4, plans for applying
the proposed method to BYOD environment and the direction of studies to be pursued
in the future are discussed.

2 Related Work and Research

NAC security technology targeting BYOD environment controls network accesses by
inspecting whether or not user’s devices satisfy security policy standard before they
access the network.

NAC blocks access to the network of infected PC in order to prevent the spreading
of malicious code in corporate network. At present, wired and wireless integrated
security functions, such as IP-based access control, authentication by mobile terminal,
terminal security and integrity verification, are provided. However, as the main purpose
of NAC is to control user authentication and access, it lacks the function to detect and
respond to abnormal behaviors of users or devices after network access. In addition, it
centers on the registered user authentication, and thus the functions for device
authentication/management are insufficient [6, 7].

As such, BYOD environment is subject to a special security requirement to protect
corporate data through isolation of users displaying abnormal behaviors in addition to
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the ensuring of work continuity and the use of various personal devices. Therefore, it is
impossible to solve security issues in BYOD environment using NAC solution only.

MDM technology provides the functions for device registration/management,
suspension of the use of lost devices and device tracking based on administrator
authority in a remote location for powered-on mobile devices anytime, anywhere using
OTA (over the air) [8].

There are also problems in MDM system-based access control, which provides a
function to directly control personal devices in BYOD environment. MDM is an
application in itself. Therefore, it is difficult to control and monitor accesses made by
other applications. In addition, it is impossible to analyze behaviors in relation to
network data of mobile devices. Most of all, users feel reluctant about MDM agent
installation in their personal devices out of fear for violation of their privacy, and thus
the system distribution and diffusion are difficult to achieve. At the same time, it is
subject to an increase in the cost for continuous version management on various
terminal devices.

3 Proposed Method

The proposed method is for context information that can be collected for abnormal
behavior detection in BYOD and smart work environment and it outlines the structure
and operating method of a system to collect the context information.

The overall system structure is as shown in Fig. 1. Context information is collected
based on the user’s captive portal connection and network traffic information, and thus
the user’s profile is created. The patterned information created as such is used in
deciding users’ abnormal behaviors. Users and devices detected of abnormalities are
controlled real-time.

3.1 Context Information Collection System Structure and Operation

In BYOD environment, a technology to collect context information based on network
independent of the types of users’ devices is necessary. The proposed system is of a

Fig. 1. Security system in BYOD and smart work environment
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structure to administer mirroring on corporate network access traffic and categorizes
users based on the connection IP. Context information is collected at the time of
network access, use and termination separately. When user accesses corporate network
using his or her personal mobile device, a captive portal linked to the company’s
authentication server is accessed. In this case, browser information and User_Agent in
HTTP packet are analyzed, and thus the access context information is collected.

Fig. 2. Context information collection system configuration

Fig. 3. The data process of the proposed method
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Following the access, context information is collected using periodic network traffic
that occurs during the course of using company’s internal service. If network use is not
detected for a set period of time, context information for termination is created (Fig. 2).

3.2 Detailed Elements of Context Information

In BYOD environment, context information, such as user, device and connection
environment information, is defined and the collected information is patterned to
identify various personal devices used and the network access environments. User
information includes user ID and authority, and device information consists of such
information as MAC, OS, browser, device type and model name. As for connection
environment information, it is divided into location of access, access time, access
network and accessed service. The context information categorized as such is used in
deciding abnormality following behavior patterning for each user in terms of who,
when, where and what and also as data for policy application (Fig. 3).

4 Conclusion

As a result of BYOD and smart work system diffusion and distribution, a flexible
security method has become necessary in an environment for business operation
through internal corporate system access using personal mobile devices. It has become
possible to create different behavior patterns by collecting meaningful information in
user environment as well as mobile device information and user identification values.
Through this, the establishment of various security policies rather than uniformed
policy application has become possible. In this study, a system to compose and collect
context information for user behavior patterning based on the collected information has
been suggested by breaking away from the existing system, which is to apply security
policies to the existing network traffic only. This system can be used in deducing the
possibility of behavioral elements occurring in various environments, and thus in
detecting abnormal behaviors.

The use of BYOD environment will continue to increase in the future and,
accordingly, it is necessary to prepare the related security technologies. A further study
will be conducted on the methods to enable more diverse information collection and
user behavior element definition necessary for user identification.
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