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Abstract. Healthcare services based on the Internet of Things (Health-IoT) has
great potential. The popularity of intelligent mobile medical devices, wearable
bio-medical sensor devices, cloud computing and big data analysis have dra-
matically changed the usage pattern and business rule of Health-IoT. The rapid
development of mobile solutions towards Health-IoT contains the risk of
security and privacy. In this paper, a comprehensive trustworthy mobile solution
based on architecture modeling with fuzzy-set theory towards Health-IoT is
proposed. In particular, the solution is an semantics-based and fuzzy set theory
mechanism to calculate trustworthiness for every stakeholders in mobility
ecosystem for Health-IoT. An analytic methodology is presented backed with
theoretical metrics and evaluated experimentally. The feasibility of the imple-
mented about trustworthy mobile solution Health-IoT has been partly proven in
field trials.
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1 Introduction

The rapid development of modern Information and Communication Technologies
(ICTs) has led to a new circumstance of the social environment. The Internet of Things
(IoT) is heterogeneous Internet-based information architecture in the wave of devel-
opment [1]. The IoT connects all the ordinary physical objects to the Internet through
kinds of information perception devices. The perception devices in IoT are able to
exchange information with each other, and ultimately achieve the goal of intelligent
recognition, locating, tracking, monitoring and management [2].

The mobile device based on IoT has been widely used as a pervasive healthcare
gateway that collects data from the medical devices. Several connected healthcare
devices like body fat analyzer, blood pressure monitor, ECG and etc., have been used

Kai Kang, he is with School of Software Engineering, Beijing University of Posts and
Telecommunications; Key Laboratory of Trustworthy Distributed Computing and Service (BUPT),
Beijing, China (e-mail:onefish@126.com).

© Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2015
R. Giaffreda et al. (Eds.): IoT360 2014, Part I, LNICST 150, pp. 217–222, 2015.
DOI: 10.1007/978-3-319-19656-5_31



in conjunction with the mobile gateway of IoT [3–5]. Plenty of the mobile applications
afford constant monitoring service of patient’s symptoms and needs, enabling physi-
cians to diagnose and monitor health problems wherever the patient is, either at home
or outdoors.

Mobile solution for healthcare on the basis of IoT (mHealth-IoT) offers a unique
opportunity to tailor and customize care services for individual patients health needs
and behavioral attributes. With the convenience of mHealth-IoT, rapidly increasing
demands of daily monitoring would be satisfied. However, the security and privacy risk
is increasing rapidly due to its armature. In order to develop and integrate effective
ubiquitous sensing for healthcare, trustworthiness as an important design goals should
be taken into account in future mHealth-IoT [6].

In this paper, to tackle with the risk of security and privacy emerging in mHealth-
IoT, a trustworthy mobile solution is proposed. Trustworthy fuzzy set theory evaluates
trustworthiness of stakeholders in ecosystem are discussed.

The rest of this paper is organized as follow: some related works are summarized in
Sect. 2, theoretical method for evaluation of stakeholders is presented in Sect. 3, and
conclusion and future work are discussed in Sect. 4.

2 Related Works

Generally, an IoT system could be decomposed into three layers, which are sensor
(recognition) layer, network (transformation) layer and application (services) layer.
Traditional strategies, such as access control, are no longer suit for resolving security
and privacy issues of distributed system because of their centre-dependence and poor
scalability.

Trust is a multidimensional, multidisciplinary, and multifaceted concept. Common
to these definitions are the notions of confidence, belief, and expectation on the reli-
ability, integrity, ability, or characters of an entity. To reduce and solve the risk, a
number of literature articles in terms of trust management in IoT domain were pub-
lished. A trustworthy IoT system or service relies on not only reliable cooperation
among layers, but also the performance of the whole system and each system layer with
regard to security, privacy and other trust-related properties. Ensuring the trustwor-
thiness of one IoT layer (e.g., network layer) does not imply that the trust of the whole
system can be achieved.

Trust management (TM) plays an important role in IoT [7]. It enhances user pri-
vacy and information security, and improves quality of services. A trustworthy
mHealth-IoT should consist of reliable mobile devices, provides secure communica-
tions, and preserves users’ privacy, part or all of the ways to gain user trust. In this
paper, a trustworthy mHealth-IoT is present in order to illustrate what trust properties
should be enhanced in order to achieve holistic trust management.

A number of studies pay special attention to TM in IoT. The main issues focus on
the following aspects: Secure framework and architecture [8, 9]; Secure data trans-
mission and communication [10, 11]; Privacy preservation [12, 13].Yan et al. [14]
reviews and summaries the existing work as eight taxonomies: Trust Evaluation, Trust
Framework, Data Perception Trust, Identity Trust and Privacy Preservation,
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Transmission and communication Trust, Secure Multi-Party Computation, User Trust
and Application Trust. In the domain of Health-IoT, Pang et al. [15–17] establishes
special ecosystem for Health-IoT, and design a trustworthy in-home medication
management solution. Yang et al. [18] upgrades the solution above and implements a
comprehensive intelligent home-based platform for iHome Health-IoT. Kang et al. [18]
proposes a security and privacy mechanism for rural areas in China towards Health-
IoT. Their works do not attach importance to the capability of mobile devices in
Health-IoT. In another word, mobility of “things” (e.g. mobile medical devices and
mobile terminals) is not the kernel part of Health-IoT. Kang et al. [20] proposes an
innovative ecosystem and model for Health-IoT. In his study, a mobile application
market ecosystem is described, notion of application trustworthiness is defined, case
study and experiment is implemented. He depicts a fundamental solution for mHealth-
IoT in the view of security and privacy. However, the role of mobile terminal has not
illuminates clearly; theoretical method and measurement for trustworthiness is difficult
to utilize in mHealth-IoT. With advantage of his study, considering stakeholders, a
trustworthy mHealth-IoT is proposed in next section, which focuses on the evaluation
for stakeholders.

3 Trustworthy mHealth-IoT

A trustworthy mHealth-IoT should be operating in particular ecosystem, which consists
of trustworthy devices and trustworthy services. In the ecosystem, many roles in dif-
ferent society domains are involved. The theory of ecosystem was introduced:
“Products and services mainly flow from means providers, through service providers,
to end users. Payments (obligatory or optional, depending on different cases) flow back
from end users, through financial sources, to the means providers and service pro-
viders. Thus a close-loop is established. It is exactly the “close-loop” feature that
makes the ecosystem economically sustainable. Win-win cooperation is enabled only if
every stakeholder’s benefit is guaranteed” [21]. In the ecosystem, many roles in dif-
ferent society domains are involved. The major stakeholders in the ecosystem as fol-
lowing: Healthcare mobile service providers; Healthcare financial sources; Content
providers; Telecom operators; Mobile devices providers; Mobile medical devices
providers; Mobile application broker and etc. [18, 21]. In this section, a trustworthiness
evaluation for every stakeholder is proposed based on Sugeno Integral of fuzzy set
theory.

3.1 Trustworthiness Evaluation for Stakeholders

In the view of TM, traditional solutions for Health-IoT, spend much effort to solve
problems at some points, such as recognition, transformation, storage, processing and
etc. All the key points belong to different stakeholders in ecosystem. Evaluating the
trustworthiness of stakeholders in ecosystem is a direct way for build up a trustworthy
mHealth-IoT. Stakeholder is abstract concept; it is difficult to calculate its trustwor-
thiness directly. Sugeno Integral [22] always is used for evaluating reputation and
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trustworthiness in TM. Hence, it helps us to solve the problem about trustworthiness
evaluation for stakeholders.

Definition 1. Assume measurable space ðX;XÞ, h : X ! ½0; 1� satisfying the following
conditions:

(1) mð;Þ ¼ 0;mðXÞ ¼ 1;
(2) A�B ) mðAÞ�mðBÞ;
(3) hk ¼ x 2 X : h xð Þ� kf g, whenever k 2 0; 1½ �.

h is measure function.

Definition 2. Assume that the X;X;mð Þ is a fuzzy measurable space, A 2 X;X ¼
x1; x2; � � � ; xnf g; h : X ! ½0; 1�

The Sugeno integral for h is:
Z
A
h � m ¼ sup

A2 0;1½ �
min k;m A\hkð Þf g ð1Þ

whenever satisfying the condition: h xið Þ� h xiþ1ð Þ; 1� i� n� 1.
The Sugeno integral for h is:Z

A
h � m ¼ max

i2 1;2;���;nf g
min h xið Þ;m A\Xið Þf g ð2Þ

Attributes for stakeholder should be mapping to X in measurable space ðX;XÞ.
x stands for attribute in X. m A\Xið Þ denotes as measure. Different people or institutions
can describe degree of importance for each attribute denotes as h(x). In this paper, the
result of Sugeno Integral with attributes and measurements is equivalent to the trust-
worthiness of stakeholders. Trustworthiness evaluation for mobile medical device
provider as an example is explained.

To simplify the condition, four attributes are mentioned for mobile medical device
provider. The formula description is shown as following:

x1 product qualityð Þ;
x2 research abilityð Þ;
x3 enterprise scaleð Þ;

x4 enterprise reputationð Þ

ð3Þ

The value of them is calculated by questionnaire survey.
If someone evaluates mobile medical device provider for each attributes, the result

should be:

h xið Þ ; i ¼ 1; 2; 3; 4 ð4Þ

The trustworthiness for mobile medical device provider is shown as following:
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Z
A
h � m ¼ max

min h x1ð Þ;m Xð Þf g;
min h x2ð Þ;m x2; x3; x4f gð Þf g;
min h x3ð Þ;m x3; x4f gð Þf g;
min h x4ð Þ;m x4f gð Þf g

8>>>><
>>>>:

9>>>>=
>>>>;

t is short for trustworthiness for every stakeholders, and w represents weights. The
trustworthiness for mHealth-IoT is:

T ¼
P
n
t � w
n

ð5Þ

4 Conclusions and Future Works

A trustworthy mobile solution based on architecture modeling with fuzzy-set theory
towards Health-IoT is proposed. Fuzzy set theory and mechanism help people to
calculate and evaluate trustworthiness of stakeholders. A trustworthy mobile solution
for Health-IoT is still on trial, the details and experiments is taken into consideration in
future works.
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