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Abstract. With the rapid development of smart home, it becomes essential to
study techniques to safeguard the home area network (HAN) against various
security attacks. In this paper, a smart home network simulation testbed has
been developed for security research in this area. It is designed to feature high
fidelity, cost-effectiveness and user-friendliness. The testbed enables users to
specify the HAN network topology, communication protocols and appliances,
as well as develop security mechanisms such as information flow tracking. For
the evaluation purpose, two security mechanisms were implemented on the
testbed and their effectiveness against attacks is studied using the developed
testbed.
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1 Introduction

With the development of the Smart Grid and sophisticated network technologies, it is
possible that intelligent information services can be enabled in a household environ-
ment. Smart home provides high-quality services to the users by deploying smart
devices in the home area network (HAN), through which the Smart Grid connects
with the consumers. ZigBee is the most popular network protocol used in the
HAN thus far, which is a specification for a suite of high level communication proto-
cols used to create personal area networks built from small, low power digital
radios [1], [2].

However, the problem of cyber security becomes more and more important as the
home becomes smarter, because malicious attacks may bring a significant impact to
the HAN environment. For instance, attackers may obtain the control authority of the
smart home through a well-designed attack. Under this condition, he or she can con-
trol all the appliances in the home, which may cause more serious consequences such
as changing the room temperature or increasing the electricity consumption. Although
the ZigBee protocol provides some security mechanisms, it is not sufficient to meet
the security requirements of the smart home network. And advanced network security
mechanisms should be deployed in the smart home network. In order to evaluate these
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security mechanisms effectively, a smart home network testbed needs to be created
which can support the experimentation of HAN security mechanisms. However, it
will be costly to build and maintain a real smart home environment; therefore, we aim
at building a cost-effective simulation testbed in this study.

In this paper, a smart home network testbed simulation environment is created.
Two security mechanisms are implemented in this testbed to show that it can support
the research on the HAN security mechanisms.

2 Possible Attacks in the Smart Home Communication
Environment

In the smart home communication network, four types of attacks may occur, includ-
ing radio jamming attack, device impersonation attack, replay attack and non-
repudiation attack.

2.1 Radio Jamming Attack

Radio jamming is the process of transmission of radio signals that disrupt communi-
cation by decreasing the signal to noise ratio. A radio jamming attack can cut off the
communication or result in a very high latency between the sender and the receiver.
During the data packet transmission, the packet will be damaged in a jammed com-
munication medium before it is received. A jamming attack can be launched by
transmitting a constant stream of data in the same channel. In a smart home commu-
nication environment, this type of attack can delay the communication between the
smart meter and home appliances for a long period of time.

2.2  Device Impersonation Attack

In an HAN environment, some advanced malicious devices can bypass the authentica-
tion mechanism and obtain the right of communicating. Then, they may disguise as
any device in the HAN, which can lead to malicious data being logged into the HAN
communication environment. If the malicious devices disguise itself as the smart
meter, it will get the control rights of the HAN and can send the malicious control
commands to all the home appliances, which may lead to undesired consequences.
For instance, some appliances can be shut down unusually or the load of some appli-
ances can be set too high. Additionally, if the malicious devices disguise as the home
appliance, it may send the malicious data to the smart meter, which may cause ab-
normal operations such as losing control to the home appliances, no response to some
requests from the home appliances or the smart meter turned off abnormally.

2.3  Replay Attack

A replay attack is the network attack in which the same valid message is resent
or delayed maliciously or fraudulently. This type of attack is usually launched by
the third parties. In the HAN communication environment, the attacker can intercept
the authentication information of home appliances with the smart meter through a
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network monitoring tool. And then, the attacker can resend it to the smart meter. As a
result, the attacker may invade the HAN successfully, which may cause the smart
meter to overload. If the attacker launches the replay attack by controlling a home
appliance, it may lead to the damage of the appliance by untimely activation.

2.4  Non-Repudiation Attack

Non-repudiation means that when a user uses or accepts one service, he or she cannot
claim that the service is not used by him or her. In a smart grid communication envi-
ronment, non-repudiation attack occurs when a customer denies using any service
from the utility. In an HAN, the smart meter is controlled by the utility. The utility
provides some necessary services to the HAN smart meter such as electricity real-
time prices. The customer can deny the service of electricity real-time price in a smart
meter by launching a non-repudiation attack, which may lead to economic losses for
the utility companies.

3 Related Work

Previous research on the smart home simulator has been focused primarily on saving
energy [3], [4]. A research to improve energy efficiency for smart building is present-
ed in [5]. Some of them focus on the real home automation applications based on the
sensors [6] and the method to create a test-bed for smart home [7], [8]. Some of the
research work focuses on the smart home control systems [9], [10]. The machine to
machine (M2M) network technology and its application in some areas such as
healthcare and energy management are presented in [11] whose contribution is not
only on the security issues of M2M network, but also on the quality of service and
energy efficiency. Relatively little work has been done on how to create a smart home
simulation platform for studying various security mechanisms in the HAN. Most of
the current simulators for network simulation cannot meet the requirements for simu-
lating a smart home environment with communication security mechanisms.

In [12], the authors carried out a research on several reality models to build a simu-
lation platform for analyzing the network performances of the HAN. But, it primarily
focuses on the network simulation of the HAN, and the security for the HAN is not
considered in the study.

In [13], the authors present a multi-purpose scenario-based simulator for smart
home. This simulator provides the ability to design the house plan and different virtu-
al sensors and appliances. As a whole, this simulator can be good at simulating sen-
sors and the appliances in the smart home. But the communication security is not
considered in this smart home simulator.

In [14], the author presents a smart home simulation tool for energy consumption
and production. This tool can give a graphical modeling platform of a smart home
energy consumption based on the weather and energy price data input by the users.
This simulation tool is good at simulating the energy consumption of a smart home.
Nonetheless, as most of the smart home simulators, the network security mechanism
in the smart home is not considered in the simulator.
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4 Requirements of the Smart Home Network Simulation
Testbed

Some key components are essential for building a smart home network simulation
testbed for cybersecurity research. As shown in Fig. 1, there are four key components
in a smart home environment, including the network module, control center module,
home appliance module and security module. The control information is shown by
green arrows and the status information is shown by yellow arrows. Control center
can receive status information from home appliances and send proper control infor-
mation to the appliances through the smart home network. The security module can
secure the data transmission. The key design requirements and characteristics of the
four modules are described later.
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Fig. 1. Key Modules in Smart Home Network

4.1 Smart Home Network Module

The type of a smart home network can be wired or wireless. Wired communication is
the fastest and most secure mode of the communication. But the cost for cabling and
change in the existing structure of smart home needs to be considered. The wireless
communication has an advantage over the wired communication since the wireless
network is easy to install and configure in an HAN environment. The existing struc-
ture needs fewer modifications when the wireless communication is installed.

Various wireless technologies can be used for implementing a smart home network
module such as Bluetooth, Wi-Fi (IEEE 802.11) and ZigBee (IEEE 802.15.4). From
the comparison of these technologies, ZigBee is considered to be most suitable for the
communication in the HAN of the smart grid. Because the master-slave architecture
of Bluetooth has a limitation that only seven slaves can be added in a piconet, which
is a constraint to the smart home network structure. The radio launched by Wi-Fi
consumes a large amount of power. If Wi-Fi is used in the smart home network struc-
ture, batteries replacement in battery-operated home appliances may be required fre-
quently. Compared with other wireless technologies, ZigBee provides a sufficient
data rate for smart home network communication. Its radio consumes less power than
other wireless technologies. In the simulation testbed, ZigBee protocol will be provid-
ed, and other communication technologies will be incorporated to fulfill the require-
ments of different users.



140 J. Tong et al.

4.2 Control Center Module

The smart meter is the control center of an HAN environment, which is different from
the traditional meter. The traditional meter in a house only collects the data of energy
consumption of the home. There is no communication functionality in a traditional
meter. For a smart meter, it can not only collect the energy consumption data of the
whole house, but also indicate the energy consumption data of every home appliance.
There are also some important network functions in the smart meter such as sending
control commands to the home appliances, receiving the service information from the
utility, collecting the feedback information from the home appliances in order to mon-
itor their status, and providing the real-time electricity price to the customer. The
communication between smart meter and home appliances is the single-hop commu-
nication. Because the smart meter needs to communicate with and control all the
home appliances, the network type must be multi-channel.

4.3 Home Appliance Module

The biggest difference between home appliances in an HAN and traditional ones is
that in an HAN they are controlled by the control commands sent from the smart me-
ter through the home network environment. The traditional home appliances are con-
trolled by using their switches. In a smart home, there may be no control switch on
every home appliance. Instead, they are controlled by the smart meter through the
HAN. Therefore, the network components of the sender and receiver need to be added
to every home appliance in order to send their status to the smart meter and receive
the control commands from the smart meter respectively. The type of the communica-
tion between every home appliance and the smart meter is single channel. The real-
time status of the home appliances needs to be monitored by the smart meter. Some
special home appliances like air-conditioners and heaters have multi-level power
modes and can work under different modes. For these appliances, the smart meter can
send different control commands to change their working modes.

4.4  Security Module

Network communication security is important to the smart home. In the testbed, a
security module is designed so that users can develop their own security policies by
using this module. The security module can have multiple security mechanisms, such
as the information security checking mechanism and security label mechanism. These
mechanisms can make the information flow secure during their transmission among
the control center module, network module and home appliance module. The security
module is embedded in all the other three modules. For instance, the control infor-
mation will be checked by the security mechanisms of the security module before
they are sent to the home appliance module through the network module. It will be
sent after making sure that the data packet is legitimate.
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5 Design and Implementation of the Smart Home Network
Simulation Testbed

Based on the requirements of the simulation testbed, our simulator should be able to
simulate the smart meter, various smart appliances and the HAN. Matlab/SimuLink
provides a comprehensive tool to achieve the desired objective. It is able to simulate
the power flow and communication flow in the smart home environment. For the
communication network, TrueTime toolbox was used to facilitate the simulation of
network protocols in a HAN. TrueTime is an add-on in Matlab/SimuLink, useful for
real-time modeling of SimuLink models [15]. This toolbox facilitates co-simulation of
controller task execution in real-time kernels network and transmission. It is devel-
oped in C++ language. One of its useful features lies in the network simulation in-
cluding Ethernet, CAN, WLAN and ZigBee. Nonetheless, the TrueTime toolbox does
not provide any security mechanism when a network control system is created. In
order to facilitate the HAN security study, additional security models should be added
on top of TrueTime toolbox. Based on TrueTime, smart home networks with user-
specified configurations can be simulated.

5.1  The Structure of a Typical Smart Home Network

As seen from Fig. 2, there are ten appliances in the smart home. The smart meter is
the smart control device, and other nine home appliances are controlled by the smart
meter. The control commands are sent by the smart meter through the ZigBee net-
work to the home appliances. After the control commands are received by the appli-
ances, every appliance will give its energy usage information as a feedback to the
smart meter through the ZigBee network so as to provide its current status.

Every appliance under control has three components: controller, actuator and sen-
sor. These three components are logically independent with their appliance. They are
embedded into each appliance. For every appliance, the control command is received
by its controller. Then, the controller sends the control command to the actuator. After
the actuator executes the command and changes the appliance status, the sensor sends
the current status of the appliance back to the smart meter. The whole loop control
process is shown in Fig. 3.
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Fig. 2. Structure of a Typical Smart Home Network
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Fig. 3. The Process of Closed Loop Control

5.2 Smart Home Network Simulation Testbed Implementation

The testbed structure is shown in Fig. 4. Every block is a subsystem. The control cen-
ter subsystem block simulates the functions of the smart meter which is the control
center in the smart home. The ZigBee subsystem block is the TrueTime kernel net-
work block which can simulate the wireless networks including 802.11 b/g (WLAN)
and 802.15.4 (ZigBee).

BT

Fig. 4. Structure of the Smart Home Network Simulation Testbed

There are mainly two parts in the meter subsystem: one component sends control
signals to the home appliances, while the other receives the energy usage feedback
information from the home appliances. Meter subsystem uses nine TrueTime send
blocks and TrueTime receive blocks to implement the function of sending control
signals and receiving energy usage feedback information, respectively.

The TrueTime wireless network block is used in the ZigBee network subsystem. It
provides two types of networks: ZigBee and WLAN. In this work, the ZigBee net-
work is selected. Because the control signals sent to the nine home appliances and the
energy usage feedback information received from the home appliances must go
through the ZigBee network subsystem, the send port has 18 inputs and the receive
port also has 18 outputs in this block.

For the home appliances subsystem, there are four types of blocks in the subsys-
tem, which are TrueTime send block, TrueTime receive block, switch block and
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constant block. The TrueTime send block sends the energy usage feedback infor-
mation to the meter subsystem through ZigBee network subsystem. The TrueTime
receive block receives the control signal sent by the meter subsystem. The constant
block with a value O represents the power off status of the home appliance. Another
constant block with a different value for different home appliances subsystem repre-
sents the power of the home appliance. The switch block is connected with other three
types of blocks. The control signal received by the TrueTime receive block can
change the status of home appliance through controlling the switch block. Fig. 5
shows a LED subsystem. The power of the LED is 0.015 KW.
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Fig. 5. LED Subsystem

5.3  Security Mechanism Implementation

Security mechanisms can be developed by the users based on the simulation testbed.
Essentially, hook functions have been inserted into the network communication pro-
tocols. And users can develop code for those hook functions to implement their
desired security mechanisms. The current testbed provides two such security mecha-
nisms, which are information security checking mechanism and security label
mechanism.

5.3.1 Information Security Checking Mechanism Implementation

Information security checking mechanism is designed to implement information flow
control. In the smart home, the control information only can flow from the smart me-
ter to the home appliances, and the feedback information can only flow from the
home appliances to the smart meter.

The data type, source address and destination address will be checked before a
message is sent or received in order to implement the information flow control pre-
sented above.

For example, the smart meter needs to send a control command to an appliance.
For the sender, the data packet will be sent under the condition that the data type is
control information, the destination address is a legal device and the source address is
the control center. For the receiver, the data packet will be received under the condi-
tion that the data type is control information, the source address is the control center
and the value of the destination address is correct.
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From the process of the information security checking mechanism of the sender and
receiver, the source address can be seen as sender ID; and the destination address can
be seen as receiver ID. In order to implement the security checking mechanism, the
legality of the sender and receiver ID must be checked in both of ttsend and ttreceive
S-Function blocks in the smart meter block and home appliance blocks of the smart
home network simulator. The sender ID, receiver ID and the number of nodes in the
current network can be obtained by using pointers in the ttsend and ttreceive
S-Function. If the values of the sender ID and receiver ID are less than the value of 0
or greater than the value of the number of nodes in the current network, they can be
seen as illegal. And the ttsend and ttreceive S-Function will be terminated.

5.3.2 Security Label Mechanism Implementation

The security label mechanism is to add a security label field to the data packet before
it is sent. The value of this label can be a string of characters defined by users, which
make the data packet unique in the smart home network. Before the data packet is
received, the receiver must check the security label of the data packet in order to en-
sure that the data packet belongs to the current network environment and the value of
security label is correct.

A constant block called SecurityLabel has been added into the send block, which
can be used to implement the security label mechanism. Under this condition, all the
data packets sent by the send block of the smart home network will have a unique
security label. For the receiver in this testbed, a security label checking function needs
to be added into the ttreceive S-Function. For the process of the checking security
label function, the value of the SecurityLabel is obtained through a pointer, and then
the value is checked before the data packet is received. If the value of SecurityLabel
field is equal to the specified value, the data packet will be received. If not, the data
packet will be dropped.

6 Conclusions and Future Work

This paper presents a smart home network control system simulation testbed for
studying HAN security mechanisms based on TrueTime toolbox. Two security mech-
anisms are provided in this simulator, which are information security checking mech-
anism and security label mechanism. The process of implementing the two security
mechanisms demonstrated that this smart home network simulator can support the
HAN security mechanisms effectively.

For the future work, more characteristics of the real home appliances will be im-
plemented in the home appliances module. For example, some home appliances, in-
cluding air-conditioners and heaters, have multiple energy consumption levels. In
addition, a GUI will be designed to enhance the usability of the testbed. More security
mechanisms will be implemented in this smart home network testbed, which can pro-
vide users more choices to conduct the research on the smart home network security.
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