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Abstract. We propose a novel Layered secret sharing scheme and its
application to Online Social Networks (OSNs). In current, commercially
offered OSNs, access to users’ profile information is managed by the ser-
vice provider e.g. Facebook or Google+, based on the user defined pri-
vacy settings. A limited set of rules such as those governing the creation
of groups of friends as defined by the user (e.g. circles, friend groups
or lists) allow the users to define different levels of privacy, however
they are arguably complex and rely on a trusted third party (the ser-
vice provider) to ensure compliance. The proposed scheme enables auto-
mated profile sharing in OSN groups with fine grained privacy control,
via a multi-secret sharing scheme comprising layered shares, created from
user’s profile attributes (multiple secrets), that are distributed to group
members; with no reliance on a trusted third party. The scheme can be
implemented via e.g. a browser plugin, enabling automation of all opera-
tions for OSN users. We study the security of the scheme against attacks
aiming to acquire knowledge about user’s profile. We also provide a the-
oretical analysis of the resulting level of protection for specific (privacy
sensitive) attributes of the profile.

1 Introduction

Secret sharing schemes have been extensively used in a number of cryptographic
and distributed computing applications [3]. Using secret sharing, a dealer shares
a secret (any content, be it a numerical value, text string or a file) in a secure
way, by creating a number of shares (cryptographic derivatives of the secret) and
distributing them to a set of participants. A participant can access the secret by
combining a specific number of shares, that has to be greater than the threshold.

In this paper, we consider the use of secret sharing to enable user-controlled
and privacy preserving sharing of an Online Social Network (OSN) user’s profile
amongst groups of their direct connections (friends). In most commercially avail-
able OSNs, an OSN user currently stores their private data using the trusted
OSN server. Access to their profile is managed by a policy, regulating which
attributes (e.g. their location, date of birth, interests, etc.) may be obtained by
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their friends or other people. A number of challenges related to privacy in OSNs
have been identified by researchers [10], including the reliance on the trusted
third party (TTP) to manage the privacy control, the arguable complexity of
how those controls are implemented in current OSNs and the limited flexibility
of access controls (we note Google+ circles and Facebook lists are a step in the
direction of improving the flexibility). This motivates our interest in using secret
sharing to enable direct and fine grained user control of the accessibility of their
private data.

We specifically consider the OSN user’s requirements to share multiple profile
attributes (secrets) with differing levels of security and privacy (i.e. thresholds),
within groups of friends, without relying on a TTP. Additionally, an OSN user
may not wish to disclose his level of desired privacy protection, and/or the differ-
ence in the number of attributes he is sharing with different friends (or groups of
friends). The limitations of the currently proposed secret sharing schemes relate
to both threshold flexibility and disclosure of scheme’s parameters [12,20], which
could be used to re-identify anonymous data [11].

We propose a novel Layered secret sharing scheme, that recursively embeds
shares related to individual secrets in layers with increased protection, and
encrypts each layer with a shares-based key. Each secret is then protected by a
selected single secret-sharing scheme with its own threshold, and the number of
secrets is hidden within the Layered scheme, which ensures that the thresholds
remain unknown. The main contributions of this paper are as follows:

We propose a new Layered secret sharing scheme that enables flexible
levels of security and privacy. We introduce privacy-preserving automated
profile sharing in OSN groups as a possible use of our scheme. By generating
Layered shares (comprising a selected set of attributes, corresponding to each
group’s privacy policy) and distributing a share to each member of the group,
an OSN user automatically enforces the deployment of group’s privacy policy
and enables fine grained policy control within group’s members, without relying
on a TTP.

We analyse the security of the scheme for attacks that have a goal
of illegitimately acquiring knowledge about users OSN profiles. Consequently,
we show that no new Layered shares can be attained by any of the attacks that
include a varying level of background knowledge. We provide an analysis of the
number of Layered shares that an attacker who is at an arbitrary number of
hops in the social graph from the node sharing his profile may acquire, which
can be used to enable the profile owner to set the required level of protection
offered to specific (privacy sensitive) attributes of the profile.

2 Background and Related Work

In a secret sharing scheme, a dealer securely shares a secret with a group of
participants, by generating n shares using a cryptographic function. These are
distributed to n participants; by aggregating shares, participants can gain access
to the secret when the number of combined shares reaches the threshold t.



A Layered Secret Sharing Scheme for Automated Profile Sharing 489

We note that the threshold needs to be distributed jointly with the shares. The
most commonly used scheme, proposed by Shamir [14], is based on polynomial
interpolation. It has the following properties:

Property S.1. Shamir’s scheme is information theoretically secure, that is, for
a (t, n) scheme, knowledge of less than t shares does not provide any information
about the remaining shares or the secret.

Property S.2. The secret is equivalent to a share, as it is a specific point on
the curve defined by the polynomial used to both generate and decode shares.

Shamir’s scheme introduces a significant overhead as shares are of the same
size as the secret [13]. Ramp schemes [19] have therefore been proposed to provide
a trade-off between the size of the shares and the security of the scheme.

A generalized ramp scheme is defined by (t, L, n), where the parameter L
relates to security, i.e. no information about the secret can be obtained if a
participant has x ≤ (t − L) shares. In all ramp schemes, the size of the shares
for a secret S, is |S|

L . [19] introduces the concepts of weak and strong ramp
schemes. A strong ramp scheme with L = t (used in our work) has the following
properties:

Property R.1. The ramp scheme is computationally secure, i.e. for a (t, n)
scheme, possession of x < t (less than t shares) does not provide any information
about any remaining (unknown) shares and any part of the secret.

Property R.2. Knowledge of the secret in the ramp scheme enables recon-
struction of all the related shares (coordinates used for shares computation are
known).

2.1 Sharing Multiple Secrets

A naive approach to share multiple secrets is to use, multiple times, a single
secret sharing scheme. That may prove onerous in both terms of communication
and computational overhead as each participant needs, for each shared secret, to
receive and store a corresponding share [4]. Considering privacy, this approach
will expose the number of shared secrets that is equal to the number of shares.

Multiple secret sharing schemes (e.g. [7,12,20]) have then been introduced
with the objective of allowing one share per participant for all the secrets shared
by a single user. From a profile sharing perspective, and more specifically when
considering the different privacy levels a user may consider for each attribute,
these schemes do not provide the desirable flexibility, as a profile’s owner would
not be allowed to parametrize the level of privacy for each secret (attribute).

A specific class of schemes consists of designs that allow a different threshold
per secret (e.g. [7,17,18]). When used in profile sharing, each participant will
have a priori knowledge about the number of shared secrets along with their
corresponding thresholds, which doesn’t fit the needs of users to not reveal how
much of their personal information they are actually sharing.
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2.2 Profile Sharing in OSNs

A possible approach to selective sharing of different information on popular
OSNs, e.g. Facebook or Google+ is to define groups of friends (lists or circles)
and set up a different privacy policy for each group. Alternatively, in order to
prevent a central entity from accessing user data, [1] proposes an architecture
where user data is encrypted and stored on an untrusted server. Other proposals
e.g. PeerSon, [5], aim to distribute the online social network itself.

In practice, users may not be easily convinced to change from the well-
established centralized OSNs only due to privacy concerns. References [8] and
[2] e.g. specifically address user’s privacy in the context of major OSNs, by pro-
viding browser-based plugins in order to enable user’s control over their personal
data.

Although there is user support for manually configured group based access
control in OSNs, researchers have shown [6] that the majority of OSN users do
not utilize this feature. Consequently automated algorithms for grouping friends
(e.g. based on common interests, family relationship, etc.) have been studied e.g.
in [21]. However, although the access control can be defined for groups (circles) of
friends, all users in the same group share a common access policy. Our proposed
Layered secret sharing scheme, as we will show, enables a finer grained access
control policy that is based on the number of common friends, and automates
the enforcement of this policy in each circle. This is implemented without having
to rely on a trusted third party (i.e. the OSN operator).

3 Layered Secret Sharing Scheme

A dealer in our scheme generates Layered shares, which consist of a number of
encrypted layers, each comprising (standard single secret sharing) shares related
to a specific secret. Figure 1 shows the components of a Layered share.

The notations used in this paper are listed in Table 1. A dealer shares k
secrets with n participants Pj j = 1, ..., n. The secrets Si, i = 1, ..., k, have ti
corresponding thresholds. We assume these are ordered in terms of increasing
magnitudes, with (t1 ≤ t2 ≤ ... ≤ tk) and that the secret S1 is the system secret,

Fig. 1. Components in the Layered secret sharing scheme
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Table 1. Notations used to describe the Layered secret sharing scheme

n Number of Layered shares and participants

Pj Participant j for j = 1, ..., n

k Number of secrets shared (including the system secret)

Si Secret i, for i = 1, ..., k

H(.) One-way hash function, publicly known

[.]K Symmetric encryption using the key K

[.]K Symmetric decryption using the key K

[A||B] Concatenation of content A and B

sij Share j related to the secret Si

Li
j Layer i of the Layered share, containing the shares related to Si to Sk

Ki Key derived from the secret Si

ti Threshold for the secret Si

bi Number of additional shares needed to compute the key Ki

a random variable used for verification of Layered shares. For the use case of
OSN profile sharing, S2 is an OSN group’s identifier.

Layered shares L1
j , j = 1, ..., n, are generated according to steps outlined in

Function MakeLayered. The secrets are included recursively within the Layered
shares, starting from the secret with the highest threshold (Sk). At the (k− i)th

step, to include the secret Si in Li+1
j for j = 1, ..., n, the dealer computes n+ bi

standard shares (si1, ..., s
i
n+bi

) with a threshold ti using the Function MakeSingle.
MakeSingle utilizes either Shamir’s scheme [14] or the ramp scheme from [19],
with the choice depending on the size of Si and the required security level.

bi additional shares sin+1, · · · , sin+bi
are generated, then concatenated and

hashed, using e.g. SHA-2 to obtain the key Ki (ensuring the size of concatenation
is at least the size of the encryption key, e.g. AES needs 128 or 256 bits keys).

Function MakeLayered(S1, ..., Sk, t1, ..., tk)

Initialization;
for j ← 1 to n do

Lk+1
j ← ∅;

Generate n Layered shares by constructing k individual layers;
for i ← k to 1 do

MakeSingle produces n + bi (single secret sharing) shares according to the
selected secret sharing mechanism
(si1, ..., s

i
n+bi

) ← MakeSingle(Si, ti, scheme);
Ki ← H([sin+1|| · · · ||sin+bi

]);
for j ← 1 to n do

Li
j ← [ti||sij ||[Li+1

j ]Ki ];
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For j = 1, ..., n, each share sij related to secret Si is concatenated with the
corresponding encrypted layer [Li+1

j ]Ki
: Li

j = [ti||sij ||[Li+1
j ]Ki

]. These steps are
repeated until all secrets are included in the layers.

The n Layered shares are distributed by the dealer, with a single unique share
and the share’s index (j, L1

j ) sent to each participant over a secure channel. As
in other secret sharing mechanisms, participants aggregate their shares to gain
access to the secret(s) Si, with the number of shares as per the threshold ti.

To describe the decoding process by which a participant recovers one or more
secrets, we assume that he has acquired x Layered shares, L1

z where z = 1, ..., x
(to simplify the notation, without loss of generality we assume that Layered
shares are received in the order of their indexes). We also assume that the par-
ticipant has previously decoded i secrets S1, ..., Si with thresholds t1, ..., ti and
their corresponding keys K1, ...,Ki, where i is defined by ti ≤ x − 1 < ti+1,
using the previously received x− 1 Layered shares (i = 0 if no secrets have been
decoded). Thus he has x−1 layers Li+1

z , where z = 1, ..., x−1 and a Layered share
L1
x that is yet to be processed. Function DecodeLayered describes the decoding

process. In the first step, the “old” layers related to the previously decoded
secrets need to, recursively, be removed and decrypted (using K1, ...,Ki) from
L1
x. If x == ti+1, function DecodeSingle can then be used to decode the secret

Si+1 and also to compute as previously the key Ki+1. Finally the layers related
to the secret Si+1 are removed from the x Layered shares and the following parts
[Li+2

z ]Ki+1 are decrypted, using the key Ki+1.

Function DecodeLayered(L1
x)

Remove the layers related to the previously decoded secrets;
for y ← 1 to i do

[syx||[Ly+1
x ]Ky ] ← Ly

x;
Ly+1

x ← [[Ly+1
x ]Ky ]]Ky ;

Decode the secret Si+1 if there is a sufficient number of shares;
if x == ti+1 then

for j ← 1 to x do
[si+1

j ||[Li+2
j ]Ki+1 ] ← Li+1

j ;

DecodeSingle outputs the secret Si+1 and the shares si+1
n+1, · · · , si+1

n+bi
;

(Si+1, s
i+1
n+1, · · · , si+1

n+bi
) ← DecodeSingle(scheme, ti+1, s

i+1
1 , ..., si+1

x );

Generate the encryption key from the share si+1
n+1;

Ki+1 ← H([si+1
n+1|| · · · ||si+1

n+bi
]);

Remove the layer related to Si+1 for all (available) Layered shares;
for j ← 1 to x do

Li+2
j ← [[Li+2

j ]Ki+1 ]
Ki+1 ;
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3.1 Using Layered Shares for Profile Sharing in OSN Groups

To initialize the scheme, the dealer must first define circles of friends, Ci,
and the attributes (secrets) he intends to share amongst the friends in each
circle. He should also allocate friends to circles, either manually or using any
of the proposed mechanisms, e.g. [21]. Then, for each circle and each shared
attribute, the dealer should choose a privacy level for accessing the attribute
(i.e. the threshold for each secret), that will, in our scheme, be equivalent to the
number of common friends that a user in this circle needs to have with the profile
owner. We acknowledge that this criteria may not be universally applicable to
all OSN groups. However, we believe, as per [21], that the number of common
friends represents a relevant and easy to understand metric for the OSN users.

The dealer then generates Layered shares (using MakeLayered) and distrib-
utes them to friends in a specific circle over a secure channel. Subsequently,
each friend contacts their friends and collects the available Layered shares from
the friends in common with the dealer (that also belong to the same circle).
Any friend can then decode the accessible attributes according to the number of
collected Layered shares, using DecodeLayered.

We envisage the profile sharing application to be implemented as a browser
plugin, where all the operations related to the shares are automated and secure.
We note that for the scheme to be operational, all participating OSN users need
to have the plugin installed.

For new friend connection requests, the dealer first needs to select the appro-
priate circle for this new friend. Then, he needs to generate a new Layered share
and index and send it over a secure channel to the new friend.

Finally, if a user wishes to remove a friend from a circle or change his circle,
he has to renew all Layered shares for this circle, to ensure that his Layered
share will not be usable in future exchanges. An alternative would be to use the
proxy re-encryption approach from [9], that does not require share renewal.

4 Security Analysis for the OSN Application

4.1 Adversary Model

The threat scenario consists of adversaries that will attempt to access more
information than what they may obtain legitimately i.e. from the Layered shares
acquired either directly from the dealer or from the dealer’s friend connections.
This includes an honest but curious adversary who is an insider (a user) within
the system and has access to a number of Layered shares, or a malicious user
who obtains all information by monitoring communications of other nodes, by
compromising nodes, etc.

4.2 Privacy of the Scheme

We assume the attacker has x Layered shares, x ∈ [0, n]. This will enable him
access to corresponding secrets S1 to Si, decoded from those shares, with i
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defined by the threshold ti ≤ x < ti+1. The attacker also may have background
knowledge of nS , nS ∈ [0, k] secrets, their position in the layers and related
thresholds. In the following, we consider the different scenarios related to the
position of known secrets and the resulting gain by the attacker.

We consider the use of both Shamir’s and the ramp scheme and utilize the
properties of these schemes, defined in Sect. 2, in the security analysis.

The Attacker has Access only to Layered Shares: The privacy pro-
tection our scheme provides is equivalent to that of the underlying scheme, as
defined by properties S.1 and R.1, respectively for Shamir’s and the ramp scheme.

Attacker has Access to both Layered Shares and Background
Knowledge: We first consider the cases when one of the following secrets, Si+1

or Si+2 is known, then generalise the analysis to the attacker having access to
any number of secrets (not acquired from the available Layered shares).

The adversary knows secret Si+1 in addition to Layered shares: For
Shamir’s scheme, knowledge of the secret is equivalent to having access to an
additional share related to Si+1 (see property S.2). If the new number of shares
is below ti+1, as per the property S.1, the attacker cannot progress further.
If the threshold was reached, the attacker can recompute all related shares;
consequently (from the additional shares), he can acquire the key Ki+1 required
to decrypt the next layer of shares within the available Layered shares.

For the ramp scheme, knowledge of the secret and the threshold ti+1, as
per property R.2, enables the attacker only to reconstruct the key Ki+1 and
access the next level of shares in the Layered scheme. Similarly to the case when
Shamir’s scheme is used, the attacker can, as the maximum gain, succeed in
having access to x shares in the next layer of the Layered shares.

The adversary knows secret Si+2 together with Layered shares: Here,
the adversary aims to access the unknown secret Si+1 and potentially further
information about the remaining secrets.

For Shamir’s scheme (re. S.2), there is no additional gain.
For the ramp scheme, (as per R.2) the attacker can reconstruct all the shares

related to Si+2. This would enable him access to Ki+2 for decrypting the next
level of shares in the Layered scheme, related to the secret Si+3. But first the
attacker needs to reconstruct the key Ki+1 to be able to decode the Layered
shares Li+1

j and then the Layered shares Li+2
j using the key Ki+2.

A plaintext attack, in which the adversary partially knows the decrypted text
string, i.e. shares related to Si+2, could be used to gain Ki+1 (we note that, to
the best of our knowledge, there has been as yet no successful plaintext attack
on AES ). Assuming this is successful, the attacker would obtain Ki+1, i.e. a
cryptographic hash of bi+1 shares related to Si+1. Assuming the attacker has
sufficient computational resources to derive these shares from the one-way hash
function, the resulting gain would be bi+1 additional shares related to Si+1; if
the threshold ti+1 is reached, the attacker will gain the additional secret Si+1.

The adversary knows any number of subsequent secrets: For any case
where the next layer of shares (in the Layered scheme) is protected by Shamir’s
scheme, and assuming the secret is known to the attacker, the maximum possible
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gain can be the availability of the key to decrypt the next layer. When the next
layer is protected by the ramp scheme, the certain gain is the same key. When
the second-next layer is based on Shamir’s secret sharing, assuming a known
secret, there is no possible gain; when it is based on the ramp scheme, again
with a known secret, both the previous layer and the following layer may be
decrypted. We note that no new Layered shares can be gained by the attacker
with an arbitrary level of background information.

4.3 Analysis of Attacker’s Access to Layered Shares

We now provide an analysis of the number of Layered shares that an adversary
potentially may have access to, in the OSN scenario where a user is sharing his
profile with direct friends.

We assume that an adversary is a node belonging to the social graph of the
user and that he obtains information (shares) from his direct connections with
a probability pj−1, where j > 1 is the distance in hops between the attacker and
the profile’s owner. A node at a distance j from the owner is also referred as a
j-degree friend. Second, we assume that the probability that an adversary will
obtain shares decreases with the distance from the node sharing his profile and
we only consider the path with the shortest distance as relevant in obtaining
information (assuming that the probability to obtain shares on a longer path is
negligible compared to the shortest path).

We assume that the direct friends of the owner follow the protocol and,
although they may be tricked by the attacker, they would release only their own
(single) Layered share, with a probability p1. All other nodes (on the social graph
of the profile owner) who have shares are adversaries. Therefore an attacker at
a distance j + 1 will receive all available Layered shares from a j-degree friend
of the owner (j > 1) with a probability pj .

In the following analysis, we derive the probability that an attacker amongst
the j + 1-degree friend with j ≥ 1 will obtain x Layered shares, assuming the
owner has n direct friends: Pj(X = x | N = n). To this purpose, we consider
two cases: we provide a detailed analysis for a close attacker, with j = 1 and we
generalize the analysis for j ≥ 2.

First, we consider an attacker who is at a distance two from the profile owner.
Let A1 be the set of common friends of the attacker and the profile’s owner of
size A1. The attacker will successfully acquire x Layered shares from A1 if he
receives them from exactly x elements in A1 with a probability p1, therefore:

P1(X = x | N = n) =
n∑

a1=x

P (A1 = a1 | N = n)
(
a1
x

)
px1(1 − p1)a1−x (1)

The distribution P (A1 = a1 | N = n) can be computed for a1 ∈ [0, n] from
the social graph of the selected OSN.

For the generic case of a distant adversary who is a j + 1-degree friend with
j ≥ 2, we assume that the nodes at a distance j for j ≥ 2 receive independent
sets of Layered shares (although any share can be in multiple sets), in line with
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the assumption that the further two nodes are from the profile’s owner, the
less chance they have to have common friends. Let Aj be the random variable
describing the size of the intersection between the direct friends of the attacker
and the j-degree friends of the profile’s owner. We can then calculate:

Pj(X = x | N = n) =
∞∑

aj=0

P (X = x | N = n ∧ Aj = aj)P (Aj = aj | N = n)

(2)
where P (Aj = aj | N = n) can be computed from the OSN’s social graph.

The probability that the attacker receives the Layered shares from k nodes
amongst the Aj is equal to

(
aj

k

)
pkj (1 − pj)aj−k. Then the probability that one of

the k nodes has xy Layered shares for y ∈ [1, k] is equal to Pj−1(X = xy | N = n).
Finally we need to evaluate the probability that the size of the union of any k sets
of size xy amongst n of Layered shares is equal to x, denoted as P (|Uk

1 | = x | xy).
The derivation of this probability is included in our technical report1. We finally
derive the probability that the attacker receives x Layered shares:

P (X = x | N = n ∧ Aj = aj) =
aj∑

k=1

(
aj
k

)
pkj (1 − pj)aj−k×

k∑

y=1

n∑

xy=0

P (|Uk
1 | = x | xy)

k∏

z=1

Pj−1(X = xz | N = n) (3)

5 Implementation Considerations

To evaluate the practicality of our proposal, we need to ensure that the number of
Layered shares that friends of an OSN user can obtain, is always greater than the
minimum threshold required to protect against attacks. To obtain representative
OSN parameters, we use the Facebook New Orleans dataset [16], comprising
around 60,000 nodes, to derive the distributions required for calculating Pj(X ≥
x | N = n), as per Sect. 4.3. We choose three levels of resilience: such that less
than, respectively, 1%, 0.1%, and 0.01% of the adversaries at selected distances
from the dealer are able to access data if corresponding thresholds tjmin are
chosen. We also choose two values for the probabilities pj (5% and 10%) that a
friend of the dealer will leak information to an adversary and for an adversary
to forward all Layered shares to another adversary.

Figure 2 shows the calculated minimum thresholds for selected parameters.
This figure also shows the average number of Layered shares that friends of a
dealer will be able to acquire (the number of friends is varied between one and
100, the average number of Facebook friends [15]). We can observe that even
with a high (10%) leakage from dealer’s friends and other adversaries, the num-
ber of available shares that the friends can acquire is greater than the minimum
1 http://www.nicta.com.au/pub?id=7318

http://www.nicta.com.au/pub?id=7318
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Fig. 2. Thresholds required to ensure a chosen level of protection against attackers at
distance two from the dealer.

threshold required for the highest level of protection (99.99%) against adver-
saries. We can also confirm the potential for having flexible privacy protection
for shared attributes: an OSN user with 40 friends can have 5 different levels of
protection, while the average Facebook user who has 100 friends may to have
around 10 different levels of shared data protection.

We also compare the implementation complexity of Layered shares and the
naive approach, i.e. when the same number of secrets is shared with a single
secret sharing scheme. The comparison is based on the amount of time required
to perform the generating and decoding of shares (Layered or single). We use
the open source software: ssss2 version 5, for secret sharing utilizing Shamir’s
scheme, vdmfec3 for the ramp scheme and openssl4 for symmetric encryption.
We note that vdmfec implements a Reed-Solomon based weak ramp scheme,
however we consider this sufficiently close in encoding/decoding complexity to a
strong ramp scheme (considered in the rest of this work) for a rough estimate.

We consider an example use of the Layered scheme in Facebook, where an
average user has around n = 100 friends. We assume that a user is sharing
k = 10 attributes in a selected group (circle), with secret sharing thresholds
ranging between 5 and 50 (with increments of 5).

Our results show that there is a very low overhead in the time taken to
generate Layered shares (compared to generating single shares for the same
secrets and thresholds) – up to 5%.

6 Conclusion

We have proposed a new Layered multiple secret sharing scheme that fully pre-
serves privacy of the data shared by the dealer, by protecting the number of
secrets he is sharing and their thresholds. We consider the use of this scheme for
2 http://point-at-infinity.org/ssss/
3 http://freecode.com/projects/vdmfec
4 http://www.openssl.org/

http://point-at-infinity.org/ssss/
http://freecode.com/projects/vdmfec
http://www.openssl.org/
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profile sharing in OSNs, that would enable direct access to selected attributes
of the profile by friends, with access levels determined by the number of friends
in common with the profile owner. We evaluate the security of the proposed
scheme and analyse the level of threat posed by OSN users who are on the
social graph of the user sharing his profile. Finally, we evaluate the complexity
of critical components of the scheme by experimental evaluation. Future work
includes extensions to handle revocation of shares (un-friending) and changes to
the relationship status, without the need to re-distribute new shares.
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