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Abstract. In this paper, we further explore into the impact of link re-
moval from a global point of view. While diseases spread more efficiently
through the best spreaders and removal of local links attached to them
can have great impact, it is also important to have a method to estimate
the cost of edge-removal from a global point of view since the removal
of a link may also affect certain global properties of the network. We
discuss global strategies on link removal and study their effectiveness in
controlling the propagation of infectious diseases based on the spreading
control characteristics (SCC). The SCC framework opens up a compre-
hensive way for researchers to assess and compare the efficacy of their
strategies against the potential cost of their implementation from a global
perspective.

Keywords: complex network, epidemic control, epidemic spreading, so-
cial and economic cost.

Finding an efficient way to slow down the propagation of infectious diseases
within a society has always been an important subject in network sciences. Over
the past decades, with the availability of large-scale, comprehensive data sets
that trace the movement and interaction of the population, there have been in-
creasing number of investigation on the control of the spreading of transmittable
diseases [T2IBIABIGI7ISIOTOITTIT2ITS]. Since the spreading of epidemics affects
the society as a whole, the study of its control should not be separated from
the associated economic and social dimensions. For this reason, we have recently
examined into the efficacy of local control strategies on the propagation of infec-
tious diseases by removing local connections attached to the best spreaders with
the associated economic and social costs taken into account [I4]. When local
links attached to the best spreader are removed, we found an increase in the
spreading time while the centrality betweenness of the best spreader decreases
as a result of the reduced connectivity of the network topology. Nevertheless,
our studies reveal that it is possible to trade minimal reduction in connectivity
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of an important hub with efficiencies in epidemic control by removing the less
busy connections. In other words, we have uncovered the surprising results that
removing less busy connections can be far more cost-effective in hindering the
spread of the disease than removing the more popular connections.

In this article, we study the impact of edge-removal on the global property
of the network. Specifically, when a link is removed, instead of investigating the
local cost paid by the best spreader, we are interested to know the impact of
the removal on the average path length (APL) of the network. Most real-world
networks have very short average path lengths such that communication within
the network can be carried out efficiently. In the context of a small world, this
means that any two nodes in the network are well connected through a very short
path. As edges are removed, connectivity of a network decreases. Hence, if an
edge-removal strategy is employed for epidemic control, a cost has to be paid by
all of the nodes in the network, i.e. a decrease in the efficiency of information or
mass transport in the network. Our aim is to look for an optimal edge-removal
strategy that allows us to trade a minimal reduction in the connectivity of a
network with efficiencies in epidemic control.

For this, we quantify the relative effectiveness (E;;) of the removal of an edge
17 in increasing the epidemic threshold by the decrease in the extreme eigenvalue
(AN;j) of the network adjacency matrix, normalized by the maximum eigenvalue

of the original network, i.e.
ANy
E;; = Am” ) (1)

Note that F;; captures how removal of link ¢j increases the difficulty for the
epidemic outbreak to take place. On the other hand, the global cost (C;;) of an
edge removal is quantified by the decrease in the network average inverse path
length (AIPL) [15], AL;;, normalized by the average inverse path length of the

original network, Lg:
ALZ‘j
i = . 2
C.] LO ( )

Here, AIPL is used instead of APL since edge-removal may fragment the network
into disconnected components, causing APL of the network to diverge, but AIPL
of the network remains finite.

Then, we simulate the global impact of the removal of a single edge in three
real-world complex networks from different fields, i.e.: 1) the US air transporta-
tion network [16], 2) the collaboration network in computational geometry [17]
and 3) the Gnutella peer-to-peer internet network [I8/[19]. As shown in Fig. [l
E;; and C;; relate differently to edge betweenness (Bg) [20] of the removed link.
The most effective link-removal does not necessary comes with the largest cost
to pay. This implies that it is possible to have a optimized global gain in the
control of epidemic spreading if the link to be removed is picked properly. For
global edge-removal, we define the gain in spreading control for removing edge
ij as:

A)\ij LO
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Fig. 1. Dependence of E;; and C;; on Bg of the removed link for (i) the US air
transportation ((a) and (d)), (ii) the collaboration((b) and (e)) and (iii) the Gnutella
((c) and (f)) networks

Next, we look at four different global edge-removing strategies which involve
removal of more than one link, namely, removing the edges following (1) the
decreasing order of the edge betweenness, (2) the increasing order of the edge
betweenness, (3) the decreasing order of the product of the ks [21122] values,
and (4) the decreasing order of the gain. Note that the product of the k; values
of an edge ij is defined as the product of the ks values of nodes 7 and j. For
each strategies, edges are removed one by one according to their original rank-
ing without further updating of the ranking during the process of removal. We
measure the cost of removing ¢ links (following a specified order according to
the adopted strategy) on the network by the decrease in the network average
inverse path length (AIPL), A, L, normalized by the average inverse path length

of the original network, Lg:
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Meanwhile, the effectiveness in epidemic control of removing the ¢ links are
measured by

C:

A\
Eq: )\q ’ (5)

where )\, is the maximum eigenvalue before edge removal. By studying the
global spreading control characteristics (GSCC) curves, i.e. the E, — C, curve,
one can analyze the difference between various global edge-removing strategies.
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In Fig. 2 we show the GSCC curves for the three networks when edges are
removed according to the four global edge removal strategies. Strategy 2 performs
better than strategy 1 in both the US airline and the Gnutella networks. In these
cases, removal of the less busy connections shows higher cost-efficiency than
removal of the busy connections. However, in the collaboration network, strategy
2 performs better than strategy 1 only at the earlier stage of edge-removal. For
strategy 4, we observe that the gradient near the end of the curves are larger than
the earlier parts of the curves. This implies that the edge-removal strategy is not
optimized here to yield the largest gain at each step. In particular, as shown in
Fig. 2 (b) for the collaboration network, strategy 4 performs better only at the
early stage of the edge-removal. After which, the curve is flat with almost no
increase in E, as C, increases to 0.4. The gradient of the curve increases after
that and drops quickly to zero again. In contrast, the performance of the third
strategy is consistently better in all the three networks.
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Fig. 2. Global spreading control characteristics for (a) the US air transportation, (b)
the collaboration and (c) the Gnutella networks. Note that SCC are plotted as dashed
curves with dots, dashed curves with crosses, dashed curves with squares and solid
curves for the first, second, third and fourth strategies respectively.

Compared to a local edge-removal strategy, a global edge-removal strategy
involves not only the edges attached to the best spreader but all the edges in the
network. Hence, the number of removed edges can be a lot larger when a global
edge-removal strategy is considered. After the removal of a large number of edges,
the topological structure of the network can be very different and the ranking
of the gain of the rest of the edges can change drastically. When this happens,
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one cannot obtain the optimal tradeoff between spreading control effectiveness
and the cost to pay following the original order of the gain. Therefore, for global
link-removal, removing edges following the highest gain does not consistently
give optimal epidemic control efficiency as it does for local link removal. While
one can update the ranking of the gain repeatedly each time after a link is
removed to obtain an optimized result, the operation requires a huge amount of
computational power. Specifically, it takes a time of O(MN) to calculate AL
of all the M edges in a network with N nodes. Therefore, we suggest to adopt
strategy 3 if more than 50% of the effectiveness is required.

In conclusion, from both the local and global point of view, removal of the
most popular connections is not the most cost-effective solution in slowing down
the spreading of either viruses or rumors. In our earlier study on the local edge
removal strategies, we show that it is possible to maximize the effectiveness
in epidemic control with minimal reduction in the centrality of the network’s
hub by removing the less busy connections. Here, we further demonstrated that
the decrease in the network global connectivity can be minimized with better
performance in epidemic control by removing properly chosen edges.
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