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Abstract. The rapid growth of internet has led to various security
threats. Today, malicious codes has emerged as one of the most serious
threats to internet security. Millions of new malicious codes are created
every single day. However, with increasing malicious codes, the detec-
tion of malicious codes variants with better performance have become
a great challenge. In this work, we address the detection of malicious
codes using deep as well as machine learning techniques. We proposed
a malicious codes detection model with different approaches based on
an autoencoder. The paper also, compares different approaches based on
their performance. One is an autoencoder based model and the other is
PCA based model. After comparing the two models, the experimental
results shows that the autoencoder based model have an higher accuracy
than the PCA based model. Therefore, the proposed model has better
detection performance
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Random Forest + Autoencoder + Convolutional Neural Network(CNN) -
Machine Learning - Deep Learning

1 Introduction

Due to the growth of internet, there has been exponential increase in security
threats. Malicious threats have become the major concern in the internet secu-
rity. They have been growing every day with increasing dynamics. Malicious
code is a piece of code which can harm the system or the host. The types of such
malicious codes are trojan horse, virus etc. According to the report stated in
2016, Symantec recorded 401 million malicious codes and also, 357 million new
harmful malicious variants were discovered [1]. There have been 68 new families
of malicious codes discovered so far, totalling over 10,000. The detection of such
malicious codes have become a challenge.

Today, where the whole world is dependent on the internet and every other
work being done through them, it has become quite necessary to protect our data.
Whether its mobile, desktop or websites everything is being affected by malware.
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Malicious codes has a huge family and is growing rapidly day by day. These
malicious codes lead to security breaches, information theft and loss of data.
Malicious codes tend to replicate itself and spread in all parts of the computer
thus, harming the system. For instance, the common malware attacks are DOS,
probe etc. So, in order to protect the system, we need to detect malicious codes
and their variants.

Over the years, the detection of malicious codes and their variants with bet-
ter performance has been a challenge. Despite, many detection models being
introduced, their performance still remain subpar. Therefore, in this paper we
propose a framework model which detects malicious codes using autoencoder and
several classifiers such as SVM, CNN and random forest. In the previous work,
malicious codes detection was based on autoencoder with deep belief network.
Our framework uses autoencoder with different classifiers for improving the per-
formance of the malicious codes detection system. We represent each data into
five different categories i.e. DoS, Probe, U2R, R2L and normal. After exploratory
data analysis, the input data is fed into the autoencoder. Autoencoder is used
to reduce the data dimensionality while, the classifiers are used to detect the
malicious codes. Furthermore, the autoencoder extracts the important features
of the data. These features are fed into various classifiers to detect malicious
codes. Through the experiment on NSL-KDDCUP dataset, we show that the
autoencoder based model performed better than PCA based model.

2 Literature Review

The detection mechanism for malware codes is always being improved and inno-
vated by researchers. In this section, we present some models previously used by
researchers.

2.1 Malware Detection Using Machine and Deep Learning

There is a popular way to inject malicious codes which is through javascript code
in webpages. The researchers in [2] present a deep learning technique to detect
javascript malicious codes which obtained the highest accuracy as compared
to several other machine learning techniques used in the past. In this approach,
logistic regression was used as a classifier and denoising autoencoders for extract-
ing high dimensional features. In [3], image similarity technique is used to detect
a new type of malicious codes using CNN method. Three types of datasets were
taken and converted into binary codes. Hence, 98 percent accuracy was obtained.
A methodology for detecting malicious codes was described in [4], that used an
autoencoder and deep belief network. The proposed model obtained 91 percent
accuracy respectively. In [5], the authors proposed an approach which classified
malicious codes in android. In this, RBZ Deep belief network is used to classify
malicious codes. It detects more than 94 percent malicious codes. An advance
method of detecting malicious codes is proposed in [6] using CNN algorithm.
The study in [7] showed malware detection in android applications. In this, five
machine learning algorithms wee chosen for detecting malware. Along with this,
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it showed how machine learning methods were used in detection of malware fam-
ilies in an efficient and effective manner. The authors in [8] proposed a malware
detection technique based on behaviour.Various machine learning algorithms are
used along with PCA for dimensionality reduction.

2.2 Malware Detection Based on Other Techniques

Many malware samples are created in order to escape the anti-virus software.
Therefore, to detect such malware a system was built in [9]. Microsoft office
contained a malware known as macro and users weren’t able to differentiate
between malicious and normal MS office files. So, the work in [10] suggested a
method to detect malicious files using k- nearest neighbour algorithm. The study
in [11] shows a system developed for efficiently detecting the malware through
the use of APIs. It also classified the malware into certain types.

3 Methodology

3.1 Problem Definition

The problem of detecting malicious codes has persisted for decades. Today,the
detection of malicious codes and their variants have become more difficult than
before. Despite, many detection models being proposed, their performances still
remain subpar. Therefore, our goal is to detect malicious codes with better accu-
racy’s. This paper also compares two different approaches to detect malicious
codes based on their performances. One is an autoencoder based model and the
other is PCA based model.

3.2 Proposed Model

The flowchart of the model proposed is shown in Fig. 1). The NSL-KDDCUP’99
dataset is taken as the input data. The exploratory data analysis is performed on
the input data. For extracting important features and reducing the data dimen-
sionality, an autoencoder is used. The extracted features are fed into various
classifiers to perform classification task. The classifiers used in this paper are
SVM, CNN and random forest. Therefore, the performances of an autoencoder
based models are compared with PCA based models.

3.3 Autoencoder

Autoencoder is a special kind of neural network that uses machine learning to
compress data. For a given data, it’s aim is to learn from compressed distributed
representation. Autoencoder [12] play a crucial role in extracting low dimensional
features which are then, fed to various machine learning as well as deep learning
models to perform classification. Autoencoder are used to encode and decode
the input. Our proposed model focused on extracting features and reducing the
data dimensionality through the use of an autoencoder and these features are
fed as an input to various machine learning and deep learning models to perform
classification tasks.
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Fig. 1. Flowchart of the proposed model

4 Experimental Setup

4.1 Implementation Details

The Google Colaboratory is used to carry out this experiment. It’s a free, open-
source cloud-based Jupiter notebook used for training and testing machine learn-
ing models. In this work, we used two machine learning algorithms and a neural
network.

Step 1: Ezploratory Data Analysis: The NSLKDDCUP’99 data set contains 43
attributes. In which, the ’difficulty level’” attribute is dropped. We perform basic
preprocessing on the NSL-KDDCUP’99 dataset such as mapping the different
attacks into five main categories: DoS, R2L, Probe, U2R and normal data. The
features of the dataset are normalized using log scale so, that all the features are
in specific interval. Also, the dataset has 3 categorical features namely protocol,
service and flag are converted into numbers using Label Encoder. Class attribute
(attribute which contains different attacks) is encoded using label encoder and
is dropped. The data set is split into 80 percent and 20 percent ratio of training
and testing.

Step 2: Autoencoder Training and Testing: The data is fed into the auto-encoder
which will further extract the important features and reduce the dimensional-
ity of data. We used multilayer perceptron autoencoder model for carrying out
the experiment. In training phase, we feed the training data into autoencoder
model. The autoencoder consists of two encoder and decoder levels followed by
hidden layer, batch normalization and an activation function. The batch size of
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an autoencoder is taken as 64 with 10 epochs. Linear activation function is used
in its decoding layer or output layer. The model is fit using adam optimizer and
mean squared error as its loss. The autoencoder is optimised to minimise the
average reconstruction error. After training is completed, a plot of the learning
curve is made demonstrating that the autoencoder model achieves a good fit
in the reconstruction of the input, which is consistent throughout the training
ensuring that the model does not overfit in Fig. 2).
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Fig. 2. Learning Curve of Training Data with Compression

Step 3: Autoencoder Based Models: Here, we have used three main classifiers
mainly SVM [13], random forest and CNN [14].The encoder part of an autoen-
coder is fed into various classifiers.The first model we are applying is random
forest model. In case of random forest [15] based autoencoder, the estimator
value is taken as 100 with depth value as 4. The second model we have applied
is SVM model. For the autoencoder based SVM, the regularization parameter,
C is taken as 1.0 with random state as 50. The thrid model we have applied is
CNN model. In convolutional network with autoencoder, one 1D convolutional
layer is used along with max pooling, an activation function and two hidden lay-
ers. After flattening the CNN layer, the input gets converted into a single vector
and we get two output layers with an activation function. Softmax activation
function is used since, the output predicts whether the data are malicious or
not. By softmax activation function, we get output represented as probabilities.
Therefore, the model makes the prediction on the basis of which option has the
highest probability.

4.2 Dataset

In this paper, NSL-KDDCUP’99 (updated version of KDDCUP’99) is used to
detect malicious codes [16-18].
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Fig. 3. Data Representation.

The paper opted for NSL- KDDCUP’99 with 125973 training data and 22544
testing data with each data having 43 features. The representation of data is
shown in Fig. 3). There are 39 attacks present in the dataset. The training data
represented should be mapped so that it becomes easy to understand and anal-
yse. So, the data is mapped into 5 categories named as normal data, U2R (user
to root), Probe, Dos(denial of service) and R2L(remote to local). Therefore, the
representation of mapped data is shown in Fig.4).
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Fig. 4. Data Representation in five categories.
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5 Experiment Evaluation

5.1 Performance Metrics

For measuring the performance, we are using Confusion matrix which tells us
how well the model has classified the data points. Along with this, we calculated
F1, precision and recall to determine the best model. The performance of models
are measured with accuracy, precision, F1 and recall. These are opted by research
community to handle problems precisely. They are referred to as:

Precision = TP/ TP+FP [19],

Recall = TP/ TP+ FN [20],

Accuracy = TP + TN / TP+ TN4+FP+FN [21]

Classifiers Autoencoder Based Model Confusion Matrix
(Accuracy)
Support Vector Machine (SVM) 88.981% [[9548 106 31 0 909]

[482 1991 0 O 371]
[ 0 11 1 0 760]
[ 0 240 0 30
[ 276 265 4 0 14891]]

Random Forest 98.6904% [[10554 6 O o 34]
[ 27 27681 2 46]
[ o 4 685 0 83]
[ o o o 31 23]
[ 21 58 33 0 153227]

CNN 95.86% [[10365 143 9 0 236]
[ 02778 22 0 28
[ 0o 0711 1 39
[ 0 1 54 18
[15 129 567 1 14615]]

Fig. 5. Performance of Models in Accuracy

Where TP: True Positive, TN: True Negative, FP: False Positive and FN:
False Negative TP and FP respectively, are the number of samples correctly
and incorrectly classified as malicious codes whereas, TN and FN respectively,
are the number of samples correctly and incorrectly classified as normal. The
performances of the models with default parameters along with their confusion
matrix [22] is depicted by Fig. 5).

5.2 Experimental Analysis and Results

For evaluating the performance, we are using accuracy, precision, recall and F1
score. We are using two different machine learning techniques and a neural net-
work to detect malicious codes. The performance evaluation of the models is done
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by the classification reports as per in [23]. The f1 score displayed is calculated
for the proposed models by the formula f1 = 2*(precision* recall)/(precision
+recall) as given in [24].

1) Random Forest with Autoencoder: The first model random forest with autoen-
coder’s classification report with default parameters is shown in Fig. 6. The hyper
parameters involved in this model are estimator and max depth value and min
samples leaf. By default, the value of estimator is taken as 100, max depth value
as 4 and min sample leaf value as 1. The different values of estimator tried are
2, 4 and 8 and the different values for min samples leaf are taken as 1, 5,10, 100
and 500. The different estimator values are taken as 40,50,80, 90 and 100. The
accuracy for this model came out to be 98 percent.

precision recall fl-score  support

Dos ©.99 8.99 @.99 18635

Probe @.98 8.96 a8.97 2769

R2R .92 @.85 8.88 755

U2R .93 a8.59 8.72 44

Mormal 8.99 .99 @.99 155a1
accuracy 8.99 29784
macro avg @.96 8.88 .91 29784
weighted avg 8.%9 @8.99 8.99 29784

Fig. 6. Classification Report of Random Forest with Autoencoder

2) SVM with Autoencoder: The second model SVM with autoencoder’s classifi-
cation report with default parameters is shown in Fig. 7. The hyper parameters
involved in this model are kernel and C. By default, the kernel type taken is
linear while, the value of C are taken as 1. The accuracy of this model came out
to be 89 percent respectively.

3) CNN with Autoencoder: Figure8 shows the validation and training accuracy
graph of the convolutional network with autoencoder. The last model CNN with
autoencoder’s classification report with default parameters is shown in Fig.9).
The hyper parameter involved in this model are optimizers and dropout value.
By default, adam optimizer is used with 0.5 value as dropout. The different
values for dropout taken are 0.5, 0.7 and 0.8. The accuracy of this model came
out to be 95.14 percent respectively.

At last, we compare the results for each model. We could clearly observe, an
autoencoder, combined with random forest shows a high trade-off in accuracy
with 98 percent while, the autoencoder combined with SVM and CNN got 89
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Normal 8.87 8.96 8.92 15485
accuracy @.89 29784
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Fig. 7. Classification Report of SVM with Autoencoder
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Fig. 8. Accuracy graph of Convolutional network with autoencoder
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Fig. 9. Classification Report of Convolutional network with Autoencoder
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and 95.14 percent accuracy respectively. In addition to this, we also observed
that the training time required was less in case, of convolutional network with
autoencoder.

5.3 Comparison with PCA Based Models

The autoencoder based models are compared with PCA based models. The value
of variance is taken as 0.95. The comparison chart is depicted in Table 1. As we
observe from the figure shown, the autoencoder based models outperformed the
PCA based models.

Table 1. Accuracy comparison of models

Models PCA based Model | Autoencoder based Model
SVM 52.4 percent 88.981 percent
Random Forest(RF) | 86 percent 98.69 percent

CNN 76.22 percent 95.86 percent

6 Conclusion

Due to the increase growth of malicious codes, the detection of malicious codes
have become a major problem in the computer security. This paper proposed a
way of improving the performance in detection of malicious codes through the
use of machine learning as well as deep learning techniques. We proposed three
autoencoder based models to detect malicious codes. By applying autoencoder,
we reduced the dimensionality of data and important features were extracted.
These features were fed to various machine learning as well as deep learning
techniques. Hence, the results obtained were compared with PCA based models.
The evaluation results show that the proposed models improves detection accu-
racy and performance. However, the method proposed in the paper needs some
more improvements.
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