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Abstract. As blockchain has gained its popularity in different areas,
there would be an unimaginable amount of data to be tackled to sup-
port its much richer functionalities. As a result, an efficient data retrieval
method is of great significance for the development of blockchain. Thus,
in this paper, a novel and efficient data retrieval scheme that is compati-
ble with the decentralized nature of blockchain is proposed. Specifically,
a new data structure for storing complex data is firstly put forward
to reduce the redundancy of data storage on the chain in distributed
storage scenario. Then, a counted bloom filter jump table structure that
integrating bloom filter and jump table structures is designed to improve
tag retrieval efficiency and enrich semantic queries in a low space occu-
pation. Finally, extensive experiments have been conducted to verify the
performance of the proposed method in terms of the retrieval efficiency
and space ratio.

Keywords: blockchain - composite data - distributed storage -
retrieval

1 Introduction

In recent years, the technology of blockchain has gained its popularity in different
areas. It can be seen that, in the future, blockchain will not only be a carrier of
decentralized cryptocurrency, but also a carrier of more and more applications.
As a result, there would be an unimaginable amount of data to be dealt with
blockchain to support its much richer functionalities.

Despite the increasing maturity of blockchain technology, most solutions
nowadays are for small data and large data on the chain. Like Ethereum and
Fabric, they take small data (referred as transactions) into considers. As for large
data, the works of VChain [1] and SEBDB [2] are proposed to tackle large files
more than 1G. All these methods work by the same way that data are stored
offchain and related credentials are stored onchain [3].

However, as blockchain becomes more prevalent in different fields, more and
more medium size of data, also named complex data, need to be dealt with
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blockchain. Few solutions exist for tackling such kind of data. If existing meth-
ods are directly introduced, it will make the whole system less effective and
efficient. Also, such systems are not able to be scaled to more complex appli-
cations. Similarly, distributed-storage-based blockchain systems encounter the
same problem. This is because the data onchain are tamper-proof hash creden-
tials for files and thus the retrieving process is prohibited. This results in the
fact that a third party is still necessary for supporting retrieval.

Because of the simple structure of transactions in current blockchains,
appending data to the chain is done in the form of full updates, where a con-
siderable amount of data need to be repeatedly stored and lots of storage space
are wasted. When extending to the scenario composite data storage, it is less
desirable to append the latest data directly in the form of full volume updates
because the system performance would be degraded seriously.

Also, existing well-designed retrieval schemes based on blockchain are not
suitable for storing complex data. Moreover, an efficient retrieval method for
composite data structures is still missing. If existing solutions are directly
adopted here, the retrieval process goes from the lated block to the initial block
one by one, which leads to ugly retrieval efficiency.

Thus in this paper, an efficient data retrieval method for blockchain is pro-
posed to overcome the above limitations. The main contributions of this paper
are:

1. A new data structure for storing complex data is put forward to reduce the
redundancy of data storage on the chain in distributed storage scenario.

2. A counted bloom filter jump table structure that integrating bloom filter and
jump table structures is designed to improve tag retrieval efficiency and enrich
semantic queries in a low space occupation.

3. The proposed data retrieval scheme is practically implemented and its effec-
tiveness and efficiency are verified via extensive experiments.

The rest of the paper is organized as follows. Related works are summarized
in Sect. 2. In Sect. 3, the system model is present. Section 4 elaborates the pro-
posed efficient data retrieval method. Comprehensive experimental results are
demonstrated in Sect. 5 to verify the efficiency and effectiveness of the proposed
method. At the end, Sect. 6 concludes this paper.

2 Related Works

Already in 2014, Wilkinson and Lowry released the distributed peer-to-peer
cloud storage network blockchain Storj [4], which configures a trusted cloud
storage system between a host and a client. All data must be encrypted before
the client can transmit it to other users in the network. In addition, Storj uses
atoshi-style metadata and stores it in an ethereum blockchain, which allows users
to retrieve the full information they want when they need it.

Sia is another storage platform based on blockchain [5]. Sia’s data storage
nodes are referred to as hosts in this network. Also in the network there is a
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publicly available and verifiable proof of storage that contains a list of hashes in
the file and a small portion of the original file data, so the user does not need to
verify the file himself.

To enable blockchain to support the features of tamper-proofing, data ver-
sion control, and fork semantics, Pingcheng Ruan et al. implemented Fork-
Base [6], which not only achieves high performance but also reduces developer
effort in developing programs by integrating core application properties into the
store. LineageChain is also published in [7] to work as an efficient, secure and
fine-grained blockchain system for data traceability. BlockchainDB is to utilize
blockchain as the storage layer and introduce a database layer on top of the stor-
age layer to participate in data sharing scenarios [8]. As this database layer uses a
traditional database, it can be extended with data management techniques from
traditional databases and a standardised query interface to facilitate the use of
blockchain in data sharing scenarios. It also provides strong data consistency
guarantees and an easy-to-use query interface, which improves the performance
of blockchain retrieval systems and reduces the complexity of system complexity
of use.

CAPER is proposed in [9], where they transformed the blockchain ledger from
a chained structure to a directed acyclic graph. Here, each application only needs
to maintain and access its own owned view of the ledger, which includes its all
cross-application transactions and internal transactions. This solution provides
an improvement in retrieval performance and thus increases the scalability of
the blockchain. ChainSQL in [10] acts an application platform for blockchain
databases developed by combining a database with a blockchain. ColChain in [11]
divides the unstructured peer-to-peer network into smaller communities of nodes
and applies data fragments in a community-based update chain. HyperQL’s
solution in [12] is to add a query layer on top of the Hyperledger Fabric, and
a block listener is utilized to listen for blocks that have not been generated.
With this approach, all the onchain data can be obtained. By this manner, the
solution provides four advanced queries, namely basic queries, top k queries,
range queries and extended queries. In [13], a new scheme for Ether history
management based on directed acyclic graphs (DAGs) is put forward. The core
idea of the scheme is to incorporate the concept of a DAG into a token design
model. By doing this, various token histories, including merges, branches and
splits, would be efficiently tracked. The authors of [14] propose the Ether Query
Language (EQL), which allows users to retrieve information from the blockchain
by writing SQL-like queries. This enables a wide variety of semantic queries and
the problem of tracing historical data back to the initialization can be resolved
to some extent.

However, existing blockchain systems do not fully satisfy all the requirements
of distributed applications. The reason for this drawback is mainly due to the
poor support for various data format. To solve this problem, a novel and effi-
cient data retrieval scheme that is compatible with the decentralized nature of
blockchain is proposed in this paper.
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3 System Model

3.1 Overall Architecture

The proposed scheme for efficient retrieval of compound data in a distributed
storage blockchain system is based on a multi-node decentralised network struc-
ture. Figurel below shows the overall architecture of the scheme, where the
off-chain distributed storage network, p2p (peer to peer) nodes [15], and consen-
sus mechanism are all existing technologies that provide the necessary environ-
ment for the composite data retrieval module in the scheme. The whole retrieval
scheme is divided into two parts: the counting Bloom filter jumping table and the
inter-block intra-block retrieval optimization. The counting Bloom filter jump-
ing table is mainly designed to greatly improve the retrieval performance of the
blockchain for compound data without taking up a large amount of storage space.
The intra-block optimization changes the transaction structure to make it more
suitable for storing compound data and speed up intra-block data retrieval; the
inter-block optimization uses a directed acyclic graph to associate linked data
on the chain together, eliminating the need to traverse the blockchain multiple
times to retrieve it, we only need to find the latest data in the blockchain and
use the topological sorting of points in the directed acyclic graph to get all the
results quickly.

Fig. 1. Blockchain-based composite data retrieval architecture.

3.2 Problem Definition

We have a definition of composite data, which can only be called composite data
if it satisfies the following characteristics: it can be split into smaller granular
data; it can be stored at will; and when the data is needed, it can be combined
according to a certain identical characteristic. In this scheme, the metadata
obtained by splitting composite data is defined as
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slice = <4, 1,inf> (1)

where, ¢ is referred as the key information, 7 is the label, and inf stands for the
corresponding piece from the splitted original data. In this paper, the retrieval
of composite data is achieved by means of some data labels attached to it. From
this sense, all the onchain data can be represented as a tuple O; = <7, v;,inf>,
where v; is the location on blockchain of the i-th metadata.

4 The Proposed Method

In the proposed method, there are two modules, the counting Bloom filter table-
hopping scheme, and the inter- and intra-block retrieval optimization.

4.1 Counted Bloom Filter Jump Table Structure

In order to implement an efficient retrieval scheme, a counted Bloom filter jump
table structure is put forward, which can be implemented by only one variable
stored in the block header. There are two advantages: firstly, it implements a
blockchain based scheme for efficient retrieval of data labels; secondly, only one
Bloom filter variable of fixed length is used for each block, which greatly reduces
storage space compared to other existing retrieval schemes.

Next, let’s start with an overall implementation of the Counting Bloom Filter
Jump Table structure, which is an innovative implementation of a blockchain
similar to the Jump Table function using the feature that the blockchain can
only append blocks backwards, and using a Counting Bloom Filter implemented
by ourselves, which we call the Counting Bloom Filter Jump Table. The structure
has the following characteristics.

The first point is that using a Bloom filter structure in each block can effec-
tively improve the efficiency of queries. Specifically, the data in the blockchain is
distributed in each block, and the amount of data contained in a single block is
very small, so the user’s query request is irrelevant to the content of most of the
blocks, and the greatest value of the Bloom filter is that it can filter most of the
useless requests. So by adding Bloom filters to the data tags that the user wants
to retrieve in the blockchain, it will greatly speed up the retrieval efficiency.

The second point is that the counting Bloom filter structure used in this
construction, which is an advanced version of the Bloom filter, allows Bloom
filter to be used in the scenarios where precise detection results are required. For
this particular scenario of blockchain composite data retrieval, it needs to use a
counting Bloom filter to record the counts on each bit in each block, so that it
is able to add or remove the Bloom filter values on blocks in certain intervals to
achieve a similar function to jumping tables. While an unusual counting Bloom
filter would require a variable to store the Bloom filter values and an array to
record the number of occurrences of each value, we have combined the counters
directly with the Bloom filter to better suit the low storage requirements.
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This structure reduces the size of the stored data compared to a tradi-
tional counting Bloom filter, while the upper limit on the number of occurrences
recorded per bit depends on the length of the entire Bloom filter; the longer the
length, the larger the upper limit on the number of times each bit is recorded.
The details for designing the counting Bloom filter are as following.

1. Add method: Since traditional Bloom filters require multiple hash func-
tions to compute multiple hash values, it is too time consuming. Instead
in this paper, a more efficient pseudo-random algorithm is used, which is a
pseudo-random algorithm proposed in [16]. Although the maximum possible
randomness cannot be achieved, for a blockchain where the data stored in
each block is relatively small and there is a large amount of identical data, it
is sufficient here to utilize a random distribution that is as even as possible.

2. AddBloom and SubBloom methods: These are two methods that process
the current Bloom filter value, add or subtract the current Bloom filter value
from other Bloom filter values, and reassign the result to the current Bloom
filter value. Both of these methods are used to prepare for the implementation
of the Counting Bloom Filter Jumping Table.

3. Test method: This method is used to check whether a particular piece of
data exists in the current Bloom filter value and the output is Boolean, False
means the data must not be stored in this Bloom filter value; True means the
opposite result.

Before designing the solution, we have surveyed various traditional databases
and cached database retrieval solutions and found that they all have a tree
structure or jump table structure to assist the database to accelerate indexing.
It would gain promising performance improvement when combining jump table
and Bloom filter. The overall structure is shown in the following figure.

| skip list n ‘

| skip list 4 ‘ | skip list 4 |

[ skip list 2 ] [ skip list 2 ] | skip list 2 ] [ skip list 2 ]

Fig. 2. Blockchain structure diagram for the jump table function.

Figure 2 means that skip List 2 stores the Bloom filter values in two adjacent
blocks, which means that the Bloom filter at the head of Block -2 stores not
only the data in its own block body, but also stores the data in the previous
block. Similarly, skip list n stores the Bloom filter values of the n neighbours,
which means that Block n stores all the Bloom filter values from Block -3 to
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Block n. When a user initiates a query request, he first asks for the Bloom filter
in the header of Block n. If it does not exist, then he can skip these n blocks
and query again from Block i-2; if it does exist, then he needs to go through the
blocks at the skip List n — 1 level to make further judgements.

The counting Bloom Filter Skip List (CBFS) structure derived from all of
the above theoretical solutions is shown in Fig. 3.

I skip listn |

[ skip list 4 | skip list 4 |

[ skiplist2 | [ skiplist2 | [ skipiist2 | [ skiplist2 |

._[mock i.;Hakxki,zH Tl H Block | |+ Blockis1 HBlockhZHalock i.aHsnka v—[slo:k ml

Fig. 3. Counting Bloom filter jump table structure.

Obviously, since we are implementing a counting Bloom filter jump table struc-
ture similar to the jump table function, a parameter p = [ig, 41,2, ..., i,] needs
to be passed in, i.e. the interval and the number of layers of the CBFS, during the
initialisation of the whole blockchain system. A brief description of the algorithm
for the creation of counted Bloom filter values in new blocks is given.

Algorithm 1. CBFS value creation algorithm in a block.

: Input: O =< 041,0,,...,0, >
: Initialization a blank counted Bloom filter value: newBloom
: lastBlock Num «— eth.chain.currentHeader. Number
: fori=1,2,...,0.ength do
newBloom.Add(Oli].T)
end for
: fori=1,2,... ulength do
f o nli]
if lastBlockNum%f == 0 then
start < lastBlockNum — f + p[i — 1]
for start < lastBlockNum do
b « eth.get Block By Number (start).header.bloom
new Bloom.AddBloom/(b)
start «— pli — 1]
end for
end if
: end for
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Initialize a blank counting Bloom filter new Bloom.

Store the labels to be retrieved in this block into the Counting Bloom Filter
newBloom.

Calculate the current block at level i of the CBF'S based on the latest block
number last Block Num, and sum all the counted Bloom filters from the block
lastBlockNum — pli] to the block lastBlockNum — 1 with newBloom to
obtain the Bloom filter value for the current block.

Then again, the logic for querying data from a blockchain with a counting Bloom
filter is described: (we assume that the data to be queried is labeled as tagy).

Algorithm 2. Query tagging algorithm via CBFS.

1:
2:
3:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24
25:
26:
27:
28:
29:
30:
31:
32:
33:

Input: block, tag,, sumInterval, u
function SEARCHNEWDATABYBLOOM(block, tag,, sumInterval, i)
last Block Num < block.H eader.Number
last Bloom « eth.chain.current Header.bloom
Interval — 1
start < last Block Num
end «— lastBlockNum — sumlInterval
for start < end do
for i = p.length,...,1 do
if blockNum%p[i] == 0 then
Interval «— pli]
if ¢ == 0 then
eth.searchSingle Data(tag, , start)
Initializing the stack space: stack
j < lastBlockNum — p[i — 1]
for j > lastBlockNum — pli] do
b « eth.get Block By Number(j)
if b.bloom.Test(tag,) then
stack.push(b)
end if
block.SubBloom(b.bloom)
3 — pli]
end for
for Istack.isEmpty() do
b2 — stack.pop()
searchNewDataByBloom(b2, tag , u[i], u: ])

end for
end if
end if
end for
start «— start — interval
end for

end function
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1. First get the latest block number blockNum and the Bloom filter value
block.bloom stored in its block header, and use the block number to determine
the number of jump table 7 where this block is in.

2. Start with the block of block Num — u;, and if the block number is not at the
bottom of the counting Bloom filter, recursively repeat the first step so that
block Num «— blockNum — ;.

3. The Bloom filter of the block blockNum-mui determines whether this data
may exist in the current block and, if so, puts the block on a temporary stack.
The Bloom filter of this block is also subtracted from block.bloom. Then loop
the third step towards the block with block Num — p; 4+ p;—1 until this block
equals block Num.

4. The subtracted block.bloom is used to determine if the data may exist in the
current block, and if so, it is placed on a temporary stack.

5. From the temporary stack, one by one, the block will come out of the stack,
so as to determine whether the data of tag; exists in this block, if not, then
loop the next one until it is found, and return the corresponding data.

Of course, a simple counted Bloom filter jump table would suffer from per-
formance degradation when the number of blocks increases due to its small
footprint. To compensate for this, as well as for better storage of composite data
and faster retrieval performance, our solution also makes certain optimizations
between and within blocks of the blockchain.

4.2 Inter- and Intra-block Search Performance Optimization

Firstly, the optimization method within the block is introduced. For the existing
transaction structures in public chain (i.e. Bitcoin and Ethereum), most of them
are designed to be applied in cryptocurrency scenarios. Here, the data structure
of transmission storage is very simple. This leads to that the current transaction
structure is also very simple. However, in non-transaction scenarios where the
blockchain technology is adopted, this simple transaction structure is not very
reasonable. In order to be able to enrich the retrieval semantics as well as to
speed up the retrieval process, the structure of transaction is redesigned in this
paper to make it more suitable for non-transactional scenarios. This new block
body structure is as follows (Tables 1, 2 and 3).

Table 1. Structure block body information.

Field Type Comment

Transactions | [ [*Transaction |Storage transactions

Retrieve [ Retrieve_index | Composite data index area
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Table 2. Structure Retrieve_index Information.

Field Type | Comment

Tag String | Data labels

OrderArray [ ]] Jint | Information on the location of composite data storage
PreviousBlockIndex | int Location index of the previous block

Table 3. Structure Transaction information.

Field | Type Comment

TxID | Int Transaction ID

Time | Time Transaction initiation time
Data | [ ]StorageData | Composite data information

Inspired by the idea of inverted indexing from traditional search engines, the
block is divided into two parts, a data retrieval area and a data storage area.
Similar to inverted indexing, the data retrieval area is constructed by tagging
the data in the current block.

Recall that composite data stored on the blockchain can be split into smaller
granularity and be reconstructed whenever it is needed. The modified block
body here is very suitable for storing such kind of data. The Data structure in
transactions contains the information related to the original composite data, as
well as the data content itself. Whenever needed, the original composite data can
be reconstructed by gathering all the Datas on blockchain. When some Datas
related to the composite data need to be modified, it is not necessary to upload
the whole data to the blockchain but only the changed ones need to be uploaded.

The process for storing composite data are as follows.

1. Data processing under the chain, splitting the composite data into slice =
<O, T, inf>.

2. The user uploads the data slice to the blockchain via the node.

3. Parsing the data, storing the resultant data in the Data structure of the
transaction and recording its position in the block body, storing the position
information 7 with the Retrieve_index structure for subsequent queries.

The process of modifying the composite data is a little simpler. Firstly, the
metadata of the composite data to be modified is retrieved. Then, the infor-
mation inf in this metadata is modified. Finally, the modified information is
uploaded to the blockchain to complete the modification process. Since § and 7
in the slice are unchanged, these two pieces of information can be used to locate
all the latest metadata when retrieving it and return all the query results to the
user. By doing this, the user can restore and combine the latest composite data.

As for the inter-block optimization, a directed acyclic graph-based design is
utilized. The core idea of doing this is to associate linked data on the chain with
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each other and return the final query result without having to traverse the entire
block chain to complete the retrival.

If a new tag appears in a transaction, we assign an initial tag number to
that tag. When encountering a continuation of an existing tag, an existing tag
number plusing one is assigned to that tag. If more than one transaction exists
in a block, the transaction in that block is considered to be an extension of some
previous state in the block database. In this case, the latest tag number of a
data tag in the system is simultaneously added with the block number. From
a macroscopic point of view, a directed acyclic graph is constructed from these
different labels and the corresponding label relationships. At this point, we just
need to find the latest label number and use the point topology sorting in the
directed acyclic graph to get all the results quickly.

The above structure is implemented by adding an index to each tag in the
Retrieve_index area of the block body and a version field to each data in the
Storage Data area. The latest data tag is queried by a counted Bloom filter
jumping the table structure, then the index is used to find the last block in
which the tag was stored, and so on until the value is empty. This eliminates
the need to use the Counting Bloom filter multiple times during the blockchain
retrieval process and greatly enhances retrieval performance.

In addition, we have designed our own novel Merkle DAG structure based
on the above DAG in order to facilitate user verifications of the query results’
correctness. The process of building this structure is roughly as follows: a hash
value is calculated for the search area; then, a hash value for each transaction is
obtained; a Merkle tree is derived via all these hash values and the root node is
stored in the block header.

+«————Blocki Block i+1

‘ Digest ‘ Digest

Block body Block body

hash3

l hash4 ‘ | hash5 |
[ |
data2 datat data2
RetrieveData StorageData

Fig. 4. Directed acyclic graph structure.

From Fig. 4, the verifiable identity structure is also a Merkle hash tree. Dif-
ferently, the root hash of this tree is made by hashing both the root hash of the
Merkle hash tree of the retrieved data area and the root hash of the Merkle hash
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tree of the stored data area. When the user gets their query results, the path
hashes are also obtained. The user can then work out the root hash from these
hashes, and the correctness of the data can then be verified in an easy way.
Moreover, it is also possible to verify the integrity of the data by using the
Merkle DAG tree to ensure that the data obtained are genuine and trustworthy.

5 Experiments

In this section, a prototype of the proposed method is implemented. It consists
of counted Bloom filter jump tables, intra-block index optimization and inter-
block index optimization. The counted Bloom filter jump table is responsible
for providing a structure with low storage space and high retrieval efficiency;
the intra-block index optimization is responsible for optimising the storage of
compound data, supporting multiple query methods and incremental update
structures. The inter-block index optimization is responsible for reducing the
number of retrievals and retrieval time.
Our experimental evaluation is used to test the following three aspects.

1. Search performance. The main purpose is to simulate and test the rela-
tionship between the volume of data on the blockchain and the response time
of various retrieval methods.

2. Storage performance. The main objective is to test how the storage space
occupied by the whole blockchain system changes as the amount of data
on the blockchain increases, to see if our solution has a strong competitive
advantage.

The most recent published work on efficient search solutions for blockchain
systems is MST [2], which both addresses real-time distributed search for on-
chain and off-chain hybrid architectures, and constructs to enable real-time
search of blockchain data while providing a variety of complex analytical search
primitives for blockchain systems, including semantic queries and range queries,
while being extensible to fuzzy queries. Ethereum is one of the most mature
platforms today, which is an open source public blockchain platform with smart
contract functionality. We compare with these two systems in various aspects
such as transaction query latency comparison, historical data query, multiple
data tagging, system throughput and space footprint.

5.1 Search Performance Analysis

The search efficiency of the system is divided into two parts. In this thesis, we
use a counting Bloom filter jump table structure to improve the search efficiency,
compared to the traditional blockchain search method, which needs to traverse
the data on the whole blockchain from the latest block until the creation block
stops, and as the number of blocks keeps growing, the search time will become
unacceptable. In contrast to the original blockchain search method, our solution
uses an index structure to search the data on the chain and achieves a time
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complexity of O(logN) without intra-block and inter-block optimization, where
N is the number of blocks multiplied by the number of transactions, and as the
number of blocks grows, the efficiency advantage of our solution becomes more
and more obvious.

History Data Query Performance. When comparing data queries, in addi-
tion to using our own solution and traditional ethereum, we also compare the
MST solution, which creates an MST tree structure that also optimises the speed
of retrieval of past data queries in the blockchain. In this experiment, we directly
test the performance of traditional ethereum by calling the underlying interface
implementation, as smart contracts do not currently support retrieval of history
data over time.

Two separate sets of experiments were conducted to demonstrate the perfor-
mance of each solution for retrieving history data in various ways.

In the first group, we first use the code to post update transactions so that
more than 10,000 blocks are stored in the blockchain ledger. Then perform
queries on the data in different history intervals to see the respective perfor-
mance. The experiment evaluates the impact of each scenario on query latency
as the distance to the last block increased.

Figure 5 illustrates the increase in query latency as the distance to the last
block increases. It can be seen that the traditional Ethernet retrieval scheme
has the lowest latency when the distance is small. Traditional Ethernet does not
build complex retrieval indexes, so for such queries it requires a linear scan from
the latest version. Therefore, when the requested version is very new, it will be
fast because the number of reads is small. However, as the distance increases,
its performance degrades rapidly.
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Distance from the latest block

Fig. 5. Effect of search performance with distance.
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It can also be observed that the latency in the query MST scheme is
lower than in the traditional Ethernet scheme. This is because the query uses
the Merkle Patricia Trie index directly. Our blockchain-based composite data
retrieval scheme outperforms the other two solutions. This is because in our
scheme, not only do we use counted Bloom filters and jump tables to speed up
the retrieval, but also use DAGs for inter-block topological indexing, and intra-
block indexing optimization. By this manner, the latency in our scheme is very
low when the block distance increases, rather than increasing linearly towards
the traditional Ethernet retrieval scheme.

In the second group, the first experiment is repeated, but this time with
a fixed number of block intervals, and the effect of each scenario on the query
latency as the number of blocks in the blockchain increases. This time, the exper-
iment was conducted with a fixed number of block intervals of 100 and gradually
increasing the number of blocks in the blockchain, and the query latency of each
solution was analysed for the current case.

PIOGramMe ey o Traditional
of this paper Ethernet

Enquiry Delay(ms)
— —_ N N w w B S
w o wv o w o v o (%)

e

o

500 1000 1500 2000 2500 3000 3500 4000 4500 5000 6000

Number of blocks

Fig. 6. Impact of retrieval performance with increasing number of blocks.

In our scheme, the performance of our scheme outperforms that of MST in
Fig. 6 because the counted Bloom filter hopping table reduces the total amount of
data that needs to be read. Another phenomenon in Fig. 6 is the large fluctuation
in the number of MST delays. The specific reason for this fluctuation can be
attributed to MST’s Merkle Patricia Trie tree index, where requested versions
may be located at different levels of the tree as the total number of blocks
increases.

Multi-data Label Query Performance. Next, we evaluate the performance
of multi-label queries. Again, we first populate the blockchain with simulated
data, and then we publish a transaction querying multi-label data to analyse the
multi-label query performance of each scenario. In this experiment, we compare
different search depths to analyse performance.
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In this experiment, we compare the latency for multiple data label queries in
six blockchains of different depths.
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Fig. 7. The impact of multi-tag searching on search performance.

Figure 7 shows the effect of single-tag retrieval as well as four-tag retrieval
on retrieval performance, and we can see that the overall retrieval performance
of our scheme is better than that of the MST scheme. Also, comparing the effect
of different number of tags on retrieval performance for the same scheme, it can
be seen from the figure that the retrieval performance for multi-tag retrieval is
equivalent to that of single-tag indexing due to the Merkle Patricia Trie tree
indexing of MST. Our solution, on the other hand, is optimised for multi-label
retrieval, with the higher the number of labels, the shorter the response time for
retrieval.

5.2 Storage Performance Analysis

The counted Bloom filter jump table in our solution only requires one Bloom
value to be added to each block header, while our inter- and intra-block optimiza-
tion does not add too much field information. Since existing blockchain-based
personalised retrieval solutions, however, mostly come at the cost of taking up a
lot of system hard disk space, the space footprint of our solution is much smaller
than other existing solutions for data tag retrieval on blockchains.

In order to test the overall space occupation performance of the scheme, by
comparing the space occupation of their own scheme with the MHT scheme
and the two traditional Ethernet schemes, all three projects were tested for the
storage of data, by using the same data set, tens of thousands of data writes
were performed, and the overall storage space occupation of the blockchain was
tested for four nodes with different amounts of data, the test results are shown
in the following figure.
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Fig. 8. Actual disk footprint of each solution.

Figure 8 shows the actual disk footprint of the respective schemes. Our solu-
tion outperforms the MST solution as well as the traditional ethereum smart
contract solution. The reason for this is that our solution only adds a Bloom filter
variable to each block header, and also makes certain optimizations to the storage
of compound data in the block body, enabling incremental data update oper-
ations, further reducing the data disk footprint of the blockchain. The Merkle
Patricia Trie tree index built in the MST, on the other hand, increases dramat-
ically as the data increases. The traditional ethereum smart contract solution
does not conform to the data structure of the composite data store, so when
the data is updated, it needs to be updated in full, and cannot be updated
incrementally as in this paper.

6 Conclusion

In this paper, a novel and efficient data retrieval scheme that is compatible
with the decentralized nature of blockchain is proposed. Firstly, a new data
structure for storing complex data is put forward to reduce the redundancy of
data storage on the chain in distributed storage scenario. Then, a counted bloom
filter jump table structure that integrating bloom filter and jump table structures
is designed to improve tag retrieval efficiency and enrich semantic queries in a low
space occupation. Finally, extensive experiments have been conducted to verify
the performance of the proposed method in terms of the retrieval efficiency and
space ratio.
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