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Abstract. The satellite-terrestrial integrated network (STIN) can pro-
vide ubiquitous coverage.However, the eature longer transmission delays,
higher bit error rates and frequency switches, which challenge the design
of the transmission communication protocols to perform well. In par-
ticular, users usually have a very short view time of the satellites. The
improvement of transmission efficiency cannot be ignored to complete the
transmission of a certain amount of information. The multi-path meth-
ods are promised to facilitate the efficiency of packet transmission, which
can provide service even the links between the satellite and the ground
in poor channel conditions. This paper proposes a multi-path transmis-
sion control protocol for STIN, named MPTCP. The proposed MPTCP
decomposes the data in the network into multi-flows and then transmits
the flows on multi-unrelated paths. We implement the MPTCP in a sim-
ulation SDN environment of STIN. The results show that the proposed
MPTCP performs better than traditional TCP and ECMP (Equal Cost
Multipath Routing) schemes in end-to-end and pack loss.

Keywords: Satellite-Terrestrial Integrated Networks - SDN - TCP -
MPTCP

1 Introduction

With the development of communication systems, the satellite-terrestrial inte-
grated communication network (STIN) has gradually become a hot research
field for communication systems. In STIN, the Low Earth Orbit (LEO) satellites
play an important role because of their low transmission power, low transmis-
sion delay, high real-time and strong anti-destructive capability [1]. However,
satellite-terrestrial links feature long delay, high error codes and intermittency
compared with terrestrial links. In this case, the widely used TCP/IP based
protocols are unsuitable for the STIN [2].

Currently, the multi-path transmission technology is rapidly rising, hoping to
improve the end-to-end communication performance in the parallel transmission
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Fig. 1. The Proposed Multi-path TCP Protocol Structure.

of multi-path data. Multi-path TCP (MPTCP) is a multi-path transmission
scheme at the transport layer that guarantees the quality of the network opera-
tion. MPTCP can split the data stream into multi-flows and transmit the flows
on multi-paths individually so that when one of the paths in the network is
congested or fails, the data in the network can still be transmitted normally.
There are already technical solutions to implement multi-path transmission at
the application layer [3,4], transport layer [5] and network layer [6] as well as at
the data link layer [7].

This paper aims to improve the information transmission efficiency in the
satellite-terrestrial integrated networks (STIN). We propose a multi-path trans-
mission scheme based on the SDN architecture to decompose the data in the
network into multi-flows and then transmits the flows on multi-unrelated paths.
The remainder of this paper is as follows. Section 2 introduces the MPTCP pro-
tocol about the structure and the communication mechanism. Section 3 imple-
ments the proposed access MPTCP algorithm based on SDN in detail. The
proposed method is eventually validated through simulation in Sect. 4. Finally,
the conclusions of this paper are drawn in Sect. 5.

2 The Proposed Multi-path TCP Protocol (MPTCP)
for STIN

2.1 The Structure of MPTCP

The proposed MPTCP protocol is located between the transport and application
layers, using multi-paths simultaneously for data transmission and in the form of
a single TCP protocol at higher levels [8]. The structure of the MPTCP protocol
is shown in Fig. 1. At the transport layer, MPTCP is divided into two layers. The
upper layer performs functions such as path management of the network, while
the lower layer is responsible for splitting the packets into multiple sub-flows for
propagation over different wireless paths. Individual sub-flows are propagated
using the same transport capabilities as TCP [9].

When the application data stream generated by upper arrives, MPTCP splits
it into sub-flows. Then the different sub-flows are transferred by multiple links
in the network. If there are redundant links in the network, MPTCP will make
good use of them. So MPTCP can improve the efficiency of the network and the
utilization of the network links. If the client and server want to use MPTCP, both
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Fig. 2. The System model and the Proposed MPTCP transmission diagram for STIN.

need to support the MPTCP protocol. The MPTCP protocol is still transmitted
in a single path at the transport layer. The MPTCP protocol at the transport
layer receives the data, splits the data stream, adds sequence and acknowledg-
ment numbers to the sub-paths and then sends it to the network. The server
receives the data and recombines it using the sequence and acknowledgment
numbers on the packets before passing it on to the upper layer applications
(Fig. 2).

The communication mechanism of MPTCP consists mainly of initializing
the connection, establishing sub-paths, transferring data and disconnecting. The
connection is initialized similarly to TCP, established by employing three hand-
shakes during the connection establishment phase. Upgraded from the TCP
protocol, the MPTCP adds the MP_CAPABLE technology in the handshake
to determine if the communicating parties have chosen to use the MPTCP pro-
tocol. The process is shown in Fig. 3.

2.2 The Communication Mechanism of the MPTCP

The communication mechanism of MPTCP mainly includes initializing the con-
nection, establishing a sub-path, transmitting data, and disconnecting the con-
nection, and the details are as follows:

1 In the control message, the key values of the sender and receiver are used to
detect the origin of the packet. After the detection, the subsequent packets
are continued to be processed. This key value is still used to detect if it is a
MPTCP connection when adding a sub-path [10].

2 The sub-path establishment starts when the initial connection completed. The
difference from initialization is that the MP_JOINT field needs to be added
to the handshake message. After MPTCP initialed, the two communicate
entities can acquire the source and destination IP addresses. The IP addresses
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Fig. 4. MPTCP sub-path creation flowchart [11].

obtained by both communicating parties form a binary for both parties to
distinguish between different sub-flows, as shown in Fig. 4.

When transmitting data, MPTCP split the data into multiple sub-flows and
sequences the different sub-flows for propagation in different paths. After the
propagation is completed at the transport layer, MPTCP transmits the data
to the application layer. The sub-flow Sequence Mapping field is used to count
the sequence of sub-flows during data transfer.

The closure of MPTCP sub-flows requires the same four-way handshake as
TCP to complete the link disconnection. To ensure independence between
sub-paths, each wave of the sub-path affects only its own connection relation-
ship. It is not until the application layer has finished transferring data that
the application layer calls the close function, and MPTCP acknowledges each
sub-flow with a message with MP_DFIN. After receiving the control message,
the server initiates an acknowledgment message to the sender, which receives
and completes the match and disconnects.
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3 The Implementation of MPTCP in SDN

The solution is based on the SDN architecture and is based on programming
the Floodlight controller to manage the topology of the MPTCP network and
to forward data. The forwarding module of the Floodlight controller adds the
TOPO_MANAGER (Topology Manager, TM) module and the FORWARD-
ING_.MODULE (Forwarding Module, FM). The TM is responsible for moni-
toring and calculating the global topology, and the FM provides path selection
and OpenFlow forwarding rules for the sub-flows. The TM module can sense a
global view of the topology with information between the SDN controller and
the switch. Whenever a path between a pair of source-destination address pairs
(IP addresses) is required, the FM initiates an interrogation to the TM, which
uses the DFS method to find available paths with a full graph length of up to
k (k is the number of forwards), and then the TM filters the set of paths found
by DFS and replies to the FM with one of the eligible sets of the path. The
paths that can pass the filter are the shortest path, and k-shortest path, and k
edge-disjoint shortest paths. See Table 1 for details.

Table 1. The return path of the Topology Manager (TM) module.

Shortest path Includes all paths of the same length as the shortest path

k-shortest path Includes k paths before incremental hop order

k-edge-disjoint paths | Includes k paths which do not have any edge overlap

3.1 The Design of the Topology Manager Module

The TM module selects the right set of paths to significantly improve the trans-
mission efficiency of the network. If the TM adequately brings redundant links
in the network into play, the utilization of the network links is increased, thus
improving the efficiency of the network transmission. The FM module uses two
ways of assigning sub-paths. One is random allocation, and the other is deter-
ministic allocation. If the random allocation scheme is used, the TM returns the
shortest set of paths, and this method is equivalent to ECMP. If the determinis-
tic allocation method is used, then FM assigns sub-flows to different paths, thus
implementing the MPTCP method. The deterministic allocation scheme avoids
the problems that arise when the ECMP on-the-fly allocation scheme allocates
different sub-flows to the same paths.



Efficient Transmission Protocols for STIN 91

3.2 The Design of the Forwarding Module

The path-cache and flows tables are maintained in FM. The set of paths returned
by TM is stored in the path-cache, and when MPTCP splits the packet into
multiple sub-flows, FM searches the path-cache. If there is a matching path in
the path-cache, then the flows table reads in that path and initiates an MPTCP
connection between the pair of addresses MPTCP connection between the pair
of addresses. Otherwise, FM issues a query to TM and then stores the result
returned by TM into the two hash tables mentioned above. The path-cache
refresh time can be adjusted to meet the dynamic requirements of the STIN
network.
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Fig. 5. Network topology observed within the controller

3.3 The Design of Flow Table Entry

The flows table includes each pair of MPTCP connection relationships, and each
pair of MPTCP connection relationships also contains the sub-connection rela-
tionships within that connection relationship and is assigned to the IpEntry. The
IpEntry caches the path set obtained after this source-destination IP interroga-
tion TM and assigns it to the sub-flow.

Each time the first sub-flow in a connection arrives at the first switch in the
network, the FM needs to extract the IP address and port number of the source-
destination node in the sub-flow and identify the MP_CAPABLE or MP_JOIN
command during this process since the switch has not yet acquired the relevant
forwarding rules. If the command identified by FM is the MP_CAPABLE com-
mand, then this is an initialized sub-flow of MPTCP as described in Sect. 2.2,
and address pairs needs to be stored in the Primary_IP set, then queried to the
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path-cache table for the set of paths that satisfy the communication requirements
of this address pair, and the path set assigned to the sub-flow to prevent different
sub-flows from being assigned to the same path. If the command recognized by
FM is MP_JOIN, then MPTCP has completed initialization, at which point FM
extracts the token from the stream and obtains the existing MPTCP connection.
If the token does not exist in the stream, then this is the first additional sub-
flow generated in the path, and FM uses this token to create a new connection
in the network. If the token already exists in the network, then FM looks up
the token corresponding to Ip_Entry and assigns the next sub-path in the path-
cache that has not yet been assigned to a sub-flow and updates IpEntry. Boosts
the consumption of controller computation by constantly maintaining two hash
tables.

4 Simulation and Performance Analysis

4.1 Network Topology

The network topology constructed in this paper contains the LEO constella-
tion and ground nodes, numbering 110 in total, to analyze the performance
of the information multi-path transmission algorithm for a star-ground fusion
communication network. The node connectivity relationships in the network are
exported as an EDGE file, and the network is modeled according to the exported
parameters. The network topology displayed in the Floodlight controller is Fig. 5.

4.2 Simulation Results

Firstly, the application generates 20, 30,40, 50,60 and 70 data streams between
node h12 and h13 in the network, causing network congestion. The performance
of TCP, ECMP and the multi-path algorithm MPTCP constructed in this paper
are analyzed by counting the data streams received at the server side. We use
the Reno congestion control algorithm [12], and the path set in the global-aware
multi-path transmission scheme was chosen as the k-disjoint path set with k
being 8. The simulation time was 50s.

The results are shown in Fig.6. As can be seen in the figure, with 20 data
streams in the network, the network is not yet congested, and no data streams are
lost in any of the three scenarios. As the number of streams in the network rises,
the traditional TCP protocol loses streams in the presence of network congestion,
and performance degrades more quickly. The other two algorithms both used a
multi-path transmission scheme in the network and were able to maintain good
communication performance without experiencing significant data loss problems.

Then we initiate hundred data streams, and the traffic received on the web
server side is counted for 200s of simulation time with a 5-s interval. As the
multi-path transmission algorithm needs to operate on the paths in the network
and construct the path set during the initial communication, the data for the
first 5s of the simulation was discarded and analyzed. The fluctuations of the
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Fig. 6. Network congestion data reception statistics.

conclusion information are shown in Fig. 7. In the event of congestion in the net-
work, the traffic received by the server in the traditional TCP scheme fluctuates
considerably, with large peaks and valleys occurring during congestion, resulting
in severe fluctuations and poor network stability. The ECMP and globally aware
multi-path algorithms are relatively smooth. As can be seen in the figure, the
ECMP scheme has slightly higher traffic fluctuations than the globally aware
multi-path algorithm.

Then, we select four data streams in each scenario to see how the streams
are transmitted. For comparison, one data stream is selected from each of the
three transmission schemes. The simulation results are shown in Fig.8, 9 and
10. The simulation results show that the traditional TCP protocol has large
differences between data streams in the network when transmitting data and that
the throughput varies dramatically when the data streams are delivered. The
ECMP and MPTCP+SDN transmission schemes have relatively low network
fluctuations. Looking at the data for the four data streams, the results of which
are shown in Table 2. It shows that the ratio of the lowest value to the highest
value of throughput for the same data stream in the network is as low as 12.9%
in the traditional TCP transport scheme, 19.9% in the ECMP+SDN scheme,
and 25.9% in the MPTCP+SDN scheme, which has the best performance.

The statistics of the transmission traffic of each stream in the network are
shown in Fig.11. The transmission volume of each data stream in the network
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Table 2. Data stream throughput analysis for the three transmission schemes.

Transmission solutions TCP |[ECMP+SDN| MPTCP+SDN
Single link throughput minimum/Kbytes 9.9 9.76 13.9
Maximum single link throughput/Kbytes 229 |97.6 106

Ratio of minimum to maximum throughput of a single data stream [12.9%|19.9% 25.9%

fluctuates greatly in the traditional TCP transmission scheme, while the ECMP
and global-aware multi-path algorithms fluctuate less. The ECMP+SDN scheme
and MPTCP scheme are relatively smooth, with the lowest value of the ECMP
scheme compared to the highest value of 51.1%over 100 data streams. The low-
est to highest MPTCP transmission ratio was 51.9%, an improvement of 0.8
percentage points. Also, the MPTCP+SDN solution has a relatively higher min-
imum and maximum value than the ECMP solution, with the highest amount
of network data transmitted (Table 3).

Table 3. Data stream throughput analysis for the three transmission schemes.

TCP |ECMP+SDN | MPTCP+SDN
Minimum data stream transfer volume/KB |920.15|1259 1363.7
Maximum value of data stream transfer/KB|3497.4|2460.4 2626.1
Ratio 26.3% |51.1% 51.9%
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the network.

5 Conclusion

This paper proposes a multi-path transmission scheme MPTCP based on the
SDN architecture to improve the throughput and efficiency of the Satellite-
Terrestrial Integrated Network (STIN). The proposed multi-path transmission
scheme MPTCP is implemented in SDN simulation, which decomposes the data
streams transmitted in the STIN network into multiple sub-flows and transmits
the sub-flows in multiple unrelated paths. It merges them after the transmission
is completed, thus ensuring the efficiency of network information transmission
even when the link communication in the STIN is ineffective. Simulation tests
demonstrate that this solution has good performance in STIN and can improve
the efficiency of network transmission and the stability of link data transmission,
thus improving the transmission throughput in the network.

Acknowledgement. This work is supported by Science and Technology Project of
State Grid Shanghai Municipal Electrical Power Company. (SGSHXTO00Y JJS2100140).



96

Y. Xiao et al.

References

10.

11.

12.

. Peng, W, Jian, Y., Zhi-gang, C., Jing-lin, W.: Dynamic source routing algorithm

in low-earth orbit satellite constellation. In: 2006 International Conference on
Communication Technology, pp. 1-4 (2006). https://doi.org/10.1109/ICCT.2006.
341754

Bao, S., Luo, L.: Analysis of transmission protocol in satellite-to-ground commu-
nication. Dig. Commun. World 3(3), 28-29, 32 (2018)

Habak, K., Youssef, M., Harras, K.A.: An optimal deployable bandwidth aggrega-
tion system. Comput. Netw. 57(15), 3067-3080 (2013). https://doi.org/10.1016/].
comnet.2013.07.012

Zhang, W., Lei, W., Liu, S., Li, G.: A general framework of multipath transport
system based on application-level relay. Comput. Commun. 51, 70-80 (2014)
Iyengar, J., Amer, P., Stewart, R.: Concurrent multipath transfer using SCTP
multihoming over independent end-to-end paths. IEEE/ACM Trans, Netw. 14(5),
951-964 (2006). https://doi.org/10.1109/TNET.2006.882843

Garcia-Martinez, A., Bagnulo, M., Beijnum, I.V.: The Shim6 architecture for IPv6
multihoming. IEEE Commun. Mag. 48(9), 152-157 (2010). https://doi.org/10.
1109/MCOM.2010.5560599

Qiang, L., Ping, Z.: A novel mobility management architecture based on GLL in
configurable networks. In: 2006 6th International Conference on ITS Telecommu-
nications, pp. 70-73 (2006). https://doi.org/10.1109/ITST.2006.288763

Wang, W., Wang, X., Wang, D.: energy efficient congestion control for multipath
TCP in heterogeneous networks. IEEE Access 6, 2889-2898 (2018). https://doi.
org/10.1109/ACCESS.2017.2785849

Ma, K., He, J., Zhang, Z., Zhang, X., Fan, L.. MPTCP-based adaptive congestion
control algorithm. Mob. Commun. 37(20), 55-60 (2013)

Sun, M.: Research on Switching Mechanism in Software-Defined Networking Envi-
ronment. Master’s thesis, Nanjing University of Aeronautics and Astronautics
(2016)

Wei, W.: Research on coupled congestion control and data scheduling mechanism
in MPTCP-based multipath transmission. Ph.D. thesis, University of Science and
Technology of China (2020)

Padhye, J., Firoiu, V., Towsley, D., Kurose, J.: Modeling TCP reno performance: a
simple model and its empirical validation. IEEE/ACM Trans. Netw. 8(2), 133-145
(2000). https://doi.org/10.1109/90.842137


https://doi.org/10.1109/ICCT.2006.341754
https://doi.org/10.1109/ICCT.2006.341754
https://doi.org/10.1016/j.comnet.2013.07.012
https://doi.org/10.1016/j.comnet.2013.07.012
https://doi.org/10.1109/TNET.2006.882843
https://doi.org/10.1109/MCOM.2010.5560599
https://doi.org/10.1109/MCOM.2010.5560599
https://doi.org/10.1109/ITST.2006.288763
https://doi.org/10.1109/ACCESS.2017.2785849
https://doi.org/10.1109/ACCESS.2017.2785849
https://doi.org/10.1109/90.842137

