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Abstract. SQL Injection attacks target the database of applications to extract pri-
vate information or inject malicious code. In this paper, we attempt to present
a well-researched and practiced methodology to detect SQL Injection attacks
accurately. These kinds of attacks are a very common means of network secu-
rity attacks which can cause inestimable loss to the database. Building measures
against them is a current research hotspot. Considering the possible complexity of
queries involved and the need for a quick and efficient detection system in place,
turning to machine learning techniques to combat and detect such attacks is the
right choice. This is why we have undertaken the task of analyzing a number of
machine and deep learning algorithms on a vast dataset of 41,770 points (con-
sisting of both malicious and normal queries). We aim at finding a system that is
accurate and fine-tuned for the best possible results and test each of the algorithms
on various performance metrics to identify the one that performs the best. BERT
outperforms the rest with a validation accuracy of 99.98%.

Keywords: Cyber-attack - Security - SQL Injection - Auto-detection - Machine
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1 Introduction

The volume of data used by Internet applications is increasing at a rapid rate. Time
and resources are required to limit risks to privacy. Web applications typically keep their
data in a centralized backend database, which makes them subject to many sorts of cyber
assaults [16-18], specifically SQL injection (SQLi) attacks. One of the most hazardous
injection attacks, SQLi undermines the fundamental security services of confidentiality,
authentication, authorization, and integrity. In order to obtain access to or change data
in a database, SQLi attacks include the insertion of harmful SQL instructions into input
forms or queries. SQLIA are among the most dangerous vulnerability kinds, and pose
significant risks to the security of online systems [22]. Several researchers have targeted
this attack in their studies and discussed techniques for their detection and prevention
[15, 19, 21, 27]. Multiple conventional security solutions, including firewalls, antivirus,
anti-malware, etc. are also unable to detect this sort of attack sometimes, due to their
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many levels of protection. SQLIA methods have grown more popular as it is simple to
implement, and increasingly difficult to detect, demanding a need for an effective and
practical solution in the domain of computer security. SQL injection attacks may be
prevented or mitigated by ensuring that no fields are exposed to improper inputs and
program execution. However, it is difficult to examine every page and application on a
website manually, especially when updates are frequent and user-friendliness is impor-
tant. Security experts and experienced engineers, recommend a number of procedures to
guarantee that the database is adequately protected inside the bounds of the server. SQL
Injection vulnerabilities in online applications may be avoided by using parameterized
database queries with restricted, typed parameters and only using parameterized stored
procedures in the database on rare occasions. This may be accomplished using a variety
of programming languages, such as Java, .NET, PHP, and others.

1.1 Types of SQL Injection attacks

When attackers find a vulnerability in the system for the exploitation of SQL statements,
they can launch SQLi in a number of ways [4, 20] (refer Table 1).

Table 1. Categories in SQLi attacks

Attack Detail

Tautologies The query always returns TRUE when the OR operator is used.
Helps bypass user authentication and obtain data

Piggy-backed queries Extra queries are added to the initial one, resulting in several
SQL requests being sent to the database. The foremost query is
legitimate and runs without any issues, but the following
questions are the malicious ones running in parallel

Logically incorrect queries | Injecting unlawful or logically incorrect SQL syntax causes the
program to display default error pages. This frequently exposes
vulnerable parameters, thus helping attackers gather information
to prepare for subsequent SQL injection attacks

Union query In inserting a union query (statement injection attack), the
attacker inserts an extra statement, say, of the kind ““; <SQL
statement>", into the original SQL line. Thus, a dataset which is
a union of the original and injected queries is returned by the
database

Stored procedure Concentrates on the code of the database that can be exploited as
computer code (or, stored procedure). The database engine
executes stored operations directly. The stored method returns
true or false, depending on whether the user is permitted or not.
Post the first query, the illegitimate query forces the database to
shut down

(continued)
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Table 1. (continued)

Attack Detail

Alternate encodings Generates queries which make a database (or application) to
respond in a different way, depending on the query’s response, in
order to obtain access to the database and find weak parameters.
Two well-known approaches to do so are Blind-injection and
Timing attacks

1.2 Fighting SQLi Attacks

To detect and prevent SQLI, there are many different techniques available [23]. Some
of the most common ones are:

e Web framework — Special characters in an SQL query can be screened to recognize
SQL injection threats.

e Static analysis — It works for tautology-based attacks, based on a dictionary-based
detection method where an input query is flagged malicious as per fixed keywords.
This technique has been enhanced over time with automated reasoning for better
detection of SQL injection attacks.

e Dynamic analysis — It captures SQL queries from the client, database and the applica-
tion, analyze the vulnerability, and SQL injection attack codes are used to comprehend
the problem. The effectiveness of the attack is determined by comparing normal SQL
queries to the attacked SQL queries. It is commonly used since it does not require
any changes to the program and may operate independently, but the flaws must be
addressed manually. Both static and dynamic analysis are used together to improve
detection.

e Machine learning — SQL queries are learnt to create detection parameters. The pro-
duced SQL queries are then compared to the runtime SQL queries. Most SQLi attempts
can be identified, depending on the strength of the provided parameters. There are
other options, like employing a crawler-based machine learning technique [28].

e SQL profiling — It compares standardized SQL queries from a website to dynamic
SQL queries runtime. Hence, there is no need to rewrite the web application, which
if changes, will need the SQL query profile to be chained.

e Instruction-Set randomization — It inserts random numbers into the web application’s
SQL queries and evaluates the volatility, which can identify injection attempts. The
proxy between the database and web server uses SQLrand. However, if the hacker
predicts the random value, the approach is rendered worthless.

Apart from these, developers use a lot of tools installed on web and database servers
[26], and evaluate SQL queries in real-time. These tools are regularly updated, and
have a greater chance of detecting attacks than hard-coded approaches. Nevertheless,
traditional methods are becoming obsolete, as skilled hackers constantly circumvent
them and devise new methods of attack that can only be handled with automated and
powerful security. This is why it is necessary to upgrade the defense mechanisms with
Machine and Deep Learning technologies [24].
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1.3 Organization of the Paper

The rest of the paper begins with the literature survey in Sect. 2, highlighting recent
research work that employs ML in SQL Injection. The state-of-the-art is credited through
a summarized table. In Sect. 3, we move to the proposed system and discuss the algo-
rithms, including sub-sections about data acquisition and preprocessing, model tuning,
etc. Next, in Sect. 4, we convey the results of this research, along with an analysis, and
conclude the paper in Sect. 5.

2 Literature Review

Before proceeding to the proposed methodology of this work, it is important to review
the existing studies similar to the current study. K. Kamtuo and C. Soomlek [1] used ML
models on illegal queries, union queries, etc. on the server side. The 4 discussed models
were susceptible SQLi commands on the server-side scripting. Nevertheless, building a
compiler platform on IDE to validate and detect SQL syntax can further the scope of
this study. B. A. Pham and V. H. Subburaj [2] proposed a methodology for detecting
SQLi threats using 5 ML models, namely, Naive Bayes Classifier (NB), Support Vector
Machines (SVM), Decision Forest, Logistic Regression (LR), and Extreme Gradient
Boosting (XGB), and evaluated them using 5 metrics. However, in both these studies,
the dataset was insufficient (<1500 data points). It is highly likely that the models
are inefficient and overfitting occurred. Consequently, the performance might perform
poorly when the model is used in the real world.

F. G. Deriba et al. [3] proposed a mechanism that combines static and dynamic
detection strategies to validate a query. However, the paper lacks an in-depth discussion of
this proposal, and the methodology followed during the implementation is not adequately
discussed either. Although the proposed hybrid model is utilized to improve the overall
model’s efficiency, its training and testing time is also increased. I. Jemal et al. [5]
is a review discussing several solutions proposed against SQL injection attacks, the
type of attacks targeted, their mitigation measures etc. Nevertheless, the number of
studies analyzed is not sufficient. Chen et al. [6] proposes a system for preventing SQLi
attacks using NLP & Deep Learning techniques, aimed at reducing the false positives
and providing some protection against new attacks. The Multilayer Perceptron (MLP)
model performed better. Nonetheless, the researchers have not mentioned details about
the model training. Moreover, very low number of studies have been referenced in
this paper. A. Sivasangari et al. [7] develop the AdaBoost formula to examine various
injection attack tactics. Although the study claims to have achieved better performance
than other algorithms like KNN and NB, a lot of significant details like the dataset used,
results, analysis, etc. are missing.

Xie et al. [8], implemented an Elastic-Pooling CNN-based model that can extract
the most hidden common qualities of SQLi attacks which remain undetectable by the
traditional models. Even though this model performed well, the training of this model was
resource exhaustive. M. Hasan et al. [9], implemented an ML-based heuristic algorithm,
trained on a small dataset. A GUI-based application is developed for 5 models. Ensemble
Boosted Trees provided the highest accuracy (93.8%). More infected statements should
be added in the dataset to improve the results. The authors of A. Falor et al. [10] explore
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various ML models compare them with their approach of using convolutional neural
network (CNN) for SQLi detection. The CNN approach performed the best overall,
with 94.84% accuracy, 85.67% precision, and 96.56% recall. Even though this model
performs the best overall, none of these metrics in themselves are the best when compared
to the rest of the ML models. Using bagging, we can combine the machine learning
models to surpass all the performance metrics of the described approach. K. Zhang [11]
reviewed ML techniques for the detection of SQLi attacks. It compares over 30 studies
and 60 techniques from those papers, ignoring the datasets used in the target studies.
Overall, an overview of the latest research is given and a table summarizes the ML
algorithms, datasets, and evaluation techniques to compare the 11 methods.

Q. Liet al. [12] implemented an adaptive deep forest model or ADF to detect SQLi
attacks. The authors only compare the model with simple DNNs, which aren’t prepared
to handle context over long inputs and this perform poorly than the ADF model. With
the use of CNNs or RNN:ss, this gap can be overcome and neural networks will surpass
the ADF approach in terms of all or most evaluation methods. A. Hadabi et al. [13]
aims at preventing SQLIA with an adaptive model which uses runtime validation for
the detection of these attacks. This model was only able to achieve an accuracy of
86.6%, on a dataset consisting of 4201 entries. ML mechanisms were not involved. We
have overcome the limitations discussed in all these studies. The literature reviews are
summarized below (Table 2).

Table 2. Summary of related works

Paper Year of Models employed | Highest Most accurate
publication validation model
accuracy
K. Kamtuo and C. | 2016 SVM, BDT, ANN, |99.68% DT
Soomlek [1] DT
B. A. Pham and V. | 2020 NB, SVM, DT, LR, | 100% DT, LR, XGB
H. Subburaj [2] XGB
F. G. Deribaetal. |2022 NB, DT, SVM, 99.27% Hybrid model
[3] ANN and Hybrid
model

I. Jemal et al. [5] 2020 - - _

D. Chenetal. [6] |2021 MLP, CNN 98.57% MLP

A. Sivasangari 2021 AdaBoost - AdaBoost

etal. [7] algorithm algorithm

In X. Xie et al. [8] | 2019 Elastic-Pooling 99.93% Elastic-pooling
CNN CNN

(continued)



8 S. Lodha and A. Gundawar

Table 2. (continued)

Paper Year of Models employed | Highest Most accurate
publication validation model
accuracy
M. Hasan et al. [9] | 2019 Ensemble Boosted | 93.8% Ensemble boosted
Trees, Cubic and and bagged trees
Fine Gaussian
SVM, Linear
Discriminant
Ensemble Bagged
Trees,
A. Faloretal. [10] |2021 CNN, SVM, GNB, | 94.84% CNN
KNN, DT
K. Zhang [11] 2019 DT, RF, SVM, LR, |95.4% CNN
MLP, RNN,
LSTM, CNN
Q. Lietal. [12] 2019 Hybrid of ADF 97.5% Proposed hybrid
model and model
AdaBoost
A. Hadabi et al. 2022 Custom runtime 86.6% Custom model

[13]

model

3 Methodology

In this proposed system, we aim at optimizing ML and DL models, to classify incom-
ing traffic as normal or malicious. The main advantage of using these techniques in the
detection of the attack is the high accuracy and automated testing, thus reducing the
requirement of human interference, while also maintaining significant security. Addi-
tionally, the use of a very large, unbiased dataset to train and validate our models helped
in exposing the models to a wide variety of normal and malicious queries, thereby
improving their performance in a real-time environment. The simple pipeline followed
during the implementation is presented in the following figure (Fig. 1).

Start —» Data acquisition —»

Data Training of the
preprocessing

models

Fig. 1. Implementation pipeline

3.1 Data Acquisition

Model evaluation
and comparison

—>» Stop

To increase the size of our dataset, we combined several datasets from different sources
on Kaggle. We made sure that there was no mismatch of features and cleaned the datasets
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to bring them to a fixed format before merging. The final count of data points came up
to 41,770, with 2 features: query and label. Figure 2 shows the distribution of malicious
and non-malicious queries. The bias was kept low.

» 1 (malicious) 0 (normal)

Fig. 2. Distribution of type of queries in the dataset

The malicious queries in the final dataset have all 5 types of SQLi attacks, categorized
with their corresponding labels to identify their success or failure. The dataset was saved
in.csv format. and imported with the Pandas package.

3.2 Data Preprocessing

As already discussed, the dataset that we have finalized for training our models has about
42,000 queries and has been conceived from the latest array of attacks so as to prepare
our models for the current scenario. The CSV file created from these queries has been
further cleaned to clear any missing values, and the unnecessary columns were dropped.
Finally, exploratory data analysis was used to better interpret the data.

The queries are first run through a word tokenizer and split into word-level tokens
according to the delimiter. This is necessary since almost all ML techniques only work on
tokens. Now we can move on to encoding these using one hot encoding. This increases
the efficiency of our codes and simplifies our whole process, since numbers are much
easier to process than strings. The length of the longest question is obtained for the
padding of the remaining queries.

Finally, once the data is split (test_size used: 25%, with shuffle ‘true’), the shape
of the training and validation datasets is confirmed and a very important step of data
preprocessing is conducted: scaling. Using ‘StandardScaler’, the data is resized to obtain
unit variance and zero mean. This was significant to standardize the values and drastically
reduce the training time of the models. After completing these few steps under data
preprocessing, we proceed to train our models.

3.3 Machine Learning Algorithms

Our analysis of the processed data is done using Scikit-Learn. Once we transferred our
data into Scikit-Learn after following all the preprocessing steps mentioned above, we
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can classify it with the algorithms at our disposal. We have used SVM, Decision Tree
(DT), Random Forest Classifier (RF), and K-Nearest Neighbours (KNN) for the binary
classification with ML algorithms. BERT has been used as the DL classifier.

DT. DT is a decision support, tree-like model. We trained our data on an optimized
version of the DT classifier. We fine-tuned the model using GridSearchCV, to find the
best features from the parameter grid for some specific parameters (Table 3).

Table 3. Optimizing hyperparameters in the DT model

Parameter Meaning Default value

‘max_depth’ Tree’s maximum permitted depth None

‘min_samples_split’ | Minimum samples needed before splitting any internal |2

node
‘criterion’ Function to measure split quality ‘gini’
‘max_features’ Helps determine the no. of features to be considered for | None
best split

RF. While the DT algorithm generates only one tree, RF, an ensemble of such trees,
generates multiple trees parallelly and takes into account the output of each of these
trees to produce its own classification result. Table 4 shows the values tested from
the parameter grid, as well as the search results for optimizing our RF model (using
RandomizedSearchCV).

Table 4. Optimizing hyperparameters in the RF model

Parameter Meaning Default value | Parameter grid Best value
‘max_depth’ Maximum permitted | None [5, 16, 27, 38, 50, 16

depth of the trees None]
‘min_samples_split’ | Minimum samples 2 2,5, 10] 10

needed to split an
internal node

‘n_estimators’ Number of trees 100 [100, 325, 550, 775, | 100
1000]
‘max_features’ Finds the no. of auto [‘auto’, ‘sqrt’] ‘auto’
features to be taken
for best split

(continued)
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Table 4. (continued)

Parameter Meaning Default value | Parameter grid Best value

‘bootstrap’ Tells whether each True [True, False] False
tree is built using the
whole dataset or
bootstrap samples

KNN. KNN considers the classification of ‘k’ points from the dataset that are closest to
a target point. Based on the majority of the class type observed, the target gets classified.
Here, fine-tuning consists of choosing an optimal ‘k’ value to minimize the error rate and
maximize the number of correctly classified points. We ran a loop to record the varying
error rates with different ‘k” values. A plot for the same can be observed in Fig. 3.

Error Rate vs. K Value

0.024

0.022

0.020

0.018

Error Rate

0016

0014

0012

0010

25 50 75 100 125 150 17s
K

Fig. 3. Change in error with increasing K value for KNN algorithm

Clearly, we can see that the error increased consistently with an increase in the k
values (which is not the case always). Hence, k = 1 is the best parameter for our situation,
and we specify n_neighbors = 1 when training the model.

SVM. SVM is used for both type of problems, classification as well as regression. When
used for classification, it differentiates between 2 classes by drawing a hyperplane on
the dataset. Each observation (support vectors) helps in this computation. Due to the
extremely high training time and computational requirement for SVM given the size of
our dataset, we optimized the algorithm for just a few parameters (refer Table 5).

BERT. BERT (Bidirectional Encoder Representations of Transformers) [14] was devel-
oped and trained by researchers at google Al to tackle the problem of shortage of training
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Table S. Optimizing hyperparameters in the SVM model

Parameter | Meaning Default value | Parameter grid Best value
‘C Penalty parameter of the 1 [0.1, 1, 10, 100, 1000] | 1000
error
‘gamma’ | Determines the impact of | ‘scale’ [‘auto’] ‘auto’
each support vector on the
hyperplane
‘kernel’ Algorithm’s kernel type to | ‘rbf’ [‘rbf’, ‘poly’] ‘rbf”
be used

data in language models. BERT being the base model, converts text into a useful and
concise context on which the classification head learns to make predictions. It is the
first deeply bidirectional, unsupervised language representation model beats previous
models at solving most language problems. BERT uses state-of-the-art attention models
called transformers (that convert one input sequence into another) to map the contextual
relations between words [25].

Transformers differentially weigh the significance of each part of the input using
self-attention, thus retaining context over long input sequences and map the contextual
relations between the multiple contexts. The architecture of transformers used in BERT
is shown in Fig. 4. As explained, BERT can be used as a base model for a classification
task. We can attach a classification head on the top of BERT and apply transfer learning
techniques. We attach a word embedding layer to the pre-trained model before training
the model, or add a custom function in the evaluation and training functions of the new
model. We used the BertTokenizer for this research.

We began by creating a make model function defining the flow of data. Starting with
the textinput layer, we make a sequential model. Then we have a pretrained prepossessing
layer and the BERT encoder layers. The context information is then passed on to the
single-unit dense layer, which acts as the classification head. A sigmoid function is
added to the final model as we are dealing with classification. BinaryCrossentropy Loss
is used to compile the model, with the metrics being BinaryAccuracy. A custom Adam
optimizer is made, where the training steps are equal to the data’s cardinality. We set
the initial learning rate to 4e—5, with 10% of the data’s cardinality as the number of
warmup steps. The model is compiled with the above-defined optimizer, loss function,
and metrics. The training is done for 5 epochs only, which itself resulted in satisfactory
accuracy. A simple threshold function was defined to convert values below 0.5 to 0 and
others to 1 where 1 denotes SQL injection and O doesn’t. An average of 60 ms were
required for each training step and a total of 24,476 training steps were present in each
epoch. The first epoch itself resulted in a validation accuracy of 99.67%, which only
improved up to 99.80% till the 5th epoch.
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The research was completed using 5 algorithms (4 ML and 1 DL) for SQL detection. As
already discussed, the dataset used was prepared by merging a number of datasets from
Kaggle, which yielded a total of around 42,000 data points. The final dataset consisted of
five types of malicious SQL queries. After rigorous training and hyperparameter tuning
of the models, we observed that BERT performed the best on the processed dataset of
the given problem. It was closely followed by the RF algorithm and the KNN classifier.
The detailed performance metrics have been captured in Table 6 and visualized in Fig. 5.
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Table 6. Comparing the model performances using various metrics (%)

Model name Accuracy Precision Recall F1
Training Validation
DT 98.81 98.75 99.49 98.16 98.82
RF 99.93 99.79 99.93 99.68 99.80
KNN 100 99.12 98.85 99.52 99.18
SVM 92.78 92.44 90.21 96.36 93.19
BERT 100 99.98 99.99 99.96 99.97
105
100

95
> 1L Ii
. o NRNE NRAR NRARE NN

Train Acc  Val Acc Precision  Recall

EDT ERF mKNN ®mSVM uwBERT

Fig. 5. Performance metrics achieved by the models

5 Conclusion

This research was conducted bearing in mind the threats that SQL injection attacks
pose on our digital life. The best-automated method to detect SQL Injection attacks was
discovered after running the acquired datasets through various machine and deep learning
models. After an introduction about these attacks, their types as well as prevention
mechanisms, a detailed literature survey of existing work was conducted. Post this, a
simple methodology from data acquisition and data preprocessing to model training and
validation was followed. Finally, the results were analyzed.

The BERT classifier surpassed every other model with a better accuracy, preci-
sion, recall, and the F1 score. Its validation accuracy (99.98%) was closely followed by
Random Forest (99.179%). During the model training, we tackled problems regarding
overfitting. We also eliminated the requirement of manual screening for feature extrac-
tion from our dataset. Nevertheless, this work has further scope to detect more attacks
using the same model, but a much larger and diversified dataset. Additionally, more
DL architectures can be explored for better performance and detection. Lastly, further
research in this area can help enable these models to prevent SQLi attacks in addition to
detecting them.
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