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Abstract. In this paper, we consider the problem of determining how
a joint (dual) radar and communication system should divide its effort
between supporting its radar and communication tasks in the presence
of a jammer that wants to obstruct the system’s work by means of jam-
ming. The system, besides the basic objective consisting of two tasks (a)
to communicate with a receiver and (b) to track a radar target through
the reflections witnessed at the system, also has the secondary objective
to achieve the basic objective in a manner that is as unpredictable as pos-
sible to the jammer. The signal to interference and noise ratio (SINR) of
the radar and communication’s SINR are considered as the metrics that
reflect the radar and communication tasks, respectively. The entropy
associated with a system’s strategy to switch between two tasks is con-
sidered as a metric that reflects unpredictability of its strategy for the
jammer. We model this problem by a Bayesian game for a scenario where
the system is at a disadvantage to access information about environmen-
tal parameters relative to the jammer. The established uniqueness of the
equilibrium reflects stability of the designed anti-jamming strategy, even
in such a disadvantageous situation for the system.
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1 Introduction

There has been recent interest in enabling radar and communication systems to
co-exist in the same frequency bands in order to allow spectrum to be utilized
more efficiently [17]. This has given rise to a significant amount of research on
methods for spectrum sharing between the two systems. One approach to achieve
this is to formulate waveform design using Orthogonal Frequency Division Mul-
tiplexing (OFDM) signals and then optimally allocate the subcarriers [12,18].
Radar waveform design for controlled interference is considered in [3,4], while
the cooperative design of the two systems was explored in [5,14]. In this paper,
we consider a dual purpose communication-radar system that employs OFDM
style waveforms and explore the complementary aspect where the system besides
the basic objective consisting of two tasks (a) to communicate with a receiver
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and (b) to track a radar target through the reflections witnessed at the system,
also has the secondary objective to achieve the basic objective in a manner that
is as unpredictable as possible to the jammer. We model this problem by a non-
zero sum (Bayesian) game. The radar’s SINR and communication’s SINR are
considered as the metrics that reflect corresponding tasks of the basic objec-
tive. The entropy of the system’s strategy for switching between its two tasks of
basic objective is considered as the metric that reflects its unpredictability, i.e.,
its secondary objective. The problem is modeled by a non-zero sum game and
the equilibrium is found in closed form. Its uniqueness is proven, which reflects
stability of the designed anti-jamming strategy even in the case where the sys-
tem is at a serious disadvantage when compared with the jammer in terms of
the information possessed regarding the jamming fading gains. Specifically, we
consider that the system has only statistical information, meanwhile the jammer
has complete information about the channel gains.

2 Basic Model of a Dual Purpose Communication-Radar
System

Let us consider an operational scenario involving a dual purpose communication-
radar system that transmits communication signals only, and uses the received
reflections of those signals off targets for target tracking in presence of an jammer
(Fig. 1). The system wants to support two different tasks: (a) to communication
with a receiver, and (b) to track a radar target through the reflections witnessed
at the system. In order to support these two tasks, the system uses a spectrum
band that is modeled as consisting of n adjacent sub-channels, which may be
associated with n different subcarriers. In this paper we employ a transmission
scheme like OFDM, as considered in [11]. With each of these n different subcar-
riers, two different (fading) channel gains are associated. Specifically, we let hg ;,
i € N £ {1,...,n}, correspond to the i-th radar channel gain associated with
the round-trip effect of the transmitted signal, reflected off the radar target, and
received at the system, while h¢ ; denotes the i-th channel gain associated with
the i-th communication subcarrier at the receiver.

Let P = (P,..., P,) be power-allocation strategy for the system, where P;,
1 € NV, is the power assigned for transmitting on subcarrier 4, and Yien Pi= P,
where P is the total power budget.

We assume that to avoid interference at each moment the system focuses
only on one of two tasks. We call such focusing on a task by implementing the
corresponding mode. Thus, at each moment the system can implement one of
two modes:

(1) communication mode, denoted by C, to focus on the communication’s task,
(ii) radar mode, denoted by R, to focus on the radar’s task.

In order to unify the examination of radar and communication metrics, we
note that radar detection/tracking and communication throughput are both
closely related to the associated signal-to-interference-plus-noise ratio (SINR)
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Fig. 1. Dual purpose communication-radar system, target. receiver and jammer

as witnessed at the appropriate recipient. Let the radar SINR and communica-

tion SINR be given by Z hg ;P;/o3 and Z hc,i P;/o?, respectively, with o2 and
i=
o(c are corresponding background noise powers For the communication objec-

tive, the SINR is used as the payoff function for two reasons: first, it is easily
linearized; and, second, for a low SINR regime, SINR is an approximation to
throughput. For the radar objective, SINR is used as the payoff function since
it is closely related to the associated detection metrics [16].

3 Jammer

Let a jammer be present, and it is located close to the receiver (Fig.1). The
jammer seeks to introduce hostile interference to disrupt the functionality of the
system. Its strategy is a power allocation vector J = (Ji,...,J,), where J;,
i € N, is the power assigned for jamming subcarrier i, and Yien i = J where
J is the total power budget allocated for jamming. We assume that the jammer’s
signal will not reach the target. Under a jamming attack, the communication’s
SINR and radar’s SINRs are given by:

hr i P;
SINRg(P, J) = § —/2ili (1)
and
he,i P;
SINR¢(P,J) = 3 ottt 2
<l ) iEN ot + geas )

where gg ; are fading channels gains between the jammer and the radar, and gc ;
are fading gains between the jammer and the communication receiver.

Let the system work in a fixed mode m, m € {C,R} and this mode is known
to the jammer. Let the system and jammer implement strategies P and J,
respectively. Then, SINR,,, (P, J) is the payoff to system in mode m, and it can
be considered as the cost function for the jammer. Thus, for a fixed mode m,
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this is a zero-sum game with SINR,,(P,J) as system’s payoff. Let us denote
this zero-sum game by &,,.

For each fixed mode m € {C,R}, we look for a (Nash) equilibrium in this
game &,,. Thus, for such a pair of strategies (P,,, J,) that the following inequal-
ities hold:

SINR,, (P, J,n) < SINRy, (P, J ) < SINR,, (P, J) for all (P,J).  (3)

The equilibrium strategies (P, J.,) in game &,, can be found via [1].

4 Mode Selection

Now suppose the system can choose between radar and communication mode,
and, then, implement the optimal power allocation strategy for these modes
Py and Pc, respectively. The jammer does not know what mode the system
implements. Thus, a dilemma for the jammer arises: the best response to each
of the system’s power allocation strategies Pg or Pc to implement. Specifically,
to implement power allocation strategy Jr or Jc, respectively. Meanwhile, in
its turn, the system does not know which decision will be made by the jammer.
Thus, a dilemma also arises for the system: the best response to each of jammer’s
power allocation strategies Pgr or P¢ to implement, namely, to apply power
allocation strategy Jr or Jc, respectively. This scenario leads to the following
payoff matrix M, where the rows are the system’s strategies and the columns
are the jammer’s strategies:

R C
R/A a
M=¢ (b B> @
with
A £ SINRg(Pg, Jr), a2 SINRg(Pg,Jc), (5)
B £ SINR¢(Pc, J¢) and b £ SINR¢ (P, Jg). (6)

Note that, by (3), without loss of generality we could assume that
A < aand B <b. (7)

Let « = (2,1 — x) be randomized (mixed) strategies [6] for the system, where
z and 1 — x are probabilities that the system is in mode R and C, respectively.
Meanwhile, y = (y,1 — y), be randomized (mixed) strategies for the jammer,
where y and 1 — y are probabilities that the jammer is in mode R and C,
respectively. Then, if the system and the jammer implement strategies  and
y, respectively, the expected system’s SINR is given as follows

SINRg(z,y) = zMy”
= Azy +azx(1 —y) +b(1 —x)y+ B(1 —z)(1 —y). (8)
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4.1 Sophisticated System
The (sophisticated) system wants to find a trade-off between two objectives:

(1) the basic objective, to maximize the expected system’s SINR,
(ii) the secondary objective, to achieve this maximum in the most unpredictable
way for the jammer.

As a metric for the system to confuse the jammer, we consider the entropy
of its strategy, i.e.,

H(x) = —zIn(z) — (1 —2z)In(1l — ). (9)

The payoff for such (sophisticated) system is taken as a weighted sum of the
expected system’s SINR and the entropy of its strategy, i.e.,

vs(x,y) = ws SINRg(x,y) + wg H(x), (10)

where wg and wg are non-negative weighting coefficients.

Note that for any scale positive parameter C, the payoff C vs(x,y) achieves
its maximum at the same strategy x. That is why, without loss of generality we
can assume that wg and wg are normalized non-negative weighting coefficients.
Specifically,

ws £ 1 —w and wg = w, where w € [0, 1]. (11)
This and (10) imply that
vs(x,y) = (1 — w)SINRg(z,y) + wH(x). (12)

Note that, in [8] we used entropy metric to design a sophisticated adversary’s
strategy for illegal sneaking into protected bandwidth, and, in [7,9], to design
sophisticated anti-eavesdropping strategies,

Meanwhile, jammer wants to minimize the expected system’s SINR. Thus,
payoff to the jammer is negative of the expected system’s SINR, i.e.,

vy(x,y) = —SINRg(x, y). (13)

5 Incomplete Information

In this section, we consider a more practical case, in which there is incomplete
information about some of the parameters involved. In particular, we assume that
the jammer knows all of the parameters perfectly, as this is the most dangerous
case for the system. Meanwhile, the system knows all of the parameters except
the channel gains for the jammer, for which it has limited statistical information.
Specifically, the system only knows that the jammer’s channel gains can have
values (gr.ik,9c.ik),i € N with probability ax, where k € K £ {1,...,K}.
In other words, the jammer’s channel gains can be in one of K states, and the
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system does not know which state occurs (Fig.2). Note that if the jammer’s
channel gains are in state k, then the radar’s SINR and communication’s SINR
are give as follows:

hgr,i P;
SINRg (P, J) = S — "Rilt (14)
%\:/ 02 + gri ki
and
he,: Py
SINRc (P, J) =Y ——— (15)

02 + gc,indi

ieEN

Target

g
System _6_,. Receiver
2

\~ "c\ 9¢c i 2

Fig. 2. Dual purpose communication- radar system, target. receiver and jammer, which
channel gains can be in one of two states, i.e., K = {1,2}.

Similar to (3), for each fixed mode m € {C,R} and jammer’s channel state
k € K let Py, and J,, be equilibrium strategies of the system and jam-
mer, respectively, in zero sum game with SINR,, ; as system’s payoff. Further, if
channel state k& occurs, and this state is known to both players, the system and
jammer can choose mode m € {R,C} and m € {R, C}, respectively, and imple-
ment the equilibrium strategies P, and Jp i, associated with their choices
independently from each other. This leads to the following payoff matrix My to
the system:

R C
. R Ak Qg
Mk - (C ( bk) Bk) (16)
with
Ak £ SINR]Ryk(P]Ryk, JR,k)a Qaj £ SINR]Ryk(P]R,k, J(C,k)v (17)
By, £ SINRc ,(Pc i, Jc k) and by £ SINRc 4 (Pc i, Jr k)- (18)

Then, following (3), we have that

A < ar, and By, < by. (19)
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Let us denote as a k-type jammer, the jammer if its fading gains occur in state
k. Also, y,, = (yx, 1 — yx), be mixed strategies for the k-type jammer, where yy
and 1—yy, are probabilities that k-type jammer is in mode R and C, respectively.
Since the system does not know which fading gain state of the jammer occurs,
the system strategy is « = (z,1 — z), where x and 1 — x are probabilities that
the system is in mode R and C, respectively.

Then, the expected system’s SINR, is given by (20) below if the system and

jammer, dependently on its type, implement strategies  and y,, ...,y g, respec-
tively:
SINRs(z,y,,...,Yx) = Z areMyr. (20)
ke

By (12) and (20), payoffs to sophisticated system k-type jammer are given,
respectively as follows:

vs(®, Yy, -, Yg) = (1—w)2akkay£.+wH(a:), (21)
kek
’UJJC(m, yk) = —ac/\/lkyg, ke K. (22)
We look for a Nash equilibrium. i.e., for such feasible strategies (z,yq,...,Yx)

that any feasible strategies (&, 9y, ..,k ), the following inequalities hold:

05(537y17'~'7y1{)Svs(waylv"wyl()7 (23)
vk(T, Yg) < vik(,yy) for ke K. (24)

Denote this non-zero sum (Bayesian) game by ['x. Note that in game I'x a
jammer’s type has to be associated per a set of channel gains to reflect that the
jammer has complete information about channel gains in contrast to the system,
which has access to statistical information about them. Of course, in case if both
players have access only to statistical information about channel gains there is
no need to introduce a such way associated players’ types (see, for example, [2]).
Here, as examples of using Bayesian game approach in different communication
systems we also refer to [10,13,15].

Without loss of generality throughout the rest part of the paper we will label
the system’s strategy @ = (z,1 — x) by its first component z. Similarly, we will
label the k-type jammer’s strategy vy, = (yx, 1 — yx) by its first component yy.

Proposition 1. In game I'x there exists at least one equilibrium.

The proof can be found in Appendix A.1.

6 Best Response Strategies

In this section we derive in closed form the best response strategies for the system
as well as all jammer types.
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Proposition 2.(a) For fized y, € [0,1],k € K, the best response of system is
gwen as follows:

1

e , w >0,
1+ exp ((Z Oékayk — @) §w>
BRs(y1,. .., = k=1 25
S(yl yK) 17 Zf:l akayk < @7 ( )
€[0,1], S5, arDyyr = 6, w =0,
07 Ei(:l ak:Dkyk > @7
where
K
S Z(ak — By)ag, (26)
k=1
1—w
0w & ——, 27
- (27)
Dy & ay, + by — Ay — By, (28)

(b) For a fized x € [0,1], the best response yr, = BRj(x) of the k-type jammer is
given as follows:

0, x < Xvo’]€7
BRy(z) £ €0,1], == Xox, (29)
1a T > XO,/W
where
by, — By
Xop &2 52, 30
0.k Dy (30)
The proof can be found in Appendix A.2
Remark 1. Note that, by (19), we have that
Dy >0,1> Xo >0 and 6, > 0. (31)

7 Equilibrium

In this section we derive the equilibrium strategies in closed form and prove
their uniqueness. To avoid bulkiness in formulas we assume that Xo , # X, ; for

k # k. Then, by (31), without loss of generality we can assume that the channel
gain states are arranged in an increasing order by Xg x, i.e.,

XO,l £ 0< XO,l < XO,Q < ... < XO,K~ (32)
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Let

k
0o 20and ¢ 2 Z o; D; for ke K (33)
i=1

By Remark 1, @ is strictly increasing on k.

Theorem 1. Let 0 < w < 1. In game I'x the equilibrium is an unique. More-

over, this unique equilibrium (@, y,, ..., yx) is given as follows:
(a) if
v —O0 <In(1/Xox —1)/dw (34)
then
ye=1forke (35)
and
1
T T e ((px — 0)0,) (30)
(b) if
In(1/Xo,1 = 1)/6w < 0o — © (37)
then
Yy =0 fork e K (38)
and
T e (o) )
(c) if

wo— 6O <In(1/Xo1 —1)/0w and In(1/Xo g —1)/0w < px — O (40)

then there exists an unique k. such that either (41) or (45) hold which are
given below, and

(c-i) if
Ok, —1 — O < ln(l/kao — 1)/5111 < Ok, — e with 2 < k* < K (41)
then

1, <k,
Yyi=1q Y, =k, (42)
0, >k,



64 A. Garnaev and W. Trappe

and
x = Xok, (43)
where
O +In(1/X — 1)/, — _
y_ O+l k;Z*Dk*)/ oy »
(c-ii) if
In(1/ Xk, 410—1)/00w <, —O0 <In(1/Xy, 0 —1)/0y with1 <k, <K —1
(45)
then
vi = {é ziz (46)
and
1 (47)

= 1+ exp ((pr, — O) 0w)’

The proof can be found in Appendix A.3.

Note that, by (33), (pr — ©)d, is increasing on k. Meanwhile, by (32),
In(1/Xox — 1) is decreasing on k. Thus, only one of three conditions (34), (37)
or (40) can hold. Also, note that for the boundary case w = 1, i.e., if the system
is focused on confusing the jammer its equilibrium strategy is © = 1/2, where
the maximum of entropy is achieved.

8 Discussion of the Results

Let us illustrate the obtained results by an example of the system with n = 4
sub-carriers, background noises 02 = 0% = 1, main channel gains h = (1,2, 3,4),
hg = (2,1,1,3) and let the total system and jammer power budgets are P = 1
and J = 5, respectively. Let the jamming channel gains from the jammer to
the communication receiver and radar receiver be g = (1/d,1.5/d,2/d,0.5/d)
and gg = (2/d,0.5/d,1.5/d,1/d), respectively with d being the distance to
the receiver from the jammer, where d € {1,2,4}. Thus, the jamming chan-
nel gains can be in K = 3 states associated per such a distance. Let a =
(p, (1 —p)/2,(1 —p)/2) with p € [0,1] be probabilities that the corresponding
channel states occur. Thus, the jamming channel gains might be in state 1 with
probability p, meanwhile the rest two states might occur equally probable.

For state 1 we can find power allocation strategies via [1] for the communica-
tion and radar modes Pc; = (0,0.22,0.33,0.44), Jc1 = (0,0.44,1.66, 2.888),
and Pr; = (0.285,0.142,0.142,0.428), Jr; = (1.571,0.285,0.285,2.857),
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(a) (b)

Fig. 3. (a) System strategy z, (b) type-1 jammer strategy yi, (c) type-2 jammer strat-
egy y2, (d) type-3 jammer strategy ys, (e) expected system SINR and (d) entropy H(z)
as functions on weighting coefficient w and probability p.
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respectively. This leads A; = 1.63, a; = 1.99, B; = 0.77 and b; = 1.05 as
entries of the payoff matrix M.

For state 2 we can find power allocation strategies in the communication and
radar modes Pc 2 = (0,0.22,0.33,0.44), Jc2 = (0,0.44,1.66,2.888) and Pr s =
(0.285,0.142,0.142,0.428), Jr 2 = (1.499,0.499,0.499, 2.499), respectively. This
leads to A = 1.125, ay = 1.470, B> = 0.500 and by = 0.870 as entries of the
payoff matrix Mo.

Finally, for state 3 we can find power allocation strategies in communication
and radar modes Pc s = (0.10,0.20,0.30,0.40), Jc 3 = (0.20,0.90,1.60,2.30)
and and Pgr; = (0.285,0.142,0.142,0.428), Jr; = (1.464,0.607,0.607,2.321),
respectively. This leads Az = 0.714, a3 = 0.896, B3 = 0.291 and b3 = 0.493 to
entries of the payoff matrix M.

Figure 3 illustrates that the system equilibrium strategy z is continuous with
respect to the probability p that state 1 occurs and monotonic decreasing with
respect to the weighting coefficient w and tends to = 1/2 for w tending to one,
which returns the maximum for entropy, i,e., maximum of unpredictability for
the jammer and the minimum for the expected system’s SINR. The jammer’s
type strategies implement boundary values (0 or 1) except maybe the only jam-
mer’s type. This reflects the advantage that the jammer has since it has complete
information about its channel states in contrast to the system, which has only
statistical information. Specifically, this disadvantage makes the system to be
more flexible in tuning its strategy in contrast to the jammer since such a task
to tune strategy arises for the jammer in the only state.

9 Conclusions

In this paper, in framework of Bayesian game approach, we have modeled a dual
purpose communication-radar system that besides the basic objective consisting
of two tasks (a) to communicate with a receiver and (b) to track a radar target
through the reflections witnessed at the system, also has the secondary objective
to achieve the basic objective in a manner that is as unpredictable as possible
to the jammer. The entropy associated with the system’s strategy to switch
between its two tasks of the basic objective has been considered as the metric
that reflects the unpredictability of its strategy for the jammer. The uniqueness
of the equilibrium is proven, and this reflects the stability of the designed anti-
jamming protocol even in the case where the system has less information about
the environment than the jammer, as is reflected by knowledge of the underlying
jamming fading gains.

A Appendix

A.1 Proof of Proposition 1
By (21), we have that

av%’(x’yla"'ayK) w
- . 4
Ox? z(1—x) <0 (48)
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Thus, vs(®,yq,...,Yg) is concave in x. By (22), we have that vyx(x,y,) is
linear on y,, and the result follows from Nash theorem. a

A.2 Proof of Proposition 2
By (21), we have that

0 Y1y e s =
vs(x yéx Yi) _ (1 —w) <; ak ay — By) — Zakayk>
+wln<1;$) (49)

with Dy, given by (28). Thus, for a fixed w € (0, 1) function dvs(z,yq,...,Yx)/
Oz is decreasing on z from infinity for = | 0 to negative infinity for = T 1. Thus,
for a fixed y € [0,1], the best response z is given as the unique root of the
following equation:

K
(1—w)(8—2akayk)+wln(lxx) =0. (50)

k=1

Solving this equation by x implies the first row of (25).
For w = 0, by (49), we have that

K K
vs(T, Y1, Yk) = (0= arDpye)z + Y ((be — B)ye + Br).  (51)
k=1 k=1
Thus, ve(x, Yy, - .., Yg) is linear in 2, and this implies that for a fixed y;, ..., yx

the best response x is given by the second row of (25)
By (22), we have that

vik(®,yy) = (B — br + Dixx)yx + (Br, — ax)x — By. (52)
Thus, vyi(x,y;) is linear in yg, and this implies that for a fixed = the best
response ¥y is given by (29). O
A.3 Proof of Theorem 1

Let (z,9y4,---,Yg) be an equilibrium. Then, by (29) and (32), we have that
there is a ¢ such that

1, i<t
0, i>t.

Let us consider separately three cases for yy,...,yx: (a) (35) holds, (b) (38)
holds and (c) neither (35) nor (38) hold.
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Let (35) hold. This corresponds t = K +1 in (53). Substituting (35) into (25)
implies (36). Then, substituting (36) into (29) implies (34), and (a) follows.

Let (38) hold. This corresponds ¢ = 0 in (53). Substituting (38) into (25)
implies (39). Then, substituting (36) into (29) implies (37), and (b) follows.

(c) Let neither (35) nor (38) hold. Then, by (a) and (b), (40) hold, and, by
(29) and (53), two cases arise to consider: (i) 0 < yx < 1 and (ii) y: = 1

(i) Let 0 < g < 1. Then, by (29)) and (53), we have that

36
38
39

xr = XO,t- (54)

Substituting (53) into (25), and, then, such obtained z substituting into (54)
implies the following equation for y;:

1
—1 = Xt,07 (55)
1+ exp ((Z Oéka + atDtyt — @) 6w>
k=1
which, by (33), is equivalent to
Pt—1 + atDtyt -6 = ln(l/Xt’Q — 1)/(51” (56)

Note that for a fixed ¢ the left side of this equation is increasing on y; Thus,(33),
this equation has the root y; in [0,1) if and only if the following relation holds

(901‘,—1 — @)(5,” < ln(l/Xt70 — 1) < ((pf, — @)5“,. (57)

By (33), (¢p1 — ©)d,, is increasing on t. Meanwhile, by (32), In(1/Xy, — 1) is
decreasing on t. Then, since (40) holds, inequalities (57) has the unique solution
which we denote by k.. Finally, solving linear equation (56) on y; with ¢t = k.
implies (44), and (c-i) follows.

(ii) Let y; = 1. Substituting (53) with such y; into (25) implies that

1

= 1+ exp ((¢r — O) b)) (58)
Then, by (25) and (53) with y; = 1, we have that
Xo, < L < Xo,t41- (59)
T T 1t exp((pr — O)0w) ’
This inequality is equivalent to
In(1/ X410 —1) < (ot —O)dy <In(1/Xy o —1). (60)

This implies (45), and (c-ii) follows. Finally, existence of the unique k, given by
(41) and (45) follow from the fact that In(1/X; ¢—1)/d,, is decreasing, meanwhile
¢ — O is increasing on t. O
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