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Abstract. This paper studies budgeted adversarial resource utilization
game, where one of the player’s (designer) strategy is the utilization
of resources while the other player’s (adversary) role is to police the
resources for misuse. In this context, we consider routing games where a
designer plans routes on a computer network and the adversary intercepts
the routes on the network. Another example is in determining adversarial
strategies to block access to travel or resources that may be considered
to pose a risk to society, e.g. during a pandemic where the population
(designer) goal may not be coincide with the societal goal of minimizing
accessing a banned resource. We model this as a zero-sum game with
constraints on the adversary or designer budgets. While zero-sum games
can be solved using linear programs, we illustrate faster combinatorial
methods to solve the problem. We first consider the resource access prob-
lem game on a bipartite graph where both the designer and the adversary
have independent budget constraints and distinct costs and show a fast
algorithm to determine a Nash equilibrium. We also consider the situ-
ation where the designer would strategize on paths in a general graph.
In this application of determining network paths, where the adversary
would attack edges in order to block the paths, we also discuss the case of
multiple designers and, in particular show faster algorithms when there
are 2 designers. These results utilize properties of minimum cuts in 2-
commodity flow routing.
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1 Introduction

In this paper we consider a budgeted adversarial resource utilization game, where
a designer plans the utilization of resources when facing an adversary. The adver-
sary is a user who attempts to prevent the designer from using resources. The
adversary and/or the designer have budgets. Typical examples would include
public health restrictions on movements during pandemics (where analysis of
behavior and policies using game theory has been investigated [4,11] or ensuring
network security. While no moral subjective is assigned to the players, a rational
approach of a traveller would be to adopt a route which has the least stringent

© ICST Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2022
Published by Springer Nature Switzerland AG 2022. All Rights Reserved

F. Fang and F. Shu (Eds.): GameNets 2022, LNICST 457, pp. 339-365, 2022.
https://doi.org/10.1007/978-3-031-23141-4_25


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-23141-4_25&domain=pdf
https://doi.org/10.1007/978-3-031-23141-4_25

340 Y. Zhang and S. Kapoor

governmental restrictions when planning airline trips across boundaries, while
inadvertently carrying the virus. The governing public health policy takes on the
role of an adversary with tests and mandates within the travel network, placing
restrictions on edges to prevent virus transmission through human or even goods
transportation.

Security issues in resource allocations games have been considered exten-
sively. Applications in communication and transportation networks have been
studied via game theoretic analysis in [3,12,15,16]. An example problem is secur-
ing the connectivity in communication systems on a graph where a set of nodes
is to be connected using a spanning tree. The resources are edges and a subset
of edges provides utility to the designer. The adversary may attack one or more
edges, each edge having a cost of attack. The adversary has a budget which
cannot be exceeded.

This paper considers network security games in the larger context of resource
utilization adversarial games. Given a set of resource elements, a collection of
resource subsets defines designer strategies. Each resource element has a cost
of attack and the adversary has a budget. This is a zero-sum game and it is
required to determine a Nash equilibrium in this model with strategies over a
continuous range. Pure Nash equilibrium with integral feasible strategies, where
attacker pays for entire cost of edges if present in strategy set, need not always
exist. Mixed equilibrium over the integral strategy sets exists but additional
budget constraints impact the optimality. Budget utilization leading to fractional
solutions provides for challenging problems, while mixed solutions over finite
integral strategies is not considered and left for further work.

In this paper consider an important application of this framework, a net-
work routing game where a designer plans routes (paths) on a network and the
adversary intercepts the routes on the network. The designer has to route paths
between a source-destination pair and can choose multiple paths to satisfy her
unit requirement. The fractional solution can also be interpreted as the proba-
bility of the designer choosing the particular path. The adversary chooses edges
to attack simultaneously. Each attack on an edge incurs a cost. The attack on
edges is fractional and may contain multiple edges as long as the budget allows.
As indicated above, the role of budget is particularly interesting and there exists
an example where paying for the entire edge does not result in a Nash equilib-
rium. The role of the designer and adversary may be reversed as in the case of
drug-trafficking [19].

Computing Nash equilibrium in general games is a hard problem, even for
mixed strategies. The problem is PPAD-hard [5,14] and polynomial solutions
are not known. An important sub-class is the class of zero-sum games. Zero-
sum games are easier to compute using linear programming formulation and
require time polynomial in the size of strategy space. However, in most cases the
strategy space is exponential in the description of the problem, as in the case of
the routing or connectivity games. To obtain polynomial solutions, one approach
is to utilize separation oracles and the ellipsoid method [6] for solving linear
programs, which unfortunately has substantial complexity, albeit polynomial.
Furthermore, additional budget constraints on the strategies adds additional
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complication and may require enumeration of the feasible sets that form the
support set. An approach to tackle the exponential space is to employ duality
theory to identify problem characteristics.

In this paper we consider budgeted versions of zero-sum games and describe
polynomial method to solve these games. While the complexity of zero-sum
games with succinct representation has been considered, e.g. for Colonel Blotto
games [1] and the ellipsoid method is used, the budgeted case is not addressed
in that research. Costs on elements have been addressed in the case of matroidal
zero-sum games where the defender or designer chooses a basis B of the matroid
and the adversary incurs a cost of attack on elements of the subsets [2]. That
research considers a utility function that incorporates the costs without any
explicit budget constraint. Additionally, research [8] has also considered the
problem of designing a spanning tree and attacks on the tree using a single
edge attack. There is a cost of attack on edges which, again, is incorporated into
the objective and the paper describes how to identify a critical set of edges over
which a mixed equilibrium can be determined. Addition of budgets has direct
impact on the feasible polyhedron describing the strategy space and thus com-
plicates the problem. Related security games have been studied by [20], where
the adversary only picks one target to attack. Additionally, research in [17] [18]
extend the model to incorporate multiple attack targets and to target network
security; however targets or elements are not distinguished by differing costs or
weights. Arguably, adversaries typically have budgets within which they attempt
to inflict as much damage on resources, say a communication network, and our
current approach models real life scenarios effectively. Budgeted attacks have
also been considered in [7] where constrained optimization methods are used
to determine the expected benefits of the adversary and defender. However, no
specific form of the underlying problem are used and the algorithms are not
guaranteed to be polynomial.

The key challenge in the analysis of designer-adversary strategies is the expo-
nential number of strategies, even when the game can be described succinctly. As
we illustrate, it is possible to solve classes of these problems using combinatorial
interpretations based on primal-dual formulations. The optimization programs
for the designer and attacker are constrained and interdependent. The key tech-
nique we employ is to combine both the defender’s and adversary’s primal and
dual constraints in a complementary fashion to formulate a composite linear
program and its dual. We then apply a primal-dual algorithm that is shown to
be efficient. We first illustrate this for the case of resource access bipartite net-
works with independent designer and adversary costs and budgets. Additionally
for our general network application problem, the routing problem, we utilize
primal-dual programs to characterize the Nash equilibrium solutions. The solu-
tions based on these characterizations can be obtained by simple combinatorial
max-flow algorithms that also identify the minimum cut in a graph. In particular
we also consider the case when there are multiple designers and provide combina-
torial solutions for the case of 2-designers. This is a particularly interesting case
as 2-commodity network flows have interesting cut theorems and combinatorial
algorithms exist for this problem [9,10].
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2 Preliminaries and Results

2.1 Problem Definitions and Notations
We first define the games that we will consider in this paper.

Bipartite Routing Adversarial Game: In the Bipartite Routing Adversarial
Game we consider a bipartite network N(F,d,c). E = {ej,ea, - ,en} is a
bipartition of m edges, where each edge e; is associated with a positive design
cost d[i] and attack cost c[i]. d,c € R are the cost vectors. We denote the
designer’s and the adversary’s budget by Bp and By, respectively.

The flow design is represented by a vector f € [0,1]™ with the requirement
it flil = 1, where f[i] is the low amount on edge e;. For each edge e; with
flow amount f[i], the designer’s cost is d[i]f[i]. We say a design f is within
budget if >-1", d[i] f[i] < Bp.

An attack is a vector X € [0,1]™ indicating the attack on edges, where X|i]
denotes the attack, or attack level, on edge e;, the fraction of flow captured on
e;. We say an attack X is within budget if >, ¢[i] X [i] < Ba.

The adversary’s benefit is the sum of flow she captures over the bipartition
and defined as 37, f[j] - X[j]. This is a zero-sum game where the adversary
maximizes her benefit by choosing an attack strategy and the designer minimizes
it by choosing a flow design.

Network Routing Adversarial Game: In the Network Routing Adversarial
Game, we consider a network N (G, s,t,c) where G = (V, E) is an undirected
graph, V is a set of vertices with |[V| = n and E = {ej,eq, -+ ,e,} is a set of
m edges, where each edge e; is associated with a positive adversary cost c[i].
The adversary has a budget B > 0. The source destination pair is (s,t) € V.
The flow designer is required to determine paths to route a normalized unit of
traffic/flow over P = {p1,pa,- -, pr}, the collection of all k possible s —t paths.
In the case of r-commodity network, each designer 7 has her source and sink pair
si,t; and her set of path P;, where |P;| = k;. The overall path set is denoted by
P, with |P| = k where k =Y _/_, k;.

The flow design is represented by a vector f € [0,1]* with the requirement
Z?Zl fl7] = 1, where f[j] is the flow amount on path p;. We denote by f.[i] =
Zj‘pﬁei f1j] the flow on edge e;, which is the summation of flow on every path
containing e;. In the case of multiple designers, f.[i] includes the flow of all
designers.

An attack is a vector X € [0, 1]™ indicating the attack on edges, where X[i]
denotes the attack, or attack level, on edge e;. We say an attack X is within
budget if >, ¢[i] X[i] < B.

Given an attack X € [0,1]™, the impact vector of the attack over all paths
is denoted by Xp where Xp[j] = min{}_, . ., X[i],1}. Xp[j] is the attack on
a path p;, the fraction of flow on that path captured by the adversary, which is
the summation of attacks on edges on that path, up to 1.

The adversary’s benefit is the sum of fractions of flow on the paths she
attacks: 2521 flj]l - Xp[j]. This is a zero-sum game where the adversary maxi-
mizes her benefit by choosing an attack strategy and the designer minimizes it
by choosing a flow design.
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An s —t cut C is a set of edges whose removal disconnects all paths from s
to t and partitions V into 2 component S, T, where SNT =0, s € S, t € T. We
define the cost of C to be |C| = }__ . cli]. Given an input graph, let Cynn, be
the min-cost s — ¢ cut.

2.2 Results
In this paper we obtain the following results:

1. Our first result is a combinatorial algorithm to solve the Bipartite Routing
Adversarial Game with both designer and adversary budget, modeled via a
bipartite graph, in O(mlogm) steps. Note that the costs of edges incurred
by the designer and the adversary (attacker) are different.

2. We design a combinatorial algorithm to solve the Network Routing Adver-
sarial game with adversary budget constraint in O(nm) steps.

3. We illustrate combinatorial methods for the 2-commodity game in the context
of r-commodity Network Routing Adversary game with budgets. The time
complexity is O(n?).

These methods have complexities that improve the standard linear programming
approach. Some of the proofs are provided in the appendix.

3 Bipartite Routing Adversarial Game

In this section we look at the Bipartite Routing Adversarial Game. Given
a bipartite network N (FE, d, c) where each edge e; € E,Vi = 1...m has a cost for
designer d[i] and cost for adversary c[i]. The designer and adversary has budget
Bp, B4 respectively. We determine the designer’s strategy f and the adversary’s
strategy X. We assume each adversary cost c[i] and each designer cost d[i] are
unique and d[i] > 1,Vi. We sort F in increasing order of d[i] in O(mlogm) steps
if they are not sorted. In our method the designer will consider this sorted order
of edges whenever her strategy requires it to add additional edges. We assume
Bp > d[1], the smallest designer cost, to ensure feasible flow design. We also
assume By < >, c[i] for otherwise the adversary always captures the entire
flow by fully attacking every edge.

Given the adversary’s strategy X, the designer solves the following linear
program with its dual:

m LP2: max XD—BD.Q (2)
LP1:min »_ X[i]f[i] s.t. Xp — X[i] < d[i]02,Vi

=1

st if[i] >1 (1)
i=1

> dlilfli] < Bp
=1
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Given the designer’s strategy f, the adversary solves the following linear
program with its dual:

LP3:max »  f[i]X[i] LP4: min Bay + ; 8] @

s.t. ic[i]X[i] < By ®) s:t. clily + 0[i] = f[i], vi
;g[i] < 1,Vi

Solving LP1 and LP3 jointly requires non-linear optimization. We avoid
this by presenting an equivalent primal linear program LP5 and its dual LP6
to compute the Nash equilibrium with LP5 optimizing the adversary’s strategy
and LP6 computing the optimal designer’s strategy:

LP6: max Xp — Bp{?

LP5: min B o[i
min Bay+ Y 0[i st. Xp — X[i] < dli], Vi

s.t. clily + 5[_2'] > fli],vi i cli]X[i] < Ba ©
m ' 5 i=1
;f[z]zl ©) X[i] < 1,Vi

> dlilfli) < By

The optimum solution of LP5, LP6 must satisfy the following complemen-
tary slackness conditions:

(clily + o[d] — f[i)XT[i] = 0,¥i (i)
(-1l = 1)Xp =0 (i)
(Z dlilfli] — Bp)2 =0 - (i)

(Xp — X[i] - dli}2)fli] = 0,% ---(iv)
(O elil X[~ Ba)y =0 ()

(X[i] - 1)d[i] = 0, (i)

We present an algorithm to calculate a feasible solution that satisfies all the
complementary slackness conditions. We observe that the structure of the Nash
equilibrium evolves step by step as the designer budget Bp and opponents bud-
get By increases. First assume that the attack budget Ba is very small in
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which case the attack on no edge will reach 1. Denote C'(k) = Ele cli] and
CD(k) = Zle clild]i], Yk = 1...m for convenience. They can be computed
in O(m) steps. While the designer’s goal is to even out the bang-per-buck of
every edge, note that with the limited Bp she may not be able to do so on
the entire cut. If the designer limits attention to only the k£ cheapest edges,
we can calculate the flow on those edges with the same bang-per-buck v along
with the corresponding designer budget Bp[k] by solving the following system
of equations.

k 1
Y oflil=1 V= 071?)
=1 C|?
k ) NVi=1...k
S dilfl =Boldl = o8 "
Fil = clilyVi=1...k Bolkl = 505

One can verify that 0 < f[i] < 1,V¥i = 1...k. Each Bplk] can be calculated in
O(1) steps. If Bp[k] < Bp < Bp[k + 1], the designer’s flow pattern is a mix of
flow patterns corresponding to Bp[k] and Bplk + 1] respectively.

Lemma 1. Bp[k — 1] < Bplk]
Since Bplk] increases monotonically w.r.t. k we get:

Corollary 1. Let k be the largest integer with Bplk — 1] < Bp. The indez k
can be found in O(logm) steps.

The index k is very important in our methodology. With a small By, the adver-
sary’s attack will focus only on the first k—1 edges. As B4 increases, the designer
will have incentive to route flow on the edge with the next cheapest design cost,
and the adversary’s response also includes one more edge. For ¢ = k...m, we
define B4lt] to be the highest adversary budget where e; is not attacked. When
By goes above By[t] the designer will start routing on e;y; and the adversary
will start attacking e;. Calculate B4[t] by solving the following system of equa-
tions:

x d[t]
¢ P —d[]
S cli)X[i] = Balt] P
-1 — a0
X[t]=0 XU = G —aup V=2
X[i] = Xp —di]R2,Vi=1...t B — dHO(t) —CD(t)
alt] = d[t] — d[1]

One can verify that 0 < X[i] <1, Vi =1...t. Each By4[t] can be calculated
in O(1) steps.
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Lemma 2. Byt — 1] < Balt].

We now construct best responses for both parties. For convenience all the
unmentioned variables X[t 4 1]... X [m] take value of 0. Depending on the value
of By, there are three cases. In each case the design and attack follow a specific
pattern. In the first case where By < B[k], the designer routes flow on the first
k edges, the adversary budget is enough to cover only the first k—1 edges and
no edge is attacked fully. In the second case where Ba[t] < Ba < Ba[t + 1],k <
t < m —1, the design includes the first ¢ edges, the attack includes the first ¢t — 1
edges and e; is always attacked fully. In the third case where B4 > Ba[m], the
flow design and the attack both uses all m edges. The Nash equilibrium in each
of the cases can be computed in O(m) steps.

Case(I): B4 < Balk]
In this case the design uses the first k edges and the attack uses the first
k-1 edges. The attack on e; has not reached 1 yet. We first calculate
the designer’s best response f* along with the dual variables by solving the
following system of equations in O(m) steps.

if*[i] =1 ! " dlk] -C(l%dyg]l)_—BgD(i; —1)
£ Bp-C(k—1)—CD(k—1)

o = Cdlk]-C(k—1)—CD(k —1)

2t =B £ cli(dlE] = B)

iy = fLYi= 1. k- dlk] - C(k—1) — CD(k — 1)’

By =FEb¥=1.k-1 Vi=1l...k—1

Lemma 3. f* v are feasible solutions to the linear program.

Now we calculate the adversary’s best response X * with dual variables Xp, 2
by solving the following system of equations in O(m) steps.

k Xp = dA[I;]BA =
X1 = d[k]C (k) — CD(k)
g XU — 2 =— ABA =
X*[k]=0 d[k]C(k) — CD(k)
Xp — X'l = dli2,Vi=1...k Xt = M =dli)Ba o g

dlklC(k) — CD(k)’
Lemma 4. X* Xp, 2 are feasible solutions to the linear program.

Lemma 5. The best responses calculated above form a Nash equilibrium.

Case(II): B[t] < Ba < Balt+1],k<t<m—1
In this case the design uses the first ¢t edges and the attack uses the first ¢t — 1
edges. The attack on e; is always 1. Recall that B4[t] increases monotonically
w.r.t. t. Therefore we can search for the value of ¢ in O(logm) steps. We now
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calculate the designer’s best response f* alone with the dual variables by
solving the following system of equations in O(m) steps.

if*m =1 ! :W
o1 = €W = BoC(t)
CD(t) — d1JC(t
Zf [i]dls] = - P :cm((B)D f[dﬂu)(l CD(t) — BpC(t)
oy + 001 = £711] ) il BDCBZE?)— d[1]C(t)
clily = fr[i,Vi=2...t f[d] WVZ‘ZZ..!&

Lemma 6. f* 4§, are feasible solutions to the linear program.

Now we calculate the adversary’s best response X* with dual variables Xp, {2
by solving the following system of equations in O(m) steps.

X CD(t) d[1]Ba
b v GD{t) ~ o)
> cli]X*[i] = Ba _ C()—Ba
i=1 > d
Xj=1 X" g d[ BAfd[z]( (t) — Ba)
Xp—X"[i]=d[i]R2,Vi=1...t CD(t) — d1]C(t) ’
Vi=1...t

Lemma 7. X* Xp, 2 are feasible solutions to the linear program.

Lemma 8. The best responses calculated above form a Nash equilibrium.

Case(III): B4 > Ba[m)]
In this case both the design and the attack uses all m edges and the attack
on e; is 1. As B4 increases the attack become closer and closer to a full
attack on every edge. We first calculate the designer’s best response f* alone
with the dual variables by solving the following system of equations in O(m)
steps.

U y= Bp —d[1]
%f*[i]=l 6[1]:8B§$§:‘§ﬂ¢g"gﬁn)

; £*liJdli] = Bp — e Cﬁﬁgg)_— C‘%lﬁcf%% [(132(_ ;BD o
A e i = o - ﬁ%]()m) ico

Lemma 9. f* 4§, are feasible solutions to the linear program.

Now we calculate the adversary’s best response X* with dual variables Xp, {2
by solving the following system of equations in O(m) steps.

_ CD(m) —d[1]Ba

m P = CD(m) — d[1]C(m)
> eli]X*[i] = Ba __ C(m)—Ba
=1 == CD(m) — d[1]C(m)
X*[1]=1 o _CDEm; —d 1}BA —d[i](C(m) — B,)
XD—X*[i]Zd[i].Q,Vi=1...m [Z]_ CD(m)fd[l]C(m) ’

Vi=1...m
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Lemma 10. X*, Xp, 2 are feasible solutions to the linear program.
Lemma 11. The best responses calculated above form a Nash equilibrium.

To summarize, here is the algorithm to compute the Nash equilibrium of
Bipartite Routing Adversarial Game.

Algorithm 1. Bipartite Routing Adversarial Game

Input: N(E,d,c), Bp, Ba

Output: f*, X~
1: Sort d in increasing order if not already sorted

: Calculate C(¢),CD(i),Vi=1...m

: Calculate Bpli],Vi = 1...m using Equation(7)

: Determine k& using Corollary 1

. Calculate Bali],Vi = k... m using Equation(8)

: Determine the case from one of Case(I),(II),(III) using B4 and Ba[i] and cal-
culate the best responses f*, X*

S U W N

Theorem 1. A Nash equilibrium in a Bipartite Routing Adversarial Game
can be computed in O(mlogm) steps. With pre-sorted designer costs d[i], the
Nash equilibrium can be computed in O(m) steps.

4 Network Routing Adversarial Game

In this section we look at the Network Routing Adversarial Game. Given
a network N(G, s, t,c), let E be the edge set and P be the set of all s — ¢ paths.
Each edge e; is associated with an adversary cost c[i] and the adversary has a
budget B. Note that in this version of game there is no budget constraint for
the designer.

In order to solve this zero-sum game we establish linear programs whose solu-
tion provides the routing and attack strategy. We note that this is a non-atomic
routing game, not a mixed equilibrium game, though it may be interpreted as one.

Since the number of possible paths in the network is exponential, we would
attempt to utilize combinatorial methods. We first consider the adversary’s strat-
egy. Let the designer’s flow pattern be f; then the adversary solves the following
program with its dual:

k k
LP9: max Z flal - Xp 4] LP10: min alj]+ B -~ + Z é[¢
j=1 j=1 i=1
m q s 10
oo X< ols] + 8131 > 1131, 3 (10)
i=1 ©)) Slil +clil-v> > Bl Vi
Xplil < > X[,V ilej2es
ile;€Epj

0< X[i] <1,Vi
0< Xpl] <1,V5
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The optimum solution of LP9, LP10 must satisfy the following complemen-
tary slackness conditions:

(XP[J] Dafj] =0 VJ -++(4)

plil— D X[ =0,V - (i)
ilei€p;

(Z cli]- X[i]—B)y=0 (#i7)

(X[i] = 1)d[i) = 0, Vi -+ (iv)

(alj] + Bl] — flI)XPli '} =0 Vj (v)

(Ofi) +clil -y = > Bl] =0,Yi ---(vi)

Jjlpjdei

We interpret v as f.[i]/c[i], i.e. the bang-per-buck of all the edges attacked.
Condition (vi) implies that the adversary will only attack edges with the highest
v. Let Ciin be the min-cost s — ¢ cut and ¢* be its cost. It’s natural to attack
Cnin, as every possible s —t path goes through at least 1 edge in Cy4,,. Since the
flow amount on C,,;, is at least 1, the highest v is at least 1/¢*. In case there
are multiple min-cuts, the adversary may choose any one of them to achieve
the same attack level on any possible paths, and different choices of min-cut
will result in different optimal adversary strategies and different Nash equilibria,
though the final utility will be the same. In the following example where the
numbers denote the cost of edges, attacking edges in Cp,;y yields the highest
v =1/4.

Without loss of generality, we assume B < ¢*, for otherwise the attack may
simply cover every edge in C),;,. It is possible to attack edges in C),;, to obtain
the attack on paths Xp that forces a rational designer to design the flow satis-
fying the following Property Al:

Xp[jl=x,Vist. f[j] >0 .
Property Al : ’ , where Y is a constant € |0, 1
perty {Xp[]>x,w x 0.1]

With this attack pattern, the designer does not need to deviate from her current
routing.

Lemma 12. Let f be the designer’s flow strategy. Given an attack X, that
defines Xp, and which satisfies Property Al w.r.t f, the designer’s flow strat-
eqy f is stable w.r.t. X, i.e. the designer has no incentive to change the flow
design f.
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Proof. The designer’s current loss is x since every path that carries flow is
attacked by x. Given any other flow pattern f’, the loss is >, Xp[j]f'[j] >
>x- 'l =x

In other words, the current flow design uses only paths from the designer’s
support set based on the attack, no other flow pattern will reduce the loss.

The following lemma describes a flow design that satisfies specific properties
on Cruin-

Lemma 13. Given any graph G(V, E), the designer is able to route a flow pat-
tern f* in O(nm) steps, satisfying the following Property A2, where ¢* is the
cost of Crnin -

Ve; € E, Jeli] < cli] /e

Property A2: { Ves € Cony f1[i] = cli]/c"
Proof. We create a new flow network as follows. Use the same vertex set V' and
for each undirected edge e = (u,v) € E, create directed edges (u,v) and (v, u),
both with capacity c.. Now we compute a maximum s — ¢ flow denoted by f*
in O(nm) steps [13]. By the max-flow min-cut theorem, the flow amount is c*
since Ciyip is the min-cost s — ¢ cut. This flow satisfies the following:

Ve; € E, feli] < ce
Ve, € Omina f: [Z] = Ce

Now after scaling the flow amount on each edge by 1/c¢*, we get an s — ¢ flow
amounting to 1, satisfying Property A2. Note that such flow design is not
unique, so technically the optimal designer strategy and the Nash Equilibrium
is not unique, but they all contribute to the same final utility. In case there are
mulitple min-cuts, the way of flow construction also makes sure of the optimality
no matter which min-cut the adversary chooses to attack.

We observe that there is no edge in C,,;, carrying any flow from T to S, since
f* is a scaled max flow. We decompose the flow pattern into a set of paths P’,
|P’| < m, such that Vp; € P’, f*[j] > 0. The decomposition can be computed in
O(nm) steps. We ignore any path p; ¢ P’ as it carries no flow, therefore won’t
be considered by the adversary. This allows the adversary to focus on a reduced
set of paths P’ that doesn’t have exponential size.
Given the cut C),;p, define an attack X,,;, of full coverage on C,,;, to be
szn[l] = 1, VZ|€7 € Chin
X’mzn[l] = 07 VZ.|ei ¢ C’min
That is, every edge in the cut is fully attacked. Note that since B < c¢* this

attack is not within the budget.
The following lemma describes the attack at Nash equilibrium.
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Lemma 14. Let f* be a flow design satisfying Property A2. Then the best
response of the adversary is as follows

X* = (B/c*) - Xpmin
Xplj) = B/c", Vilp; € P’

Proof. The response specified in the lemma only attacks edges from C,;,, with
the same level. X7, is calculated correctly because every path in P’ goes through
only one edge in Cj;,. We show the optimality of the attack via complementary
slackness.

We provide the following solution:

0[i] = 0, Ve,

alj] = 0,Vp,

Blil = £*14], Vp;
v=1/c"

Complementary slackness conditions (i
Condition (i7) is satisfied since ), X

2 ilei€Cpnin li] = & =B
Condition (vi) is satisfied since

)(#4)(iv) (v) are clearly satisfied.
“[ileli] = Yijeiecn, XLl = & -

1. Vi|€i % sz'ru X*[Z] = 0

2. Vile; € Crin, 5[Z]+c[z]'772j|pjgei Blj] = C[Z]"y*Zﬂpjgei fUl = clif-v—fe, =
dl—dl—o.

Therefore given the flow pattern, the proposed attack is optimum for the adver-

sary.

Theorem 2. f*, the design from Lemma 13, and X*, the attack from Lemma
14, form a Nash equilibrium for the Network Routing Adversarial Game.
The Nash equilibrium can be computed in O(nm) steps.

5 r-Commodity Network Routing Adversarial Game

In this section we consider the game where there are r designers and 1 adver-
sary. Recall the problem definition from the section on notations. The adversary
attacks edges to capture part of the flow from all designers in the similar fashion.

Given the flow pattern f from the designers, the adversary solves the follow-
ing program with its dual:
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k k
LP11:max Y f[j]- Xplj] LP12: min aljl + B -y + Z 8[i
j=1 j=1 i=1
e e xu < ols] + 80 > 1171,V (12)
i=1 - (11) sl +elil - v= 3 BLLVE
Xplil < > X[,V ilpjoei
i\eiépj

0< X <1,Vi
0< Xp <1,V

The optimum solution of LP11, LP12 must satisfy the following comple-
mentary slackness conditions:

(Xplj] = Delj] =0,V (4)
(Xplil = > XI[)Bl] =0,V (i)
ile;€p;
(> elilxXlil - By =0 (i)
(X[i] —1)d[i) = 0, Vi (iv)
(als] + Bl = flI)Xp[5] =0, (v)
(Ofi] + clily — Y BUDX[i] =0,Vi ---(vi)
jlpjoei

While we can solve the case of r-commodities using linear programming, the
time complexity is high. We focus on the case when r = 2, where combinatorial
algorithms exist. By using the costs as capacities of the edges and route max-flow
with corresponding source and sink, we can identify min-cost cuts Cq, Cs, and
C12 which is a set of edges with minimum cost whose removal disconnects all
s1 —t1 and sg — to paths. Let ¢, co, 12 denote the costs of the cuts respectively.
We ignore the case where the min-cut is not unique, as we discussed that such
case doesn’t affect the final utility in the previous section. We define attacks
with full coverage of these cuts Xi, Xo, X12 in the same way in the previous
section. We state below Hu’s Max Bi-flows Min-cut Theorem [9] which
shows feasibility of routing in the following subsections.

Theorem 3. It is feasible to route a 2-commodity flow with requirement (r1,72)
iff

rn<a

re < Co

1+ 1y < cp2

Without loss of generality, we assume ¢; < co. Since c¢12 < ¢1 + ¢, we have
% < ¢o. We further assume B < ¢ja, for otherwise the attack may simply
use X2 as her attack to capture the entire flow. Since the min-cost cuts carry
different costs, the adversary attempts to capture the most beneficial one of the
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them then turn to the rest. Based on the relationship between c¢; and cio2 we
divide the problem into several subcases.

Example: We use the same flow network with different cost on edges for the
illustrative example in each following subsection. For simplicity we assume the
cost of eg, e7 is +00; they will never be attacked. Note that in this network the
direction of flow is obvious. The paths are P = {p1,p2, p3, pa}, where p; = (ey),
p2 = (ea — e3 — eg), p3 = (e4 — e3 — er), py = (e5). The Nash equilibria are
computed by linear programming.

Case(I) P <cg<e

In this case attacking C7s is more beneficial than attacking C; or Cs. Following
is an example of equilibrium where B = 5,¢; = 5,¢c5 = 5,¢12 = 8. At the
equilibrium, the adversary only attacks Cia2 = {ei,es, e5} which covers boths
designers’ flow as C12 has better bang-per-buck than Cy and Cs.

edge | e1 |ex|es|eq|es
cli] 12(13(14]3]2
feld] 11/2]1/2] 1 |1/2|1/2
X[i] [5/8/ 0 [5/8 0 [5/8
path | p1 [ p2 | p3 | Pa
T 112121 /2[1/2
Xp[7]15/8]5/8|5/8|5/8

The following lemma describes a 2-commodity flow design that satisfies spe-
cific properties on Cis.

Lemma 15. In Case(I) the designers are able to route a 2-commodity flow pat-
tern f* with requirement (1,1) in O(n®) steps, satisfying the following PROP-
ERTY A3

Ve, € B, fI[i] < 2c[i]/c12

e

Ve; € 012, f*[l] = QC[i]/Clg

€

Property A3 : {

We decompose the flow pattern into a set of paths P’y, P’y with |P/1| < m,
[P’s] < m. Let P’ = P’y UP’s. The decomposition can be computed in O(nm)
steps. The adversary will focus the attack on P’.

The following lemma describes the attack at Nash equilibrium.

Lemma 16. Let f* be a flow design satisfying PROPERTY A3, the best

response of the adversary is as follows:

X* = (B/Clg) -X12
Xpljl = B/erz, Vilp; € P’



354 Y. Zhang and S. Kapoor

Lemma 17. When % < ¢ < co, f* and attack X*, defined in Lemma 16,
describe a Nash equilibrium solution for the 2-Designer Network Routing Game

computable in O(n?) steps.

Case(Il) c; < %2 <cy and B <¢;

In this case the adversary attacks only C; since there is not enough budget to
cover C; entirely and move onto C12. Following is an example of equilibrium
where B = 4,¢1 = 5,¢c5 = 8,¢12 = 11. At the equilibrium, the adversary only
attacks Cy; = {e1, ea} which only covers Designer 1’s flow as C has better bang-
per-buck than Ci5 and Cs.

edge | e1 | ex | e3|eq | €5
ci) 1213|14(13]|5
F[i] [1/2[1/2]2/3[1/6[5/6
X|i] |4/5/4/5/ 0 | 0 | O
path | p1 [ p2 | p3 | pa
fl] 11/2]1/2|1/6]5/6
Xplj]|4/5(4/5] 0 | O

The following lemma describes the 2-commodity flow design that satisfies
specific properties on Cf.

Lemma 18. In Case(II) the designers are able to route a 2-commodity flow
pattern f* with requirement (1,1) in O(n®) steps, satisfying the following
PROPERTY A}

Ve € E,  fli] <cli}/cr

Property A4 : { Ve, € Cr, fr1i] = clil/ex

We decompose the flow pattern into a set of paths P’y, P’y with [P’y < m,
[P’s] < m. Let P’ =P’y UP’s. The decomposition can be computed in O(nm)
steps. The adversary will focus the attack on P’.

The following lemma describes the attack at Nash equilibrium.

Lemma 19. Let f* be a flow design satisfying PROPERTY A/, the best
response of the adversary is as follows

X* = (B/Cl) . Xl
Xp:[j] = B/ea, Yjlp; € Py
X;S/ [j] =0, Vj|pj S 73/2
Lemma 20. When (c; < G < c2)&(B < c1), f* and attack X*, defined in

Lemma 19, provide a Nash equilibrium solution for the 2-Designer Network
Routing Game computable in O(n3) steps.
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Case(IIl) ¢; < %2 <cpand ¢; < B < co

In this case the adversary’s attack is a combination of X; and Xi5 to have C
fully attacked and C1o partially attacked. Following is an example of equilibrium
where B = 7,¢1 = 5,¢c9 = 8,¢12 = 11. Note that the attack comprises of C'y =
{e1,ea} and C1o = {e1,e3,e5}. After capturing the most beneficial cut Cp, the
adversary has budget left so she moves on the attack C1o while maintaining
the attack on C7 to still be full. Therefore the adversary’s benefit is 1.5 which
includes 1 from Designer 1 and 0.5 from Designer 2.

edge €1 | €2 | €3 | €4 | €5
cif 23435
F.li] [1/2[1/2[2/3[1/6]5/6
X[ [ 1[1/2[1/2] 0 [1/2
path | py | p2 | p3 | pa
flgl 11/2]1/2]1/6|5/6
Xp[f] 1 [ 1 [1/2]1/2

The flow design f* in this case is decomposed into 2 flow routing components,
ftand f2,ie f* = f'+ f2. The following lemma describes f2.

Lemma 21. In Case(III) the designers are able to route a 2-commodity flow
pattern f? with requirement (21 in O(n?) steps, satisfying the following
PROPERTY A5

Ve; € I, fs[l} < C[’i]/(clg — Cl)

Property A5 : ) )
{ Ve; € Cy U Cqo, ff[z} = cli]/(c12 — 1)

Proof. Use the costs as capacities of edges. Since ¢; < 2, by Theorem 3 it is
possible to compute a feasible 2-commodity flow f2 with requirement (¢, c1o—cy)
in O(n?) steps. This flow satisfies the following:

Ve; € E, F21) < cld]
Ve; € ChUCa, f2[i] = c[i]

Scale f* down by —L—. and it satisfies PROPERTY A5 with requirement

o ciz2—cy’
(2 D).
c12—cy

We decompose the flow pattern into sets of paths P’1, P’y for Designer 1 and 2
respectively, with |P'1]| < m, |P’s| < m. Let P’ = P’y UP’5. The decomposition
can be computed in O(nm) steps. The adversary will focus the attack on P’.

Lemma 22. No path in P’y goes through Ci.
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Proof. Consider the max 2-commodity flow f2 we obtained in Lemma 21, before
scaling. C is a min cut for commodity 1 with capacity c;, while the total flow
amount of commodity 1 is also ¢;. Therefore Ve € Cy, f2 contains only com-
modity 1. Since P’y contains paths with positive flow of commodity 2, no path
in P’y goes through Ci, i.e. Vp € P'y, pNCy = 0.

Let p; be one arbitrary path in P’;, we define flow f! as follows:

FHi =

fl= c12 — €1
=0, vj#1

Note that f' contains only commodity 1, its flow amount is

C12 — 261

(c‘:1122:20011 , 0) .
Let f* = f!' 4+ f2 be a 2-commodity flow, it satisfies the requirement
(222201 () 4 (4 1) =(1,1). Let § = B=.

ci12—c1 ci2—cy’ ci12—c1

Lemma 23. Given the flow design f*, the best response of the adversary is as
follows
X*=(1-0)- X140 Xy

X5 5] =1, Vilp; € Py
Xpilj] =0, Vilp; € P'a
Proof. We construct the following dual variables of LP12

0[i] = 0, Ve,
alj] = f'[j], Vi
Bl = 2, vi

v 1
Ci2 — (1

We proceed to show that all complementary slackness conditions of LP11, LP12
are satisfied.
Condition (i) is satisfied since

1. ij eP, Xp [j] =1.
2. Vp; € Py, afj] = 0.
Condition (ii) is satisfied since
1. Vp; € Py,
Xl = > X[=1- 3 X[i]=1—( X[+ Y X[
ile; €pj ile; €pj ile;€(p;NC1) ile;€(p;NC12)
=1-(1-6)+0)=0
2. ij S P/Q,
Xpiljl= >0 Xlil=60- > Xl=6-( >  X@+ > X
ile; €pj ile;€py ile;€(p;NC1) ile;€(p;NC12)

0 (Y X[+ Y. X =0-(0+6)=0

ile; €0 ile;€(p;NC12)
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Condition (iii) is satisfied since
SXE -B=( >, X[+ D>, cllX[E)-B=(1-0)- >. clil4+60- > cli])-B
i ile; X1 ile;€X 19 ile; €Xq ile; €EX 19

=((1—=0)-c1+6-c12) —B=c1+0(ci2—c1)—B=0

Condition (iv) is satisfied since d[i] = 0, Vi.

Condition (v) is satisfied since a[j]+8[j] - f*[j] = f*[j]1+ 2[5 = (F ]+ F25)) =

O,VéOIlditiOIl (vi) is satisfied since

1. Vei ¢ (01 U 012), X[Z] =0.

2. Ve € (Cy U Cha), clily = 351,50, Bl = clily = f2 = clily — 7 = c[i] -
1 cd 0

Ci2—C1 Ci12—C1
Since all the conditions are satisfied, LP11, LP12 are at optimum with the
given variables. The adversary is not incentivized to deviate.

Lemma 24. When (c; < %% < ¢2)&(c1 < B < c12), f* and attack X*, defined
in Lemma 23, describe a Nash equilibrium solution for the 2-Designer Network
Routing Game that can be computed in O(n®) steps.

Proof. Since C; and C15 are cuts of commodity 1, every possible path of Designer
1 goes through both C4 and Ci3 at least once, thus Vp,; € Py, Xp[j] > (1-0)+60 =
1. By the decomposition of 2 and construction of f*,Vp,; € P1|f[j] > 0, Xp[j] =
(1—0)+6 = 1. Therefore for Designer 1, the attack satisfies PROPERTY A1l
with x = 1.

Every possible path of Designer 2 goes through Co at least once, therefore the
attack satisfies

PROPERTY A1 with x = 6 for Designer 2.

By Lemma 12, neither of the designers wants to move from the current flow
design.

Since neither the designers nor the adversary wants to mover from the current
strategy, this is a Nash equilibrium.

Combining the results of Lemmas 17, 20, 24, we come to the following conclu-
sion:

Theorem 4. For any input of the 2-Commodity Network Routing Adver-
sarial Game, there exists a Nash equilibrium computable in O(n?) steps.

6 Conclusions

In this paper we have illustrated how to determine Nash equilibrium for adver-
sarial routing problems with player-specific costs on the edges. For the case when
adversaries and designers are budget constrained and the graph is bipartite, we
provide an efficient solution. We also provide efficient polynomial solutions to the
general graph network routing adversary games, when the costs on the resources
are not player-specific, and when there are 1 and 2 designers routing flow. It
would be of interest to extend this to the more general case. This work was
partially supported by NSF grant No: 2028274.
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A Appendix

Al Proofs

Proof of Lemma 1

Proof.
_CD(k) CD(k—1) C(k—1)-CD(k)—C(k)-CD(k — 1)
Bplk] = Bplk —1] = ck) Clk—-1) Ck)-Clk—1)
_ c[k] ) ] L -~
= 50 6=D (d[k] - C(k — 1) — CD(k — 1))

d[k] > d[i],Vi < k = (d[k] - C(k—1) — CD(k —1)) >0 = Bplk] — Bplk—1] >0
Proof of Lemma 2

Proof. Denote the attacks used in calculating B[t — 1] and Balt] by X’ and X"
respectively.

oo dit—1—di]
X[l]_d[t—l]—d[l’ Vi=1l...t—1 _
. d[t] — d[] .
X"[i] = dif] —d[1] Vi=1...t
. , _d[t}d[z] +d[t — 1)d[1] — d[t — 1]d[i] — d[t]d[1]
Al = X7 (@[] — d[L)) (dlt — 1] — d[1)
(i) ) it =)
=l —d)di — 1 —dp)y - =Rl
Therefore
X1 = X”m -
X=x"M=0_ Balt—1]= 3" el X'[i]] < 3" eli] X"[i] = Balt]
X'[i] < X m, 2 2
Vi=2. -1

Proof of Lemma 3
Proof.

1. v>0
The numerator:

Bpfi] = S20 < 4HC®) _ gy gfi] > BplH > By = d[F] - Bp >0

The denominator:
dk] > d[i],Vi < k = d[k]C(k—1)—CD(k—1) > d[k]C(k—1) — d[k]C (k —
=0
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2.0< frli] < 1,vi
Vi=1...k—1,f*[i] >0, since f*[i] = c[i]v.
For f*[k ], the numerator:
Bp > Bplk — 1] =$l%-0@—1)>i%E?C@—l)zil%-C@—
1) —CD(k—1) > 0.
The denominator > 0 is proven above.
Since f*[i] > 0, Z _ [*li] =1, f*[i] < 1,Vi. Therefore 0 < f*[i] < 1,Vi.
3. f*i] < cfi ]A'y,Vz
Vi=1...k—1, f*[i] = c[i]y.

_ <[}k = Bp)—Bp-Clh—)+CD(k-1)
clk]y — f [ ] == RIS (-1 —5QUi—1)

The numerator: R R . R R
clk](d[k] —BD)—BD C(k— 1)+C’D(k 1)=CD(k)—Bp-C(k) > CD(k)—
Bplk]- C(k) = CD(k) - 200 (k) =

The denominator > 0 is proven above.

Thus Vi = 1...k, f*[i] < c[i]y.

Therefore f*,~ are feasible.
Proof of Lemma 4

Proof.

1. Xp,2>0

The numerators > 0 obviously.

The denominator:

dlk] > d[i],Vi < k = d[k]C(k) — CD(k) > d[k]C (k) — d[k]C (k) = 0
2.0< X*[i] <1

The numerator:

d[k] > d[i],Vi < k = (d[k] —d[i])Bs >0

The denominator > 0 is proven above. Therefore X* [i] > 0.

Since X*[1] > X*[i],Vi = 1...k, we need only to show X*[1] < 1.

dlk)C(k) —CD(k) ~ ~ d[k]C(k ) CD(J%)
d[k] — d[1] d[k]C (k) — CD(k) _ 1
dk]C(k) — CD(k)  d[k] — de[1]

Thus 0 < X*[i] <1,Vi=1...k.
Therefore X*, Xp, {2 are feasible.
Proof of Lemma 5

Proof. The complementary slackness conditions (i%)(i7)(v) are obviously satis-
fied due to the equations.
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Vi=1...k—1,clijy = fli], Vi = k... m, X*[i] = 0. Therefore condition (i)
is satisfied.

Vi=1...k, Xp— X*[i] = d[i]©2, Vi = k+1...m, f*[i] = 0. Therefore con-
dition (iv) is satisfied.

Vi =1...m, ¢[i] = 0. Therefore condition (vi) is satisfied.

All the complementary slackness conditions are met, the proposed solution
is the optimal.

Proof of Lemma 6
Proof.

1. v>0
The numerator: Bp — d[1] > 0 by assumption.
The denominator: CD(t) — d[1]C(t) = S"i_, ¢[i](d[i] — d[1]) > 0.
2. 6[1] >0
The denominator> 0 is proven above.
Recall that k is the largest integer with BD(k: —1) < Bp. Since t > k, the
numerator CD(t) — BpC(t) > CD(t) — Bp[t]C(t) = CD(t) — CCI?(S/ C(t) =
3.0< <1
Since 7, 6[1] > 0, f* > 0. Since Y0_, f*[i] =1, f* < 1.

Therefore f*,~,d[1] are feasible.
Proof of Lemma 7
Proof.

1. 2>0
The denominator: c[i] > ¢[1],Vi > 1 = CD(t) — d[1]C(t) > 0.
The numerator: C(t) — Ba > CO(t) — Ba[t +1] = C(t) — S.'_, c[i] X[i] + 0 -
X[t+1]>C@t) -, cli] - 1=C(t) - C(t) = 0.

2. Xp>0
Xp—X*"1]=d]1]2? = Xp=1+d[1]2>0.

3.0< X< LVi=1...t
Since Xp — X*[i] = d[]() X1 > X*2) > -+ > X*[t]. XMl =1 =
X*[i] < 1.
To show X*[i] > 0, it suffices to show X*[¢t] > 0.
The denominator > 0 is proven above.
The numerator: CD(t) + (d[t] — d[1])Ba — d[t]C(t) > CD(t) + (d[t] — d[1])
Balt] — dJC(t) = CD(t) + (dm — 1)) MG — dfjC() =
Thus 0 < X*[i)] <1,Vi=1.

Therefore Xp, 2, X* are feasible.



Budgeted Adversarial Network Resource Utilization Games 361

Proof of Lemma 8

Proof. The complementary slackness conditions (ii)(#ii)(v) are obviously satis-
fied due to the equations.

Vi=1...t c[i]y+d[i] = f*[i], Vi = t+1...m, X*[{] = 0. Therefore condition
(1) is satisfied.

Vi=1...t, Xp— X*[i] =d[i]2,Vi=t+1...m, f*[i] = 0. Therefore condi-
tion (iv) is satisfied.

X*[1] =1,Vi=2...m, §[i] = 0. Therefore condition (vi) is satisfied.

All the complementary slackness conditions are met, the proposed solution
is the optimal.

Proof of Lemma 9
Proof.

1.v>0
The numerator: Bp — d[1] > 0 by assumption.
The denominator: CD(m) — d[1]C(m) = >_1", c[i](d[:] — d[1]) > 0.
2. 5[1] > 0
The denominator > 0 is proven above.
The numerator:
Recall that k is the largest integer with Bp(k — 1) < Bp. Since m > k,
the numerator CD(m) — Bp - C(m) > CD(m) — Bp[m]C(m) = CD(m) —
. (m) = 0.
3.0<f <1
Since 7, 6[1] > 0, f* > 0. Since Y0_, f*[i] =1, f* < 1.

Therefore f*,~,d[1] are feasible.
Proof of Lemma 10
Proof.

1. 2>0
The numerator S(m) — B4 > 0 by assumption.
The denominator CD(m) — d[1]C(m) =Y i~ c[i](d[i] — d[1]) > 0.

2. Xp >0
Xp— X*[1] = c[1]2 = Xp=1+c[1]2>0.
3.0<X*[i]<1,Vi=1...m
Since Xp — X*[i] = d[{]2, X*[1] > X*[2] > --- > X*[m]. X*[1] =1 =
X*[i] < 1.
To show X*[i] > 0, it suffices to show X*[m] > 0.
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The denominator > 0 is proven above.
The numerator:

CD(m) + (d[m] — d[1])Ba — d[m]C(m) > CD(m) + (d[m] — d[1])Ba[m] — d[m]C(m)
d[m]C(m) — CD(m)

=CD(m) + (d[m] — d[1]) dfm] — d[1]

—d[m]C(m) =0

Thus 0 < X*[i] < 1,Vi=1.
Therefore Xp, 2, X* are feasible.
Proof of Lemma 11

Proof. The complementary slackness conditions (ii)(%i7)(v) are obviously satis-
fied due to the equations.

Vi =1...m, c[i]y+ d[i] = f*[i]. Therefore condition () is satisfied.
Vi=1...m, Xp — X*[i] = d[i]f2. Therefore condition (iv) is satisfied.
X*[1] =1,V¥i=2...m, ¢[i] = 0. Therefore condition (vi) is satisfied.

All the complementary slackness conditions are met, the proposed solution
is the optimal.

Proof of Theorem 2

Proof. Since every possible path in the network has to go through C,;, at
least once, Xp[j] > B/c*, Vj. The attack above satisfies Property A1l with
X = B/c*, therefore the adversary’s gain is B/c*, and the designer doesn’t want
to change the flow design and use any path p; ¢ P’.

Since neither the designer nor the adversary wants to move from the current
strategy, this is a Nash equilibrium.

Proof of Lemma 15

Proof. Use the costs as capacities of edges. Since %2 < ¢; < ¢, by Theorem
3 it is possible to compute a feasible 2-commodity flow f* with requirements
(42,42) in O(n?) steps [10]. This flow satisfies the following:

Ve, € E,  fI[i] < cfi]
Ve; € 012, f*[Z] = C[Z]

e

Scale f* down by %, and it satisfies PROPERTY A3 and each designer’s
flow sums up to be 1.
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Proof of Lemma 16

Proof. We construct the following dual variables feasible for LP12, satisfying
complementary slackness conditions.

0[i] = 0, Ve,

alj] = 0,Vp,

Bli] = f1i], Vp;
v =2/ci2

Since the adversary’s program does not distinguish the 2 designers, by substi-
tuting C* in the proof by C12, the proof becomes identical to that of Lemma
14.

Proof of Lemma 17

Proof. Every possible path of each designer goes through Ci2 at least once,

therefore this attack satisfies PROPERTY A1l with y = i By Lemma 12
the designers don’t want to change the flow designs. The adversary s gain is if’;
Since neither the designers nor the adversary wants to move from the current

strategy, this is a Nash equilibrium.
Proof of Lemma 18

Proof. Use the costs as capacities of edges. Since ¢; < 012 , by Theorem 3 it is
possible to compute a feasible 2-commodity flow f* Wlth requirements (c1,¢1)
in O(n?) steps. This flow satisfies the following:

Ve, € E,  fX[i] < cli]
Vei (S 01, f:[l] = C[Z]

Scale f* down by %, and it satisfies PROPERTY A4 and each designer’s flow
sums up to be 1.

Proof of Lemma 19
Proof. We construct the following dual variables of LP12

0[i] = 0, Ve,

aj] =0,Vp;

[J] fe1d], Vp;
= 1/01

We proceed to show that all complementary slackness conditions of LP11, LP12
are satisfied.

Condition (i)(iv)(v) are clearly satisfied.

Condition (ii) is satisfied since
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1. Vp; € P’y, since every path goes through C; only once, Zileiem X[i] =
B/c1 = Xp[j].

2. Vp; € P'q, since no edge or path of Designer 2 is attacked, Zi|eiem X[i] =
Xp[jl =0.

Condition (iii) is satisfied since

S clilX[i]= > clilX[i]=B/er- Y clij=B/ei-c1 =B

i=1 ile;€C1 ile;€Cy
Condition (vi) is satisfied since

2. Ve; € C1,

Sl +clily— > Blil=clily— > Bll=clily— f; =clily — — =

jlpjdei jlpide;

Since all the conditions are satisfied, LP11, LP12 are at optimum with the
given variables. The adversary is not incentivized to deviate.

Proof of Lemma 20

Proof. No path in Ps is attacked, so Designer 2 doesn’t want to deviate from the
current flow design. Every possible path of Designer 1 goes through C; at least
once, therefore the attack satisfies PROPERTY A1l with y = g for Designer

1. The adversary’s gain is g, and the designers don’t want to change the flow
designs.

Since neither the designers nor the adversary wants to change from the cur-
rent strategy, this is a Nash equilibrium.
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