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Abstract. As the satellite IoT integrates the satellite network and the IoT, a large
number of IoT services are transmitted through satellite links, which is easy to
cause the congestion of satellite links during packet routing. By incorporating the
concept of intent, this paper proposes an intent-based routing scheme in satellite
10T to solve the congestion problem of satellite link. The routing scheme consists
of two parts: the packet preprocessing and shortest path search. In the stage of
packet preprocessing, we construct an intent-based system model and design the
packet preprocessing subalgorithm based on intent. It is used to analyze the user
demand, data priority and network congestion state through the intent. In the stage
of shortest path search, we design the shortest path search subalgorithm based
on the interstellar link and user intent. When packet is routed between satellites,
the interstellar links and logical locations between the source and destination
satellites jointly determine the next hop of satellite. The simulation results prove
that the proposed routing scheme has good performance in average end-to-end
delay, packet loss rate and network throughput, which can greatly reduce the
congestion of satellite links.
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1 Introduction

In recent years, the IoT has become an indispensable part of people’s daily life [1].
However, the IoT is a kind of terrestrial network. It is greatly affected by terrain con-
ditions. And difficult to cover the remote and untraversed areas, such as the mountains
and seas. Especially in the 5G network or 6G in the future, people expect to be able to
get whatever service they want regardless of their location (whether in the city center or
remote rural areas) [2]. Fortunately, the satellite communications can solve the any time
and any place coverage problem to some degree [3, 4]. Thus, the concept of satellite IoT
came into being, which is integrated by the satellite network and the IoT [5, 6].

Figure 1 shows the traditional satellite IoT [7]. Satellites are configured on the ground
when they fly over a site. If the configurations need to be changed or cancelled, it can only
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be done manually. However, these manual operations are not only inefficient, but also
easily cause network congestion during packet routing. And in the traditional satellite
IoT, the IoT serves must be transmitted through satellite links. Due to the variety of
IoT services, the data volume is large and complex. This easily causes satellite link
congestion during packet routing. Therefore, real-time detection of satellite link status
is required during packet routing. In this way, the best data packet transmission path can
be found to avoid satellite link congestion.

Fig. 1. The traditional satellite [oT.

In this paper, aiming at the congestion problem in satellite IoT, we propose the
Intent-Based Routing algorithm (IBR) using the Intent Based Network (IBN) tech-
nology. The IBR algorithm consists of two parts: the packet preprocessing and
shortest path search. The main contributions of this paper are as follows.

e To preprocess data, an intent-based satellite IoT system model (ISI) is proposed. And
we design the packet preprocessing subalgorithm based on intent in IBR. When the
packet is received by satellites, the current network state information is detected in real
time through the ISI model, and the link state of the packet transmission is analyzed.
When a link is congested, IBR performs rollback operations based on the priority
of the resolved service type, to reduce the packet loss rate of important packets and
improve the network throughput.

e InIBR, the shortest path search subalgorithm based on the interstellar link is designed.
After the data packet is preprocessed, a route with minimum transmission delay
is found based on the interstellar link model. Then, the logical location of the
source/destination satellites and the interplanetary link together determine the next
hop of the packet route. It achieves a smaller transmission distance between the source
and destination location of the packet and reduces the end-to-end delay of the packet.

2 Related Work

In recent years, with the application of various advanced communication technologies
in many fields such as data center network [8], wireless access network [9] and optical
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network [10], satellite [oT has been greatly developed. For example, in [11], the authors
proposed a software defined satellite network. It solved the problem of dynamic change
of satellite network topology and limited on-board processing capacity; In [12], the
authors proposed a OpenSAN satellite network, which separated the data plane (satellite
infrastructure) from the control plane (geosynchronous orbit group). It provided a good
idea for the design of multi-layer space network; In [10], the authors discussed the
payload of satellite and solved the problems existing in the current construction of space
information system.

However, the above studies focused on the space network without considering the
idea of the integrated automation of heaven and earth. In order to further improve the
problem of network automation, the concept of IBN had been introduced [13] in satellite
IoT. In 2015, the ONF organization proposed the concept of “network intent” [14]. And in
2017, Gartner formally defined the IBN [15]. In IBN, intelligent software determines how
to translate intents into infrastructure-specific policies that enable the network to operate
in the desired manner. However, the traditional satellite IoT requires administrators
to enter specific commands to configure manually. In the intent-based network, the
administrator can directly input the state to be performed automatically by the network,
rather than by the administrator entering program commands step by step. Thus, the
network automation of satellite IoT is expected to reduce satellite link congestion by
using IBN technology.

In addition, a good routing algorithm plays a decisive role in alleviating link con-
gestion. Nowadays, some existing routing algorithms of satellite IoT have developed
into a connection oriented network idea. Its specific idea is that the network control
center uniformly calculates the satellite routing. Thus, the satellite routing table can be
formulated according to the network link, and the data packets are transmitted according
to the routing table. However, the satellite is moving at a high speed, and the network
topology changes at any time. Thus, the pre-calculated routing path may not be optimal
as satellite nodes move. In order to solve this problem, many scholars have conducted
in-depth research on routing algorithm. For example, in [16], the authors proposed the
location-based routing (LBR) algorithm to reduce the routing overhead. Although the
LBR algorithm generated the minimum propagation delay path, it ignored the exis-
tence of reverse rotation slot; In [17], a low complexity routing algorithm based on load
balancing was proposed. It obtained the satellite congestion state through mutual com-
munication between satellites. However, it increased the processing burden of satellites
and did not consider the priority of users; In [18], a software defined routing algorithm
was proposed. And the optimal path could be obtained by collecting the satellite con-
gestion state in real time. However, the QoS and traffic classification were not well
guaranteed; In [19], the authors proposed another software defined routing algorithm
(SDRA). It could obtain the optimal routing path by centralized routing strategy. How-
ever, the SDRA algorithm was based on the fixed network topology. It putted forward
higher requirements for the storage capacity of satellite.

Thus, we need to design a more efficient satellite routing algorithm, which can realize
automatic configuration through IBN and solve the problem of satellite link congestion
at the same time.
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3 Model Building

In this section, we describe the ISI system model and interstellar link model, which are
used to guide the design of IBR algorithm.

3.1 ISI System Model

In the stage of packet preprocessing in IBR algorithm, the ISI system model is first built
based on IBN technology. The ISI model is shown in Fig. 2. According to the function
of Satellite IoT, we divide the system model into three planes: the application layer, the
control layer, and the data forwarding layer.
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Lo 8 Teinal

Fig. 2. The ISI system model.

In ISI model, it not only cares about the upper-layer services and applications, but
also pays attention to how the underlying network is set up and run. This greatly increases
the inflexibility and controllability of the network. The purpose of ISI model is to convert
user intents (or needs) into actual strategies. That is, the intent drives the planning and
design of the network, thereby saving network resources. Thus, the intent controller is
the key of ISI model. It realizes the real-time detection of the network status. The intent
controller is deployed in control layer. It allows all types of applications to express their
needs and constraints in their own terms. Then it converts the application requirements
to the underlying network requirements. Thus, when intent controller performs a task,
it can understand the needs of the application and provide the required services through
the management of the underlying network resources.
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(1) Application layer
The application layer of ISI consists of several applications, such as routing,
bandwidth allocation. These applications can submit user intents to the intent con-
troller via the northbound interface (NBI). The NBI is between in the application
layer and control layer. By using NBI, we can program the network device, and
receive feedback from the control layer or the abstract model of underlying network.
Therefore, the main function of application layer is to provide the requirements so
that users can be closer to the control network.
(2) Control layer
The control layer of ISI model is in charge of collecting the network status
information. It is mainly composed of intent controllers. Due to the large coverage
of geosynchronous orbit satellite (GEO) [20], three GEOs can cover the entire earth
and collect entire network status information. Thus, we employ the intent controller
on the GEO. After the intent controller receives the user intents from the application
layer, it translates these intents into implementable policies. The intent controller
consists of three main modules: translation, action, and assist, as shown in Fig. 3.
After the intent is captured, intent controller forms a closed loop to ensure that the
intent is not disturbed by the sudden situation.

&
@)

Translation

Action < Assist <

<&

Fig. 3. The intent controller.

(3) Data layer

The data layer separates the control decision from the forwarding hardware and for-
wards the data under the control of the intent controllers. In data layer, as the medium/low
orbit satellite has a lower latency and cost compared to the GEO, we use the medium/low
orbit satellites as forwarding planes. However, the medium/low orbit satellites in data
layer only have the capability of data forwarding. The data is forwarded to the under-
lying devices via the interstellar links in medium/low orbit satellites. At the same time,
when a user wants to communicate with other users or devices with a long distance, the
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user can upload the data from the low orbit satellite, and then forward the data using the
medium/low orbit satellite links.

3.2 Interstellar Link Model

The interstellar link model is shown in Fig. 4. It consists of N orbital planes. Each
orbital plane includes K satellites. Each satellite has a logical address S;;, which denotes
its routing address. Here, the i represents the i-th orbital plane and i is not more than N
(thatis, 0 < i < N). The j represents the j-th satellite in the i-th orbital plane and j is not
more than K (that is, 0 < j < K). There exist two kinds of interstellar links, including
intra-plane link Lj,,, and inter-plane link L. In Fig. 4, each satellite theoretically
involves four interstellar links: two L, links and two L., links. However, as the
satellite of polar region operates a high speed, the antenna system cannot track the
satellite’s position in real time. This leads that inter-plane links need to be disconnected
and reconnected in polar region. Therefore, the satellites of polar region have two Ljsg
links. In addition, there exists a counter-rotating seam in satellite network (The red dotted
line in Fig. 4). It is between in two orbital planes that are moving in opposite directions.
The inter-plane between the two planes immediately adjacent to the counter-rotating
seam cannot be used for link acquisition. Thus, there are only three satellite links in
these two planes, including two Ljus, links and one Lz, link.

Intra-plane link

Fig. 4. Interstellar link model. (Color figure online)

From the Fig. 4, we can get that the length of L;,, is fixed. It can be calculated

according to Eq. (1).
360
Lintra = V2R + h),[1 — COS(==) (1)

where R is the radius of the earth, and /4 is the height of the orbital plane from the earth.
The inter-plane link L;,,, can be calculated by Eq. (2).

Linter = V2(R + h,/1— cos( 360 ) x cos(D) 2)
2xN
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where D is the latitude of the inter-plane. And the main symbols adopted in this work
are illustrated in Table 1 for reference.

Table 1. Summary of key notations

Notation Description

N Number of orbital planes

K Number of satellites in each orbital plane

Sij The i-th orbital plane and j-th satellite’s logical address
Lintra The length of the intra-plane link in interstellar
Linter The length of the inter-plane link in interstellar
R The radius of the earth

h The height of the orbital plane from the earth
D The latitude of the inter-plane

Cy The capacity of the k-th satellite link

Lavg The link average load

Ty The link average load threshold

Ly The latitude values of the source satellite

Ly The latitude values of the destination satellite

4 Routing Scheme Design

Due to the large number of services in satellite IoT, when the services are transmitted
through the satellite links, it easily causes the problem of satellite link congestion. Thus,
the network topology needs to be checked for congestion before routing. Therefore, the
IBR algorithm is designed based on this idea. It can detect various status information
of the network in real time and view the link congestion status when routing. The IBR
algorithm is divided into two stages: the packet preprocessing and shortest path search. In
the stage of the packet preprocessing, the ISI model first detects the network status, and
obtains the user’s type and requirements by parsing intent. Then it determines the actual
operations. In the stage of shortest path search, a path with the shortest transmission
distance is determined according to the interstellar link and logical location between the
source satellite and destination satellite.

Because link resources and capacity are limited, it is necessary to evaluate the link
average load at control layer before finding the shortest path. Suppose the capacity of a
satellite link is Cy. Thus, we get that the capacity array of n satellite links is C = {Cy,
C3 ... Cp.g, Cyu}. The link average load Ly, is written as Eq. (3).

3)
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We define a link average load threshold T}, as shown the Eq. (4):
Ty = min{Cy}, k € [1,n] 4

Lgyg and T}, are two parameters of IBR algorithm. When the data packet comes, the
IBR algorithm calculates Ly, and compares Ly, with T}, to perform different routing
strategies.

Using the
subalgorithm 1 to
preprocess packet

Analyze intent to determine the
satellite and user category for
the packet

Is it greater than the
threshold?

Backoff time: random
value in [0,t]

Call suubalgorithm 2 |

to find shortest path |

end

Fig. 5. The flowchart of IBR algorithm.

Figure 5 shows the flow chart for IBR algorithm. To guarantee user’s QoS, it pre-
processes the upcoming data packets by calling the subalgorithm 1. When packet is
accessed, the intent control layer calculates the link average load L,,, and packet type.
In this paper, we divide the data packets into two types using value flag = {1, 0}. Flag =
1 represents high priority data packet and flag = 0 means low priority data packet. Each
data packet carries an ID, which is the identity for determining the priority of packet.
Then we compare the link average load L, with the threshold value T',. When Ly, is
less than T'p,, the two types of data packets directly perform operation of shortest routing
search. When L, is greater than or equal to T, the high priority data packet performs
the operation of shortest routing search, and the low priority data packet performs the
back-off. The back-off time is a random value in [0, 7]. After waiting the back-off time,
the control layer decides whether the operation of shortest routing search is performed
by calling the subalgorithm 2. Subalgorithm 2 is to determine the moving direction and
next hop of the data packet, and finally reach the destination address.
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Subalgorithm 1 describes the operation of packet preprocessing in detail. It includes
four main steps: satellite logical area division, intent analysis, network monitoring and
route formulation. First, we logically divide the satellite’s regional location to determine
the control area of each satellite. When a data packet is transmitted through the satellite
IoT, the corresponding intent of submission request is determined. Secondly, it analyzes
the intent to obtain the information {flag, T} related to the data packet. Thus, we
can determine the specific content and priority of the data packet, as well as the link
congestion threshold. Then the ISI model detects the congestion status of the network
and obtains the link average load Lgye. When Lgye > Ty, it indicates that satellite link
congestion has occurred. In this case, data packets may not be transmitted successfully.
And it will significantly increase the congestion and packet loss rate. Therefore, in
subalgorithm 1, we transmit high-priority data packets directly. For the low-priority
data packets, we perform the random time backoff. It means to wait for a period of time
(0t s) before transmitting. When Lg,,g <Th, it means that the satellite link is relatively
idle and the number of transmitted data packets is relatively small. Thus, data packets
can be directly transmitted after being queued according to priority. By preprocessing
the upcoming data packets, the IBR algorithm can effectively reduce the packet loss rate
and improve the throughput.

Subalgorithm 1: Packet Preprocessing Algorithm
1: Begin

2: Receive a packet;

3: Get Layg , flag and T}, of the packet;

4:if (L, 2T,)

avg
if (flag ==1)

Send packet to the next satellite directly;
else if (flag ==0)

Wait for 0~¢ seconds randomly and send the packet;
end if

10: elseif (L, <T,)

11: Packets are queued for priority;
12: end if

13: end

AN

6
7:
8:
9

avg

For the subalgorithm 2, there exists three cases to get the shortest path using the
interstellar link model.

Case 1: Both the source satellite and the destination satellite are in the polar region. It
means Lg > 70°&& Ly > 70°. Here, Lg and L, are latitude values of the source and
destination satellite respectively.

Case 2: The source satellites and destination satellites are not in the polar region. It
means Lg < 70°&& Lg < 70°.

Case 3: One of the source/destination satellites is in the polar region and the other is
outside the polar region.
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For case 1, we need to determine whether the source and destination satellites are in
the same satellite orbital plane. Because only intra-plane link L;,, exists in the polar
region. There are no inter-plane link L;,,. If the source satellite and destination satellite
are in the same orbital plane (Ly==L,), the data packet can reach the destination satellite
from the source satellite along the link L, in the plane by the path Ps = {S;_ ., Si, j,+1,
Si,.js—1> Siy.j, }- If the source satellite and destination satellite are not in the same orbital
plane, the data packet first needs to move along the link L;s, to near-polar earth plane.
Then the packet is transmitted to the satellite in the same orbital plane as the destination
satellite. Thus, the packet can finally reach to the destination satellite by the path Ps =
{Si,js» Sis,1> Siy 1> Siyj, > thus completing the entire transmission request.

For case 2, as the source satellite and destination satellite are not in the polar region,
both link Lju;q and Liyer can be used. As the higher the latitude of the satellite, the
shorter the interstellar link between planes. Thus, the packet first moves vertically to the
satellite in the same orbital plane as the destination satellite, and then moves vertically
toward the destination satellite as the shortest path. When the latitude of source satellite
is higher than destination satellite (Ly > L), the data packet is first transmitted along the
shorter link Ljz.,, and then along the link L;;, towards to the destination satellite. Thus,
the path Ps is {S;, j, Si;j;» Sizj.}- When Ly < Ly, the data packet is first transmitted
along the link L;,,, in the plane, and then transmitted along the link L;,, between the
planes, so as to ensure the shortest path length. Thus, the Ps is {S;, ., Si, j;» Siyjs}-

For case 3, whether the destination satellite or source satellite is within the polar
region, the data packets must reach the near-polar plane along the link L;,;,. After the
data packet reaches the near-polar satellite, we check whether it is in the same orbit as
the destination satellite. If Ly > Lg, the data packet can be transmitted directly to the
destination satellite along the link L, by the path Ps = {S;_ j., Si, j,» Si,.j, }s Otherwise,
the data packet is routed along the link L, in the near-polar plane, reaching the satellite
in the same orbital plane as the destination satellite, and finally according to the link
Lintrq for transmission. Thus, the Ps is {S; ., Si;j+1, Si;js—1> Sigja}-

Based on the above description, for different packet types and different locations of
source/destination satellite, the IBR algorithm will perform different paths strategies. At
the same time, the ISI model checks the congestion of the satellite link before routing.
This way can greatly avoid the congestion caused by the influx of data packets into
satellite links. Therefore, the IBR algorithm has the advantages of high throughput, low
delay, and high packet loss rate.
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Subalgorithm 2: Shortest Path Search Algorithm
Input: S oS Ly, Ly, set Py =@ as initial path
Output: the shortest path P

1:if (L, > 70" & &L, >70") // (case 1)

2 (L =1L,

3: S, S a8
Ps=1S, ;58 s S oS, 1
4:  else
5: S, 28,28 ,->8
Ps={S8, ;58 ,:8, 158, ;)
6: endif
7:elseif (L, <70° & &L, <70") // (case 2)
8: if(L,2L,)
9: S S, 8,0
Ps={S, ;8 ;S ;b
10: else
11: S oS, S,
Ps=1{S, .S, , S, .}
12: end if
13:  endif
14: else // (case 3)
15: if(L,=1L,)
16: S oS a8 0
Ps={S8 ;8 ;48,1
17: else
18: Ps={S, 8 ;a> S, ;058,15
19: end if
20: end if

5 Simulation and Results

In this section, by OMNeT++ simulation, we compare the performance of the IBR
algorithm with the existing algorithms DRA [21] and LCPR [22]. In our simulation,
we don’t consider the satellites of polar region. Thus, each satellite in our simulation
is assigned for two L,z links and one L, link. The track height and inclination of
satellite are set at 780 km and 86.4°, respectively. The capacity of ISL is 20 Mbps. In
ISI, the data transmission rate is set to 1-2 Mbps. Each packet size is 1024 bytes. And
the data packet obeys the Poisson distribution and is generated with the speed of 300
packets per second. Both high priority packets and low priority packets are subject to
Poisson distribution.
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The Fig. 6 has displayed the relationship between packet loss rate and data trans-
mission rate for IBR, DRA and LCPR algorithms. The average packet loss rate of IBR
is about 4% lower than LCPR algorithm, and 10% lower than that of DRA algorithm.
When the data transmission rate is lower than 1.4 Mbps, the packet loss rate of IBR is
lower than 3.5% and the growth rate is slow. This is because we queue the data packets
and introduce random back-off time to effectively reduce the packet loss rate. When the
data transmission rate exceeds 1.5 Mbps, more data packets enter the satellite link. Thus,
the impact of link congestion on the packet loss rate increases gradually, resulting in a
positive correlation between the packet loss rate and the data transmission rate.

16
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Fig. 6. The relationship between packet loss rate and data transmission rate.

Figure 7 shows the performance of end-to-end delay. IBR algorithm optimizes the
average end-to-end delay by 7% and 11% respectively compared with LCPR algorithm
and DRA algorithm. Because ISI can monitor the network status and adjust the routing
path in real time. When the link is idle, data packets will be queued for transmission.

Mean End-To-End Delay (ms)

I I I I
10 11 12 13 14 15 16 17 18 19 20 21

Data Transmission Rate(Mbps)

Fig. 7. The relationship between average end-to-end delay and data transmission rate.
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When the link congestion occurs, high priority packets have no waiting time and can be
transmitted first, which effectively improves the average end-to-end delay.

In Fig. 8, our experiments compare throughput performance. The throughput is also
positively correlated with the data transmission rate. When the data transmission rate
increases, the data packet increases and the throughput also improves. IBR algorithm
increases the average throughput by 5.8 Kbps and 11.6 Kbps compared with LCPR and
DRA algorithms, respectively. Thus, the IBR algorithm has a significant improvement
in terms of throughput.

310

—=—|BR

300 | ——LCPR /_/:

Data Throughput(Kbps)

1 1 1 1 1 1 1 1
1.0 11 12 13 14 15 16 17 18 19 20

Data Transmission Rate(Mbps)

Fig. 8. The relationship between throughput and data transmission rate.

6 Conclusion

Aiming at the problem of satellite link congestion caused by the large number of service
types in satellite [oT, we have proposed the ISI system model and designed an effective
routing algorithm TBR by using INB technology. The IBR routing algorithm is mainly
designed based on the ISI system model. The ISI model realizes the automatic configu-
ration and security monitoring of the underlying network by parsing the business intent.
In TBR algorithm, after network status detection through ISI model, the operation of
data packet access or waiting is decided according to the congestion state of satellite
link. Then, a shortest path is found according to the logical position of satellites and
the interstellar link between satellites. However, the proposed routing algorithm only
considers the single-layer satellite network, but the actual satellite IoT is complicated.
Therefore, we will consider more complex satellite routing models, and design flexible
and universal routing strategies in the future.
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