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Abstract. On the one hand, data provenance provides the history of the origin of
data and updates the modification cycle on one side, on the other hand, blockchain
offers features that meet these immutability requirements of a version of data.
These two technologies have applications and features that, in union, contribute
to generate ideal technological structures to the management of data in several
organizations. The objective of this study is to present an analysis of the rela-
tions between the main applications of data provenance as well as the blockchain
features and point out applications in the Health Information Systems (HIS), in
addition to a literature review on the theme. In regard to that, an analysis has been
made as described in this study methodology, where the following questions were
answered: i) What relations are there between data provenance and blockchain?
ii) Can data provenance in union with blockchain contribute to applications in the
HIS? Soon after, it was possible to prove through some of the studies present in the
literature the combined use of data provenance and blockchain in HIS. Based on
the relationships found between data provenance and blockchain, it was possible
to conclude that these relationships contribute to data management in any orga-
nization, including HIS. It was also observed that different data provenance and
blockchain methods, techniques, models, and methodologies are intertwined to
generate the structures of data management in HIS, especially in Personal Health
Record (PHR) and Electronic Health Record (EHR).
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1 Introduction

The information systems and the Information and Communication Technologies (ICT),
provide us with ways of communication that are changing not only our way of living but
also the way businesses happens in all sectors [1]. In this context, we understand that
these technologies provide the construction of one of the main human health-oriented
technological scenarios, as in the case of HIS, defined as “data provenance system,
information and knowledge in health care” [2].
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The world health sectors are characterized by the increase of the production of data
related to the patients care demands [3]. This increase in data production includes hospital
records, exams results, devices that are part of the Internet of Things (IoT), among other
medical data [3]. We face tons of data about varied aspects of our life, especially in health.
As well as in any other sector, the health organizations are producing data to a tremendous
fee, which results in many advantages and challenges all in one. Technological advances
have helped generate a huge amount of data, making it a complex task when ordinal
actual technology is utilized, mainly when the structures of IoT devices are geared
towards user-centered design [3, 4].

In this sense, the need to manage large volumes of data in HIS meets the use of
allied computational strategies that contemplate the historical processing of this data,
as is the case of data provenance and blockchain. The tracking of provenance is one of
the main usages of blockchain and emphasizes still that blockchain can guarantee the
safety of a provenance information database [5]. Data provenance is a process which
aims to provide a general view of data utilized by information systems. It focuses on
the origin of data, mainly identifying the data sources and the transformations they have
undergone throughout time. It is related to different application scenarios, emphasizing
here the health field [6]. Data provenance usage in health has been suffering an increase in
researches based on the most varied types of scientific experiments. Technologies applied
to this area have obtained expressive results [7]. Data provenance is the ground to medical
data quality and patients’ privacy [8]. When it comes to blockchain technology, to the
health field, it stands out as a record technology which is trustworthy and of consensus
distributed offering alternatives to the creation of inter-operable systems, audible and safe
[9]. Blockchain can be applied to the health field to control the access and distribution
of sensitive information, in the transparency and audibility of service provision and data
interoperability, among other situations [10].

Thus, this article analyses the main applications of data provenance defined in the
work of [11] with the blockchain features presented by [12] identifying the possible
existing relations between these two technologies. Eventually the analysis is finalizes
with a description of some of the works found in literature which verify the usage of
data provenance together with blockchain applied in HIS. Regarding this, we conclude
that the analysis presented in this study that identify possible existing relations between
the main applications of data provenance and blockchain features, could contribute to
new studies involving these two technologies, especially in the HIS field. Therefore, the
objective of this article is to present the results to this analysis and promote the use of
data provenance together with blockchain in the health field, including the researches
involving the prospect of these the technologies in HIS, in addition to a literature review
on the theme.

This article is organized in the following manner. Section 2 describes the review of
literature, where HIS, data provenance and blockchain are highly regarded. In Sect. 3,
the methodology utilized in the analysis is described. Section 4 presents the analysis and
identification of relations between the main applications of data provenance with the
features of blockchain, and then some of the studies which verify these relations applied
specifically in HIS. And finally, in Sect. 5, the conclusions and future work to this study
are described.
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2 Literature Review

2.1 Health Information Systems

The HIS can also be highly regarded as an information system which composes the
collection, the processing, the communication, and the usage of fundamental information
to perfect the efficiency of health services by means of the best management in all
levels of the health sector. HIS are being implemented in all aspects of healthcare, from
administration to clinical decision support systems [13]. This type of system produces
relevant and good quality information to support the management and planning of health
programs [2, 14]. HIS has been increasingly used around the world to improve hospital
efficiency, the quality of service and patients’ satisfaction [15]. HIS can also be highly
regarded as an information system which integrates the collection, the processing, the
communication, and the use of critical information to improve the efficiency of health
services by means of a better management in all health sectors. This system produces
relevant information and of good quality to support the management and planning of
health programs [2, 14]. The HIS fits into two main categories. The first being the
recording of individual data and the second, the collection of data for decision making
and information management, usually called information management health system
[16].

It is important to highlight the fact that HIS allows all the information related to
the patients to be computerized, thus providing better and more efficient health services
[17]. In this context, HIS is defined as a computerized means of collection, storage
and recovery of information about people in health fields. Which includes patients,
doctors, nurses and others who collect clinical and administrative data. This process in
accomplished regardless of whether in the same or different environment in local or
national levels [18-20].

Regarding this, we point out some of the main existing HIS in actuality, which
are: Electronic health Record (EHR) [21], Personal Health Record (PHR) [22], Learn-
ing Health System (LHS) [23], Healthcare Monitoring System (HMS) [24], Clinical
Research Information System (CRIS) [25], Hospital Information System (HIS) [26].
These HIS are utilized in several countries and are responsible for many of the processes
executed in relation to the health data, contributing to a much more efficient management.

2.2 Data Provenance

Data provenance is the complementary documentation of a certain data which con-
tains the description as “how”, “when”, and “why” it’s been obtained and by “whom”
[27]. Data provenance makes it possible to guarantee the quality and veracity of data,
for example, identifying the origin of errors and attributing the sources [8]. Still, data
provenance can be defined as information that helps determine the historical derivation
of a data product from its origin sources, being it regarded as an essential component to
allow result reproducibility, sharing and reuse of knowledge by the scientific community
[28]. Now about the operation of data provenance in general, what happens is: when
consultations and programs are executed the data in a data bank are moved to another

data bank, and thus a description of the involving relations is created [29]. It’s important
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to point out that in a data bank research, provenance helps in the tracking process and
also in the signaling of the data origin, as well as its movement between different data
sources [11].

In the context of health, the tracking of health data provenance allows the patients to
have complete control over the use of all secondary personal data, in other words, creat-
ing awareness about where this data is going (for instance, public health consultations,
clinical trials, among other controls in the health field) [8]. The actual health systems
manage the provenance through complicated methods. These methods provide safety
mechanisms that guarantee the sources of data. However, they show huge deficiencies,
like depending on trustworthy third parts and vulnerability to semantics interoperability
issues due to the registers of different organizations [8]. Thus, to overcome these defi-
ciencies, data provenance models are recommended by World Wide Web Consortium'
(W3C), named as family PROV [30] for the assistance to management of data provenance
in HIS. Data provenance methods, techniques, models and methodologies are associated
to different computer technologies, also observed in literature to application in HIS. In
this sense, the usage of data provenance, regardless of the model, provides an essential
basis for evaluation and authentication of data, offering reliability and reproducibility
[31].

Regarding this, we highlight that data provenance can be applied to several scenarios
[32, 33] including the health field [7]. Many research efforts in the field of data prove-
nance induced [11] the creation of a taxonomy to categorize the efforts. The work of
[11] shows that the provenance systems can be built to operate in different ways, with
different characteristics and operations. Thus, we assume in the article that part of the
taxonomy [11] is essential for the analysis of the relationships here considered. It also
contributes to applications in the context of HIS, as has been summarized by [34]: i) Data
quality: the lineage can be used to estimate the data quality and reliability based on the
original data and transformation [35]. it can also offer proof declaration in data derivation
[36]; ii) Audit trial: provenance can be used to track the audit trail [37], determine the
usage [38] and detect mistakes in data generation [39]; iii) Replication recipes: detailed
provenance information allows the repetition of data derivation, help maintain actuality
[37] and be a recipe to replication [40]; iv) Attribution: pedigree can establish copyright
and data propriety, make citation possible [35], and determine the responsibility in the
occurrence of incorrect data; and, v) Informational: the generic usage of lineage is to
consult based in lineage metadata for the discovery of data. It can also be browsed to
provide a context to interpret data.

It is important to highlight that a deeper comprehension of data provenance applica-
tion combined with other technologies is necessary to identify new ways of exploring
its full potential.

2.3 Blockchain

Blockchain is essentially a data structure distributed, also called “public records book”,
in which all the confirmed transactions are stored by data sets in units called blocks. Each
block refers to the previous one in chronological order, thus origination a blockchain.

I See https://www.w3.org.
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This chain gets longer gradually as new transactions are added to the book. A mechanism
of asymmetric cryptography has been applied to avoid the edition of previous blocks
[41]. Blockchain in an emerging technology that has revolutionized the world scene, it
was first launched in 2008 by the publication of white paper “Bitcoin: A Peer-to-Peer
Electronic Cash System”, when this phenomenon became popular with the creation of
cryptocurrency bitcoin by [42]. However, when it comes to blockchain, there’s still a
certain difficulty in conceptualizing it, making it possible to find several definitions that
comprise only certain aspects of this technology.

In this way, three categories are delimited in relation to the evolution of the blockchain
[9]: 1) Blockchain 1.0: applications in cryptocurrency, like bitcoin; ii) Blockchain 2.0:
applications related to contracts of all kinds that go further than money transactions.
This kind of application allows for contracts related to stock, loans, mortgage, scrip and
smart contracts; and, iii) Blockchain 3.0: this category encloses the applications that
go beyond the ones previously mentioned. With emphasis on areas like governmental,
health, science, literature, culture, and arts. From a technical point of view, blockchain
technologies are used to create a shared digital record, safe and immutable which records
the history of transactions between knots in public or private peer-to-peer network. When
a transaction is executed, all the knots in the network need to be in concordance about
the shared record. The focus of blockchain is accounting functionality decentralized
of transactions to be used to register, confirm, and transfer all kinds of contracts and
properties with no need of any mediator [9].

It is important to point out that, blockchain has four features [12]: i) Immutable —
(permanent and tamper-proof) a blockchain is a permanent record of transactions. Once
a block is added it can’t be tampered, which creates a reliable transaction record; ii)
Decentralized — (networked copies) a blockchain is stored in a file that can be accessed
and copied by any knot in the network, which creates decentralization; iii) Consensus
Driven — (trust verification) each block in a blockchain is verified independently using
consensus models that have certain rules for block validation, and often use a scarce
feature (like computer power) to prove that an adequate effort has been made. In bitcoin,
this process is known as mining. This mechanism works regardless of a central authority
or a proxy agent; and, iv) Transparent — (full transaction history) blockchain is an open
file, it can be accessed by any part and audit transactions. Which creates a provenance
that makes possible to track the lifespan of actives.

Regarding this, in the health context, the potential of blockchain technology can
change the way the health sector shares information, the way the medical data are updated
and maintained, the way a patient’s medical records are shared and updated, how the pop-
ulation health data are assembled and analyzed and how prescribed medication is tracked
and monitored through a supply chain [43]. In the health field, blockchain can be applied
to the control of access and distribution of sensitive information, in transparency and
audibility of service provision and in the interoperability of data, among other situations
[10]. Thus, in the works of [44] e [45], the authors reason potential blockchain contribu-
tions for the health field, which are: safety in the sharing of health data, interoperability of
health data at national range, tracking of the supply chain and medical devices, tracking
of the medication distribution chain, monitoring of drugs prescription, observation of
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aggregated events (Big Data) with main applications in collective health, patients iden-
tification, data sharing for scientific research, implementation of independent structures
(e.g., management and controlling of supplementary health insurance).

3 Methodology

As for its nature, this study is considered basic research, for it is a type of research
uninterested in application, inserted in a disciplinary and academic atmosphere which
contrasts in all analytical aspects [46]. As to the procedures, this research is characterized
as a bibliographic study, which can be defined as any research that requires the gathering
of information and published material. This material may include traditional resources
as books, magazines, periodicals, newspapers, and reports, but can also consist of elec-
tronic media like audio, films and video records, on-line resources like sites, blogs, and
bibliographical bank data [47]. It can also be characterized, as to the objectives, like
exploratory study, often named pilot and viability studies, which are considered funda-
mental in the evaluation of viability and value of progression for the efficiency of a study.
Such studies can provide vital information to support sturdier evaluations, reducing costs
and minimizing possible damages to [48]. The study also possesses a qualitative app-
roach, with regard to the comprehension of a certain aspect of social life and its methods
of (in general) generate words, instead of numbers, as data to be analyzed [49]. It is also
important to point out that some methods of analysis and interpretation to be carried out
in this study were based on research by [50, 51].

For the analysis of the main data provenance application relations defined by [11]
with the blockchain features presented by [12], the following features have been con-
sidered: 1) Highly relevant: considering the relations observed by [11] and [12] which
has a direct effect on data — represented by the symbol @; ii) Relevant: considering the
relations defined by [11] and [12] which have an indirect effect on data — represented by
the symbol ®; and, iii) Unidentified: no relation defined by [11] and [12] — represented
by the symbol O.

Also, to prove the existing relationships between data provenance and blockchain
based on the studies of [11] and [12], a literature review was carried out where five studies
as of 2017 were found that presented relevant contributions to the topic in question. In
this sense, the choice of these five studies for sample in this article, was based on the
relevance of the existing relationships, included in some way, directly or indirectly, in the
studies of [11] and [12]. Thus, for such analyzes the following questions were answered:
1) What relations are there between data provenance and blockchain? and, ii) Can data
provenance in union with blockchain contribute to applications in the HIS?

These relations were discovered and described in Sect. 4, considering as well the
works found in literature which showed the use of data provenance and blockchain
combined for the success in HIS applications.

4 Analysis

The analysis that guides this study have been accomplished in this section with the
objective of identifying the relations between data provenance and blockchain and also
verify through literature the direct and indirect use of such applications in HIS.
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4.1 Identification of Relations Between the Main Applications of Data
Provenance and Blockchain Features

Based on the works by [11] and [12], Table 1 shows a compassion between the main
applications of data provenance with blockchain features in order to verify the techno-
logical harmony they both share, identifying their relations. The relations are presented
below.

Table 1. Identification of the relations between data provenance and blockchain

Blockchain characteristics
Transparent | Consensus Decentralized Immutable
Driven
Inf tional
. 5 nformationa ® ® ® ®
2 9
S = 5 5
% = Attribution ® ®
Sz —
2 = Reph.ca‘uon ®
& o recipes
o = .
§ S Audit trail o
Data quality ® ® ® ®
Highly relevant: considering the relations observed by [11] and [12] which has a
direct effect on data; © Relevant: considering the relations defined by [11] and [12]
which have an indirect effect on data; and, O Unidentified: no relation defined by [11]
and [12].

As we can observe on Table 1, applications related to informational, identifies
relevant relations with all features (transparent, consensus driven, decentralized and
immutable). Considering the fact that this application regards data discovery in its pur-
pose, we observe that all blockchain features are relevant when it comes to this appli-
cation. For application regarding attribution, we observe a relevant relation with the
blockchain features (transparent, consensus driven). Considering that this application
can establish the author copyright and propriety of data, we observe that these features
may contribute to acomplete and verified history between data. A highly relevantrelation
has been identified with the features (decentralized and immutable) for this application,
considering that the copied in the network and the manipulation of data must take into
account the responsibility in the occurrence of erroneous data. When it comes to repli-
cation recipes with the feature (consensus driven), the identified relation is relevant,
seeing as the replication of data provenance takes into account trust verification, thus
allowing the guarantee of data replication for new experiments. A highly relevant rela-
tion has been identified with the features (transparent, decentralized, and immutable)
for this application, considering that replication of data provenance depends on blocks
which compose an immutable history record of each transaction since its origin date
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in a transparent and decentralized data storage. For the audit trial application, a highly
relevant relation has been observed with the features (transparent, consensus driven and
decentralized), considering that provenance may operate as a means of audit for data and
production process, the guarantee of data audit depends on their transparency and reli-
ability in the most diverse computer networks. There hasn’t been any relation observed
with the feature (immutable). Regarding application of data quality, relevant relations
have been identified with all features (transparent, consensus driven, decentralized and
immutable), considering that provenance can be used to obtain data quality, these data
must obey certain important requirements of data provenance related to transparency
and immutability of a version of data in reliable and decentralized sources. It has been
observed in the analysis that audit trial applications and recipes replications both stand
out relevantly with most of the features. The concentration of these applications is shown
by the reasons data provenance can contribute to the guarantee, safety, confidentiality,
integrity, and quality of data in several areas of knowledge.

4.2 Some of the Studies Which Verify the Relations Between Data Provenance
and Blockchain Applied in HIS

In this subsection some of the studies are described that ensure and contemplate somehow
the relations found in Table 1 for the health field, specifically applied to HIS.

Thus, we begin highlighting the first study, entitled “Integrating blockchain for data
sharing and collaboration in mobile healthcare applications” [52]. The authors proposed
an innovative user-centric health data sharing solution based on mobile user-controlled
blockchain for cloud data sharing in a PHR. They used algorithm-based provenance data
collection techniques using blockchain technologies. As a result, their solution featured
an algorithm capable of managing mHealth provenance data while preserving integrity
and privacy. In this study, comparing with the existing relationships in Table 1, the
applications of data provenance (audit trail and data quality) with the characteristics of
the blockchain (transparent, decentralized, and immutable) were the relationships that,
in fact, were presented in this study. The second study is entitled “Using PROV and
Blockchain to Achieve Health Data Provenance” [53]. The authors propose to solve the
problem of managing health care data in EHR systems based on decentralized blockchain
technologies and the W3C PROV model. As a result, the proposal presented by the
authors was based on existing international standards ensuring interoperability between
health data. The use of open systems and blockchain technology combined with the
W3C PROV model together promoted the security and immutability of health records.
Comparing with the existing relationships in Table 1, the applications of data prove-
nance (informational, replication recipes, audit trail, and data quality) with blockchain
characteristics (consensus driven, decentralized, and immutable) were the relationships
present in this study. For the third study entitled “Research on Personal Health data
provenance and Right Confirmation with Smart Contract” [54], to solve the leakage
phenomenon, abuse, and illegal acquisition of personal health data, the authors propose
a data provenance model named PROV-Chain based on blockchain technologies and
Open Provenance Model (OPM). It was introduced seeking PHR applications for an IoT
scenario device. As a result, the model’s assessments not only guarantee the traceabil-
ity of personal health data but also identified their right to personal use, guaranteeing
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security. In this study, comparing with the existing relationships in Table 1, the applica-
tions of data provenance (informational and attribution) with the characteristics of the
blockchain (transparent, consensus driven, decentralized, and immutable) were the ones
that stood out. In the fourth study entitled “Secure and Provenance Enhanced Internet
of Health Things Framework: A Blockchain Managed Federated Learning Approach”
[55], takes place in a scenario of Internet of Health Things (IoHT). For IoHT data to
be acceptable to stakeholders, applications that embody IoHT must contain data accu-
racy, security, integrity and quality. In this sense, the authors present a hybrid federated
learning model in which the intelligent blockchain contracts manage the training plan.
To support the complete privacy and anonymity of IoHT data, the model has been tested
with several learning applications designed for clinical trials with COVID-19? patients.
As a result, the model in the use of applications demonstrated a strong potential for
broader adoption of IoHT-based PHR health management. Comparing with the existing
relationships in Table 1, the applications of data provenance (informational, audit trail,
and data quality) with blockchain characteristics (consensus driven, decentralized, and
immutable) were the relationships highlighted in this study. In the fifth study entitled
“Decentralised provenance for healthcare data” [8] presents a platform for managing
the provenance EHR, which can be implemented in already functioning EHR systems.
The authors use blockchain technology as a basis, in addition to the Fast Healthcare
Interoperability Resources (FHIR) to represent EHRs. A proxy transparently intercepts
the EHRs” modifications and then triggers a smart contract® to perform provenance
annotations using the W3C PROV language. The resulting PROV documents stored in a
Hyperledger Fabric blockchain®. In this study, comparing with the existing relationships
in Table 1, the applications of data provenance (informational, replication recipes, audit
trail, and data quality) with blockchain characteristics (transparent, consensus driven,
decentralized, and immutable) are highlighted.

Thus, Table 2 summarizes the studies described in this subsection, referring to the
combined use of data provenance and blockchain applied in HIS.

As observed in Table 2, the technologies concerning data provenance are divided
between the models (W3C PROV and OPM) and techniques of algorithm and data
provenance applied to HIS. W3C PROV defines a model of data provenance to support
the inter operable interchange of provenance in heterogeneous environments like the
network. The PROV structure is based on the definitions of entities, activity and agents
involved in data production or of something and how they are related. Thus, defining the
four following types of property: wasGeneratedBy, wasAssociatedBy, wasAttributedTo
and used [30]. Now considering OPM, it defines as model of open provenance that
aims to characterize provenance in any “thing”, material or immaterial. It seeks to show
the causal relationship between events that affect objects (digital or non-digital) and
describes this relation using an acyclic info graph oriented [56, 57]. It is important to
highlight that the model OPM has already been overlaid by PROV. When it comes to
blockchain technologies, the usage of applications is led by smart contract, followed by
Hyperledger Fabric Blockchain, decentralized blockchain and health data sharing based

2 See https://www.who.int/health-topics/coronavirus#tab=tab_1.
3 See https://ethereum.org/en/developers/docs/smart-contracts/.
4 See https://www.hyperledger.org/use/fabric.
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Table 2. Summary of studies that combine data provenance and blockchain in HIS.

Ref. Authors Data Blockchain Types of HIS Identification of the
/Years Provenance Technologies relationships between
Technologies Data Provenance and
Blockchain
[8] Margheri et al. W3C PROV Smart Contract and EHR Data Provenance
(2020) Hyperledger Fabric (informational,
blockchain replication recipes,
audit trail, and data
quality) with
Blockchain
(transparent,

consensus driven,
decentralized, and

immutable)
[55] Rayhman et al. Algorithms based on Smart PHR Data Provenance
(2020) Data Contract (informational, audit
Provenance trail, and data
quality) with
Blockchain

(consensus driven,
decentralized, and
immutable)

[54] Gong, Lin and Li PROV-Chain based on Smart PHR Data Provenance
(2019) the OPM Contract (informational and
attribution) with
Blockchain
(transparent,
consensus driven,
decentralized, and

immutable)
[53] Massi et al. (2018) | W3C PROV Blockchain EHR Data Provenance
decentralized (informational,

replication recipes,
audit trail, and data
quality) with
Blockchain
(consensus driven,
decentralized, and
immutable)

[52] Liang et al. (2017) | Algorithms based on Data sharing based PHR Data Provenance
Data on blockchain (audit trail and data
Provenance quality) with
Blockchain
(transparent,
decentralized, and
immutable)

on blockchain. Considering now the types of HIS, the applications are directed in their
most part to PHR, followed by EHR. In PHR the records are often created and monitored
by the patients themselves. They can be based on desktop, internet, or smartphone devices
(for example, entirely located in a cellphone or portable storage device) [22]. In EHR,
collection is embracing, inter institutional and longitudinal of patients’ health data. It
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includes, therefore, data that are not only particularly relevant for medical evaluation of
one’s treatment, but also for the person’s health in general [21]. It is important to note
that in Table 2, the relationships found between data provenance and blockchain in the
five studies presented here are the same as those shown in Table 1, following the same
order of relevance. It is also observed that studies show the upward growth in relation
to the use of data provenance and blockchain applied in HIS, in fact contributing to the
management of health data. However, it is important to highlight that, the studies here
shown are limited to the technologies combined between data provenance and blockchain
applied in HIS comprising the focus of the article. Other studies in the literature may
bring other combined technologies in addition to those presented here, also reflecting
on other successful paths applied in different health scenarios, such as the studies by
[58-60].

5 Conclusions and Future Work

Data provenance applications combined with blockchain have become a challenge in
HIS. The relations identified in Table 1 have concluded that there is a technological link
between the main applications of data provenance combined with blockchain features
in HIS. In fact, these relationships promote challenges that can help HIS, allowing to
identify in each application the data provenance with the blockchain resources, which
depend on the implementation or improvement of principles to obtain the expected
success. Concerning this, the applications of data provenance combined with blockchain
were highlighted and described in Table 2 through studies found in the literature, where
we could verify that this approach applied specifically to HIS allows health organizations
to store provenance records that are to be shared and tracked by the blockchain structure,
thus avoiding the tampering of data. It causes to reduce the complexity of HIS which
faces huge amounts of health data that depend on a safe and reliable management. Still
in Table 2, it was possible to conclude through the studies described in literature, that the
data provenance and blockchain technologies intertwine in methods, techniques, models,
and methodologies aiming the generation of an ideal structure for the management of
data in HIS. It was also possible to identify the relationships between data provenance
and blockchain for each study presented in Table 2, based on the relationships in Table 1,
which in fact proves the growth in the use of these two associated technologies in HIS.
It has also been possible to conclude that, according to Table 2, the mainly highlighted
HIS in the studies are: PHR and EHR. It being so because PHR is more convenient
for patients and health workers that can monitor health data remotely by using mobile
devices, especially when going through a pandemic, as is the case of the actual COVID-
19. And EHR, for its use as standard medical record and being utilized in several countries
in their respective HIS.

As a suggestion for future work, it is proposed the realization of a more detailed
study, in the case of a systematic review of literature that might generate results of other
data provenance and blockchain, beyond the ones described in this study. Furthermore,
present also the main methods, techniques, models and methodologies applied in union
with data provenance and blockchain used in different HIS to identify which actions
could be taken to adapt technological structures ideal for these systems.
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