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Abstract. In recent years, machine learning technology has been widely used
in many fields, such as smart transportation, smart healthcare, smart finance and
smart cities. Although machine learning technology has brought people a lot of
convenience, the privacy problem of user data has also emerged [1]. Considering
that users are not necessarily willing to upload personal privacy data to the cloud for
deep learning training, therefore, instead of consuming a lot of bandwidth to upload
data to the cloud, it is better to train on the local device and then use the model
parameters obtained after training. (For example: weights and bias, etc.) upload to
the server for aggregation. This emerging machine learning technology is called
federated learning. In this way, the privacy and security of data can be guaranteed,
and the purpose of decentralized learning can be achieved through aggregation.
This study uses the architecture of federated learning technology and convolutional
neural network algorithms to implement distributed image recognition mobile
applications. This application allows users to use their mobile devices and the
central servers for repeated training. After multiple rounds of repeated training,
the convergence will be stabilized, and the accuracy will be significantly improved.
At the same time, it can take into account privacy and achieve the machine the
purpose of learning.

Keywords: Federated learning - Convolutional neural network - Image
recognition - Decentralized deep learning - Machine learning

1 Introduction

In recent years, with the emerging development of artificial intelligence (AI) technology,
deep learning (DL) technology has become a popular branch in the field of machine
learning [2]. Deep learning technology has been successfully used in various fields, such
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as image recognition[3], action recognition[4], speech recognition[5], natural language
processing (NLP)[6] and network applications[7].

In the traditional machine learning architecture, a central server manages the trained
model. First, the sensors or edge devices return the collected data to the server and
perform training in the server, and then send the training results to the edge devices or
mobile devices. However, this method will cause data privacy and security problems, and
will occupy a large amount of network bandwidth and results in network delay problems.
To solve the above mentioned problems, Federated Learning (FL) approach has been
proposed [8, 9]. In the FL approach, the central server is connected with each client
device (edge device/mobile device), and the client devices use local data to training for
building a model, and then send the model weights obtained after training back to the
central server for aggregation [10]. In the process of model training, there is no need to
send clients’ data back to the server. Thus, the FL approach can solve the problem of
data privacy of users while it can achieve the accuracy similar to that of a centralized
machine learning architecture.

Currently, there are many applications using federated learning technology. For
example, if multiple hospitals want to cooperate to train a model, but because the patient’s
private information is not convenient to provide to other hospitals, through the frame-
work of federated learning technology, machine learning training is performed in each
hospital before the training. The latter weights are provided to the central server. In addi-
tion, Google’s own input method Gboard allows each user’s mobile phone to download
a set of models, and then train the local model according to the user’s usage behavior,
and then send it back to the central server so that the user’s input words will be sent back
to Google, and the candidate words can appear more accurately. The voice assistant Siri
on the iPhone, through the neural network engine on the CPU, allows the phone to train
the user’s voice, and the audio recorded by Siri never leaves the local device.

The purpose of this study is to implement the development of image recognition apps
by using the federated learning technology, such that users can use their mobile devices
for training to perform image recognition applications while ensure the data privacy of
users.

2 Background Review and Related Works

In this section, we review some background knowledges for later use of system design and
implementation. Several techniques which are applied as the methods in this work, such
as federated learning, convolutional neural networks (CNNs) and Kotlin are introduced
in the following.

2.1 Federated Learning

Federal learning is a decentralized machine learning architecture proposed by Google in
2016 [8]. This architecture is composed of a central server and multiple client devices that
participate in training in different places. The client devices first train with their own data,
and then upload their respective model weights to the central server after the training,
and then the central aggregates the weights. Repeat the above steps until convergence is
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reached. The architecture is performed in the form of client-server, in which each client
uses local data for training, and then uploads the updated model parameters to the server,
so as to optimize all models simultaneously. Thus, even if the information can not be
shared, the learning strategy still can be carried out by taking into account the problems
of privacy and model bias [9].

The central server will update the global model based on the aggregated results,
and return the updated global model to the clients participating in the FL architecture.
The clients will update their local model and start the next round training. At the same
time, the performance metrics of the overall model will be evaluated. When the perfor-
mance metrics are converged to be stable, the iterative training of the FL. model will be
terminated.

2.2 Convolutional Neural Networks

Convolutional Neural Network (CNN) is a backforward neural network. Its artificial
neurons can respond to a part of the surrounding units in the coverage area, which is
excellent for large-scale image processing. It has two important characteristics [11]: (1).
It can effectively reduce a large amount of data to a small amount of data, (2). It can
effectively retain the characteristics of the image, in line with the principles of image
processing.

2.3 Kotlin

Kotlin is a programming language developed by JetBrains. It is a statically typed pro-
gramming language that runs on the Java Virtual Machine (JVM). It can be compiled
into Java byte code, or it can be converted into using LLVM after compilation. It also
provides native codes to execute, or compile into JavaScript language for browser to
execute.

3 Background Review and Related Works

The overall architecture of this work is shown in Fig. 1. The system is mainly divided
into two parts: the first one is the server side, and the second one is the client side. First,
on the server side, the system uses Kotlin as the main programming language. The server
side is mainly responsible for generating an initialized global model, and then sending
the global model to each connected client. After the client receives the initialized global
model, it trains with the model and then uploads the updated model weights to the server.
After receiving the weights obtained from clients, the weights obtained by each client
are aggregated to generate an updated global model, and then the updated global model
is transmitted to the clients. The second part is the client side, which is mainly built in the
Android operating system and uses Kotlin as the main App programming language. In
addition, the DeepLearning4j software is deployed as the machine learning framework.
The image recognition training will be performed on the client device itself, and then
the related weights of the recognition images will be uploaded to the server.
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Fig. 1. The system architecture.

With regard to the server design and implementation of the system, the server is
mainly responsible for starting a new round and accepting the weight of the client’s
return. In the system, we set a port and can use the browser to check whether the server
is normal operation, its setting code is shown in Fig. 2. In addition, the server also needs
to train the weights sent from the client. In this system, we place the model in the newly
created main folder, which contains the weight of the client (currentRound), and the
training is completed. The sub-folder of the model, and during training, the Server will
read the parameter update file from the currentRound for training, and it can also open
the DL4J Ul interface to view the training process and results (as shown in Fig. 3).
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Fig. 2. The code of server establishment.

In addition, with regard to the client system design and implementation, the system
uses an Android phone as the client side, it will accept the model from the server, and then
perform CNN training. After performing the images recognition, the obtained weights
will be transmitted back to the server, instead of transmitting the raw image data.
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Fig. 3. The dashboard running in the server.

4 Experimental Results

4.1 The Hardware and Software Environment

The development software and hardware environment of this system is shown in Table 1.
The system uses Android Studio IDE for server and mobile phone applications devel-
opment. In addition, we use AVD emulator for application testing and execution in the
system.

Table 1. The hardware and software equipment.

Hardware | Server Side:

(1) Device: MacBook Pro

(2) Operating System: MacOS 11.4

(3) CPU: Intel® Core™ i7-7820HQ 2.9 GHz
(4) Memory (RAM): 16 GB

(5) Hard Disk: 512 GB

Client Side:

(1) Device: Android Virtual Device Google Pixel 4 XL
(2) Operating System: Android 10

(3) CPU: 4 Core CPU

(4) Memory (RAM): 8 GB

(5) Hard Disk: 20 GB

Software | (1) Programming Language: Kotlin v1.3.20 (JAVA v1.8.0)
(2) Integrated Development Environment: Android Studio v4.1.3, IntelliJ IDEA
2020.2.4 (Community Edition)
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4.2 Datasets

In this work, we use the Cifar-10 dataset [12] as the training and testing dataset for the
development of the system. The dataset mainly consists of 10 categories of images which
are all presented in the form of 32 x 32 pixels (as shown in Fig. 4). The categories are
the airplanes, cars, birds, cats, deer, dogs, frogs, horses, boats, and trucks. The dataset
contains a total of 60,000 images, each category contains 6,000 pictures, of which 50,000
pictures are used as the training set and 10,000 are used as the testing set. It is a collection
of images often used in machine learning.
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Fig. 4. The Cifar-10 dataset [12].

4.3 Implementation of App System

This app we develop will firstly use the camera software to capture images, recognize
them and then store the classification results in the dataset for use in the next round
of training. The obtained weights are then sent back to the server for training. In the
following, we will present the main functions of the developed App system.

e The main screen of the system:

The snapshot of the main screen in the system is shown in Fig. 5. From the figure,
we see that when the model is loaded correctly, the program will pop up a prompt
stating that “the model has been loaded”. When the model has been loaded, the the
toolbar #ficon will appear in the upper right corner of the screen, which means that
you can use the previously captured images for training. You can also directly click “
E” to capture an image.
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e The preliminary recognition function of the system:

After the image is captured, the application will perform a preliminary recognition
and will display which category the image belongs to. The snapshot of recognition
results of the system is shown in Fig. 6. The user can choose whether to continue
training or save the images. If you want to continue training, click 0:”. If you want
to save the image, click “ F.Z” to save the classification results.
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Fig. 5. The snapshot of the main screen of the system.
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Fig. 6. The snapshot of preliminary recognition results of the system.

e The model training function of the system:
After the images are taken, all the images are trained by the CNN model. The
model has a total of four layers, and its architecture is shown in Fig. 7. In the system,
we set the number of training (Epoch) to 100.

Convolution Subsampling
(cnn1) (pool1)

> LocalResponse
Normalization
(tfn1) ‘_ (Iayer2)

Output
(layer4)

Fig. 7. The CNN model architecture used in this system.

Figure 8 is the snapshot of the model training in the system. From the figure, we see that
the system provides the training data, model parameters and other related information.
In addition, the training accuracy record of iterations are shown in the system.
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Fig. 8. The snapshot of model training process.

In the CNN layer in the system, we use Adam’s optimizer to update the weights of the
neural network. The advantages are high computational efficiency and small memory
requirements, and the ReLU activation function is used to solve the problem of the
disappearance of the gradient, and to greatly reduce the amount of calculation. The
pooling layer mainly adopts the MaxPooling method, such that when the entire image is
shifted, the pixel judgment will not cause any influence which means that it has a good
anti-noise function. Local Response Normalization (LRN) is a method to improve the
accuracy of deep learning, generally after activation and pooling, the purpose of use is
to reduce the error rate of the classifier.

When the training is finished, that indicates that the message “Model training completed”
will be shown in the system (as shown in Fig. 9). Then, press the return button to show
the recognition results. When the clients transmit the weight parameters to the server,
the app will show the completed trained model which has been uploaded to the server
(as shown in Fig. 10).
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Fig. 9. The snapshot of model training completion.

MODEL_20210708._...436229945.model

Fig. 10. The completed trained model uploaded to the server side.

After the first round of training, the images will be recognized. Then, the classification
accuracy rate with respect to each category will be obtained. From Fig. 6, we see that the
accuracy rate of the initial recognition with respect to each category are presented: 24%
for Dog images, 16% for Cat images, 15% for Bird images, and so on. After multiple
rounds of training, as shown in Fig. 11, the accuracy rate with respect to the Dog images
is increased to 97%. From the implementation results, we see that after multiple rounds
of training, the recognition results will tend to stabilize and converge. In addition, the
accuracy rate will also be significantly increased.

e The server functions:

In this work, we use the DL4J UI API [13] to provide an user interface in the
browser to visualize the current network status and training process. First, in terms of
model scores and iterative graphs which are shown in Fig. 12, the horizontal axis is
the iteration, and the vertical axis is the model score. The trend of the number line in
the figure increases with the iterations. Since we use the small batch gradient descent
method, the model score is getting lower, and the fluctuations become smaller. In
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addition, the number line tends to converge, which means that the model training is
more stable.

Fig. 11. The snapshot of accuracy results with respect to the dog images after multiple rounds of
training.

Model Score vs. Iteration

0 500 1000 1500 2000 2500 3000 3500 4000 4500

Fig. 12. The snapshot of the obtained model score of the system.

Figure 13 shows the updated parameter ratio. In the figure, the horizontal axis is the
iteration and the vertical axis is the logarithm of parameter ratios. From the figure, we
see that after the iteration starts at 50, the value tends to be stable, and there does not
have more fluctuations.
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Fig. 13. The snapshot of the updated parameter ratio of the system.

5 Conclusion

In this work, we have successfully developed the App system based on the federated
learning technology to perform real time image recognition with CNN models on the
users’ phones, and then returned the weight parameters after training to the central
server for optimization. From the implementation results, we found that compared to the
traditional machine learning approaches, the federated learning approach did not send
raw images back to the server for model training. The implemented app let users to use
their mobile devices and the central servers for iterative training. After multiple rounds
of training, the convergence will be stabilized, and the accuracy will be significantly
improved. Thus, the privacy issues of users could be solved and the amount of data
transmission between the clients and the server could also be reduced significantly.
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