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Abstract. The arbitrary disclosure of information of people diagnosed with
COVID-190on the network will adversely affect personal privacy and even vio-
late the privacy rights of individuals. Through the method of literature analysis
and case analysis, the information of the confirmed patients of COVID-19 is stud-
ied on the network disclosure. The study found that information disclosure can be
divided into disclosable information and non-disclosure information, and make
different ways of dealing with sensitive information, sensitive information must
be handled with care, personal information processing must take into account the
balance between personal interests and public interests.
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1 Introduction

COVID-19 broke out in early 2020, and until the beginning of October 2021, the cumu-
lative number of confirmed cases was as high as 238,699,648, and the death toll was
4,873,011. The main infection route of COVID-19 is through respiratory droplets and
contact, which means that it is a challenge for COVID-19 prevention and control to act
arbitrarily for those who have symptoms or asymptomatic diagnosis. At present, in order
to effectively prevent the spread of COVID-19, certain information of confirmed patients
will be announced on the Internet, so that the public can raise their awareness of pre-
vention and reduce the probability of infection. Which is one of the methods adopted by
the Chinese government. On the one hand, if the announced information is too detailed,
excessive publication of the information of the confirmed person may cause some harm
to the published person, and even make the unspecified person know the identity of the
confirmed person, which may infringe on the personal information or privacy of the
confirmed person. On the other hand, if the relevant information is not announced, the
people will lack vigilance, which may cause a breach in epidemic prevention. In this
case, how to protect personal information and privacy while taking into account the epi-
demic prevention protection of public interests? How to balance the degree and scope
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of information disclosure of confirmed patients? To solve the above problems, it is nec-
essary to analyze the specific information content announced by China for COVID-19
patients through big data, and then put forward feasible suggestions while taking into
account both public and private interests.

2 Literature Review

The right to privacy is a specific personality right. Privacy refers to the private space,
private activities and private information enjoyed by natural persons and unwilling to be
known by others. The right to privacy is the right of natural persons to make their own
decisions on appealing information. The important content of the right to privacy is to
give the subject the right to control to what extent others can intervene in their private
life, and to decide whether to disclose their privacy to others and the scope of disclosure.
American jurists Lusamore Warren and Ease Brantis put forward the concept of privacy
with legal significance, which has a history of 121 years. They first put forward the
concept of the right to privacy in the article “The Right to Privacy” published in Harvard
Law Review. After that, the right to privacy stepped onto the legal stage. In 2001, the
Supreme People’s Court’s Interpretation on Confirming the Liability for Compensation
for Mental Damage in Civil Tort officially recognized the legal status of the right to
privacy in civil justice. China passed the Tort Liability Law of the People’s Republic
of China at the 12th Meeting of the Standing Committee of the 11th National People’s
Congress on December 26, 2009. This is the first time that China has directly established
the legal status of the right to privacy in the field of civil basic law, and raised the protected
privacy interests into independent legal rights. This has created a “new right era” for the
protection of privacy in China, which is of great significance in the legal construction of
China. Li Ming, Yang Lixin and Yao Hui (1997) pointed out in the Law of Personality
Rights that the right to privacy came into being at the beginning to oppose the excessive
reporting and dissemination of news. Zhang Lu (2021) pointed out that privacy interest
is a concrete personal interest, which embodies personal dignity and personal freedom
and is an important embodiment of civil law value.

With the increasing penetration of the Internet into various fields of society, the right
to privacy has become a basic right, while the virtual nature of the network leads to
the privacy protection on the network which is different from the privacy protection in
real life. Liu Yijun and Liu Haidong (2010) believe that the effective operation of virtual
society depends entirely on the data identified by individuals to distinguish online people
and specify each individual in the process, and it is the right to privacy that protects per-
sonal data. Therefore, the importance of network privacy is self-evident. However, when
the information of COVID-19 patients was exposed, the security of network information
was seriously threatened. Wei Daopei (2010) believes that the developed high technol-
ogy makes the right to privacy easier to disclose. Gao Wenying (2016) believes that if
personal data is disseminated on the Internet, it will involve citizens’ information secu-
rity and personal dignity. Liu Ying (2015) pointed out that people’s privacy becomes
easy to disclose under the background of big data, which may lead to serious conse-
quences. When unnecessary information is published, it may also have unpredictable
consequences. Li Zhongxia (2021) pointed out in “Constitutional Construction of Pri-
vacy in Digital Age” that whether personal information is private or not, it may bring
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considerable troubles and burdens to individuals after being fermented by the Internet.
To sum up, the disclosure of network information of COVID-19 confirmed patients will
lead to the damage of natural person’s rights and the emergence of social rumors. Wang
Jun (2020) believes that the conflict between the public’s right to know and the right to
privacy under pandemic is facing a dilemma, and the key reason lies in the lack of legal
basis. For the problems caused by information disclosure at this stage, there are great
loopholes in the treatment scheme. For the conventional solution, Li Zhongxia (2021)
explained in “Constitutional Construction of Privacy in the Digital Age”: limiting per-
sonal information too narrow to privacy may not be conducive to privacy protection;
However, extending privacy over all personal information control may make privacy
lose its essential attributes, which is not conducive to the dissemination and exchange
of information. Ji Qiong pointed out that sharp conflicts arise when dealing with issues
related to satisfying the public’s right to know and ensuring the reintegration of socially
controversial people.

3 Problem Analysis

3.1 Global Pandemic Situation and Impact Analysis

At present, the global COVID-19 vaccination rate is gradually increasing, but the global
pandemic situation is still grim (see Fig. 1). Since the end of December 2019, COVID-19
has caused a total of 241,353,659 confirmed cases and 4,913,085 deaths worldwide, with
26,085,632 confirmed cases (see Fig. 2). The scope of its infection and the depth of its
harm are really shocking under the data display. COVID-19 belongs to Class B infectious
disease, but it is highly contagious, so it is managed according to Class A infectious
disease. Society will require stricter isolation for COVID-19 patients. Therefore, due
to the demand of data statistics of COVID-19 patients and anti-epidemic work, the
relevant state institutions have strict control over the personal information of COVID-19
patients. The information of COVID-19 patients is still paid attention to by all sectors
of society, and a series of controversies about the publication degree of COVID-19
patient information content are gradually increasing. The cases of COVID-19 patients’
information flaws are also on the rise, and a series of problems caused by them can not
be ignored.

3.2 Analysis of the Current Situation of Disclosure of Personal Information
of COVID-19 Patients

With the spread of COVID-19 pandemic, the number of COVID-19 patients is gradually
increasing, and the treatment and prevention of COVID-19 pandemic are carried out
simultaneously in various countries. In order to complete the authoritative investigation
report of the epidemic and provide more accurate and detailed data information, the flow
report organizers need to grasp the accuracy of the time and space of the patient’s journey
and grasp the real data provided by the masses in time. This will help treat patients and
track close contacts as soon as possible, and prevent the spread of pandemic. However,
in the process of data collection and management, information leakage is inevitable (see
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Fig. 1. Statistical chart of existing COVID-19 in the world. Source: Fast information, overseas
pandemic module!

Fig. 3). According to statistics, 60% of respondents have seen the personal information of
COVID-19 patients on social platforms, which shows that the phenomenon of personal
information leakage of COVID-19 patients often occurs.

The leaked personal information of patients has exceeded the scope of public wel-
fare. The leaked contents in almost all related cases include the patient’s real name, age,
gender, ID number, telephone number, home address and other personal privacy infor-
mation. Taking China as an example, searching Baidu with “COVID-19 information
leakage” as the key word, we can see that COVID-19 patient information leakage cases
have occurred in many provinces and cities in China. At the same time, due to informa-
tion leakage, COVID-19 patients were blatantly abused and accused by netizens, and
inexplicably threatened and intimidated by strangers, resulting in physical and mental
injuries that COVID-19 patients could not recover from.

However, when the flow report is published in the public, the patient’s true identity is
easily insinuated due to the improper publication of the patient’s personal information,
which brings different degrees of influence, trouble and even indelible harm to the patient.
Search in Baidu with “COVID-19 information leakage” and “COVID-19 confirmed case
track” as keywords, Screening distinct cases on pages 1 to 6 and 1 to 7 of the web page
respectively, The provinces and cities of these cases are suspected of being too detailed
about the patient information mentioned in the brief introduction of the announcement
documents of COVID-19 patients (see Table 1). For example, the publication of name,
age and gender makes it easy for relatives and friends they know to insinuate the true
identity of patients, and the detailed home address published at the same time makes it
easier for people in the same community or villages and towns to insinuate their identity,
causing suspicion and rumors on the Internet, bringing great troubles to the normal life
of COVID-19 patients and even causing cyber violence.

! Public data from the National Health and Health Commission, provincial and municipal health
and health commissions, provincial and municipal governments, Hong Kong, Macao and
Taiwan official channels, compiled by Fast Information APP.
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3.3 Analysis of Information Disclosure of COVID-19 Confirmed Patients

Citizens’ personal information refers to all kinds of information recorded electroni-
cally or in other ways that can identify the identity of a specific natural person or
reflect the activities of a specific natural person alone or in combination with other
information, including name, ID number, communication contact information, address,
account password, property status, whereabouts and so on. For the information collation

number of COVID—19 patients cured worldwide
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Fig. 2. Global pandemic statistics table. Source: UC Browser”

2 Supported by UC browser, it is compiled according to the public information of National Health
and Health Commission, provincial and municipal health and health commissions, Hong Kong,
Macao and Taiwan and overseas authoritative official channels and media. This chart was
extracted from Alipay Global Pandemic Service Module on October 17, 2021.
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COVID—19 is currently diagnosed worldwide
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Fig. 2. (continued)

and collection of COVID-19 flow report, the patient’s personal information has privacy
scope.

Since the outbreak of pandemic last year, the disclosure of personal privacy infor-
mation of COVID-19 patients has aroused continuous concern in the society, and the
society has been arguing endlessly about the privacy disclosure caused by the details
of the information published in the flow report. According to statistics reported by the
media, Since pandemic, there have been at least 20 leaked information incidents involv-
ing COVID-19 patients and their relatives in various places, and almost all the leaked
information was leaked after the publication of the flow report. Therefore, it is not diffi-
cult to speculate that the information leakage occurred during the collection process or
the vicious exposure of criminals according to the information published in the report.

According to this, it can be concluded that the contents of COVID-19 patient informa-
tion published in various provinces and cities are improper between public and private.
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Fig. 3. Statistics on the information status of COVID-19 patients seen by netizens on social
platforms. Source: Baidu, China Youth Daily (September 23, 2021, titled: Only 500 yuan is fined
for leaking the privacy of COVID-19 patients? There are also civil channels to be held accountable)

According to the data collected in the chart (see Table 1), the authoritative patient infor-
mation should have been prepared for public work such as anti-epidemic and preventing
pandemic spread, but the published information is too detailed. For example, if the cod-
ing degree of names is low, it is easy to be suspected by netizens and cause rumors, while
there is no need to publish the contents of gender, age and detailed home address at the
same time, that is, it is not necessary for epidemic prevention work to publish multiple
information at the same time. Otherwise, the published content will indirectly reveal the
patient’s personal privacy information, It will not only run counter to the original inten-
tion of publishing information, but also become a tool to infringe on patients’ privacy
rights, which will cause patients whose information has been leaked to bear undeserved
harm and pressure. Therefore, the balance of interests between public rights and private
rights in the publication of the flow report of patients and their relatives in epidemic
prevention work remains to be solved.

4 Perfection and Suggestions

4.1 Balance Between Public Interests and Private Interests

How to take into account the protection of personal information under the background
of pandemic prevention and control deserves attention and consideration.

Generally speaking, in the special period of public safety incidents such as pandemic,
the relevant departments need to disclose some information according to law for the
purpose of public interest and safety. This involves how to make a “balance” between
publishing personal information and protecting public interests, public right to health and
right to know. The information that can be disclosed includes: the personal action track of
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Table 1. Cases of disclosure of personal information in COVID-19 patient flow report (Source:
Baidu)

Published content Case 1: On December 8, 2020, the information of Zhao, a COVID-19 confirmed patient in Chengdu,
\ case Sichuan Province, was leaked.
Name Zhao Mou Gender Female Age 20 years old
Provinces and citie | Chengdu, Sichuan| Home address Chenghua District Cuijiadian Huadu Yunjingtai Community
Place of stay Zhongzhi Central Park, Hi Blues Nail Shop, Hepburn Bar, Alley Malatang, Haiwuli Small Bar, play
house Wine and other places

Published content Case 3: On May 9, 2021, after Fan in Yinchuan, Ningxia tested positive for COVID-19 virus, the de
\ case tailed flow report was exposed on the Internet.
Name Fan Mou Gender Male Age 31 years old
Provinces and citie Yinchuan, Home address Xingqing District Nanxun West Street Supply and Marketing
Ningxia Cooperative Family Courtyard Cc ity
Place of stay Hedong Airport, Xingging District Nanxun West Street Supply and Marketing Cooperative Family
Courtyard Community, Nanjing Medical University General Hospital Surgical Building and other areas

Published content Case 5: On November 19, 2020, Shenmou, Tianjin was diagnosed as a new case of COVID-19, and
\ case the detailed flow report was released.
Name Shen Mou Gender Male | Age 22 years old
Provinces and citie Tianjin Home address Staff dormitory in a certain district of Shaanxi Road, Binhai
New Area, Tianjin
Place of stay Tianjin Dongjiang Port Area Kanhaixuan Community, Binhai New Area Shaanxi Road Staff Dormi
tory

Published content Case 7: On December 8, 2020, there were 3 new confirmed cases of COVID-19 in Chengdu, and the
\ case flow report was released.
Name Li Moumou; Gender Female; Age 71 years old;
Zhang Female 68 years old
Moumou
Provinces and citie  |Chengdu, Sichuan| Home address Group 11, Taiping Village, Pitong Street
Place of stay A teahouse in Taiping Village, a small clinic in Taiping Village and Xinminchang Town; Taiping Vil
lage Vegetable Market, Sandaoyan Town Sanyan Village Resettlement Site

(continued)
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Table 1. (continued)

Provinces and citie Shanghai Home address Yinggian Village, Zhenjiang Town Community, Zhugiao Town,
Pudong New Area
Place of stay Jiangzhen Baipinhui, Ji hen Wanxia Road Food Market, Miaojing Road Social Security Center
and other places
Published content Case 9: On November 9, 2020, a new close contact of asymptomatic infected person was announced
\ case in Tianjin.
Name Zhu Moumou Gender Male Age 38 years old
Provinces and citie Tianjin Home address People from Dongdi Village, Duancun Town, Anxin County
Place of stay At 16:00 on November 7, 2020, passengers took the bus from Tianjin Jinfulin Market

The car (license plate number FF6145) arrived at Dongdi Village Station in Duancun Town, Anxin
County at 19:00, Dongdi Village in Duancun Town and Jinfu, Tianjin
Forest market

Published content Case 10: Lin Mojie and his family, who were hotly debated by public opinion in September 2021,
\ case were harassed by cyber violence due to information leakage.
Name Lin Mojie Gender Male Age 38 years old
Provinces and citie Putian, Fujian | Home address People from Fengting Town, Xianyou County, Putian City
Place of stay On August 4th, take Xiamen Airlines Flight 852 from Singapore to Xiamen Airport, and then go to
the desi d hotel for isolation.

the parties or patients, close contacts, the communities and places where they have stayed,
the people they have contacted, etc. However, the publication of patient information
should be cautious. On this premise, the age, sex, occupation, relationship with previous
cases, illness, some action tracks and the number of close contacts of patients or suspected
infected persons can be disclosed. However, without the consent of the parties concerned,
the personal information and privacy of any unit or individual, such as personal name, age,
ID card number, telephone number, home address, personal life, personal diary, photo
book, savings and property status, living habits, communication secrets and kinship,
should not be publicly disclosed. Due to the need of joint prevention and control work,
and after desensitization treatment, except. It is suggested that the health system should
adjust the publicity of patient information. The most useful information for the masses
is the range of patients’ activities and behavior track. These contents, together with
the flow adjustment and detection of relevant departments, can effectively identify risks.
Therefore, I personally believe that the patient’s name, gender, age and occupation do not
need to be publicized, because for the epidemic prevention department, this information
has been understood and no longer needs to be known; For the masses, these patient
information is almost useless for personal protection and increases the risk of privacy
leakage.

4.2 Improve the System of Personal Privacy Information Disclosure

According to the relevant laws of our country, personal privacy is protected during pan-
demic. Article 12 of the Law of the People’s Republic of China on the Prevention and
Control of Infectious Diseases clearly stipulates that “disease prevention and control
institutions and medical institutions shall not disclose relevant information and materi-
als involving personal privacy”. The Law of the People’s Republic of China on Public
Security Administration Punishment, the Cyber Security Law of the People’s Republic
of China and other relevant laws and regulations also have more refined provisions.
Recently, all localities and departments have issued documents and notices, requir-
ing information protection during pandemic prevention and control. The Ministry of
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Transport issued the Emergency Notice on Coordinating the Prevention and Control of
Pandemic and Transportation Security, which requires strict protection of personal pri-
vacy and personal information security according to law. Except for providing passenger
information to health and other departments due to the need of prevention and control of
Pandemic, relevant information shall not be disclosed to other institutions, organizations
or individuals, and shall not be disseminated on the Internet without authorization. The
Law on the Prevention and Control of Infectious Diseases stipulates that the state should
establish a pandemic information disclosure system for infectious diseases, but the scope
of information disclosure is not clear, and there is no specific division between compul-
sory disclosure and optional disclosure, so the practical operation mostly depends on the
independent balance of the health administrative department. The author believes that
the collection and release of patient information must be directly related to epidemic
prevention, and should be closely related to this purpose, and should be set according to
the degree of influence of patient personal information on public interests.

The collection of personal information related to pandemic is very important for the
prevention and control of COVID-19 pandemic. It is not only a right granted by law, but
also a need to perform statutory duties for relevant departments and institutions to collect
information according to law. In the process of collection, we should follow the principle
of minimum necessity and limit the purpose, that is, the purpose of collecting information
is to carry out prevention and control measures such as investigation, inspection, sample
collection and isolation treatment of infectious diseases, and information unrelated to
pandemic prevention and control cannot be collected. Specific to COVID-19 pandemic
prevention and control, the subject who has the right to collect personal information has
the right to collect the following information according to the actual needs of pandemic
prevention and control:

1. Basic personal information: such as name, ID number, contact information, address
and other information;

2. Information related to pandemic prevention and control: such as body temperature,
symptoms, relevant residence history, transportation records, relevant contact history
and other information. In addition, other personal information unrelated to pandemic
prevention and control, such as personal biometric information, network identity
information, personal property information, professional information, nationality,
religious belief, etc., should not be collected.

As the will of the sovereign and the universal norm of people’s behavior, law should
be universally observed within its validity period. Under normal circumstances, no orga-
nization or individual has the right to collect personal information without consent. Under
the background of pandemic prevention and control, for the need of safeguarding social
public interests, laws and regulations make exceptions to the collection of personal infor-
mation, which is already a compromise and reconciliation for the protection of personal
information. Because it is a compromise and reconciliation, we should strictly grasp
the limits of personal information collection and realize the balance between pandemic
information collection and personal information protection.
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5 Summarize

For the privacy protection of COVID-19 infected persons, it is very important to correctly
and reasonably disclose some privacy of infected persons who meet the current pandemic
prevention and control needs on the Internet through literature analysis and case analysis,
which can reduce the risk of infection, set obstacles during the transmission, and take into
account the protection of personal information privacy. Perfecting the system of personal
privacy disclosure is not only a respect for national citizens, but also a protection of
social privacy and national information. In-depth research in the process of information
generation, screening and dissemination can improve the safety factor of information
exchange, reduce the risk of leakage of important national information, and realize a
beautiful home together.
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