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Abstract. This paper presents a network traffic collection system for space
networks emulation platform. The system uses virtualization technology and
Elasticsearch database technology to collect the network traffic of gigabits per
second. On this basis, a parallel processing method is proposed to further utilize
the resources and improve the collection performance. Corresponding experi-
ments are carried out to evaluate the collection performance of the system. The
experimental results show that the system can collect massive and high-speed
network traffic in real time and improve the collection rate.
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1 Introduction

The space information networks system is a network system which takes the space
platform as the carrier to acquire, transmit and process spatial information. It is an
indispensable guarantee to serve the national economic construction and national
security. In order to verify the relevant space technologies and networking commu-
nication protocols, it is necessary to develop an emulation platform to emulate the
space networks application scenarios.

The Nanjing University team has constructed a laboratory scale network emulation
platform which applies virtualization technologies to emulate space information net-
works [1]. As shown in Fig. 1, the space networks emulation platform is divided into
four planes, including the logic plane, the control plane, the data plane and the analysis
plane. The logical plane is responsible for the actual network scenario. The control
plane receives the parameters of the logic plane and creates the emulation scene. The
data plane generates real data flow between network nodes to ensure the authenticity of
emulation. The analysis plane defines the specific parameters of the network according
to the actual situation of the network. And it monitors, statistics and feeds back the
emulation results.
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Fig. 1. Architecture of space information networks emulation platform.

In order to evaluate the performance of space networks scenarios, it is necessary to
conduct in-depth analysis of traffic data in the emulation network environment. Net-
work traffic collection system is an important part of the emulation platform. Under the
limited platform resources, the network traffic collection system must be able to meet
the collection, storage and analysis requirements of massive high-speed traffic, such as
the acquisition of gigabit traffic per second. The system can analyze the specific pro-
tocol to facilitate the subsequent analysis. At the same time, the network traffic col-
lection system should also have the functions of high stability, expandability, easy
maintenance and easy recovery after failure.

Network collection is actually network measurement. Network measurement
includes active measurement and passive measurement. Researchers have proposed a
variety of network data collection methods and developed the corresponding system for
different networks. The mainstream network collection system is roughly divided into
three categories. The first is the network collection system based on SNMP protocol
[2]. The basic principle is to exchange MIB table information between the management
terminal and the managed terminal through the request answer mode of SNMP protocol
[3]. However, SNMP cannot distinguish the proportion and distribution of different
types of network services in the total network traffic, and the collected network traffic
information is very rough. The second network collection system is based on flow
technology [4]. In the network device that starts the flow mode, the data packets will be
recorded and counted according to their own characteristics [5]. But this way of
working is to use hardware technology to achieve fast forwarding of network data,
which is not suitable for network emulation. The third collection system is based on the
probe capture network [6], mainly through the use of data collection tools as a probe to
monitor the specified network card [7], directly capture network messages for analysis,
which is widely used to analyze the low-speed traffic between servers or workstations
in simple network. The above methods cannot meet our needs. For the massive high-
speed traffic collection of the emulation platform, container technology and big data
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technology are used to collect and store all data packets in real time, as well as parse
and filter the traffic at the same time.

This paper uses virtualization container technology to share network namespace,
and uses Tshark to capture and parse network traffic [8]. Using big data technology and
Elasticsearch database to realize data storage function, a method of parallel collection is
proposed. At the same time, reasonable allocation of system resources, distributed
deployment, load balancing through file sharing, network traffic collection performance
of the emulation platform is further studied.

The rest of this paper is organized as follows. In Sect. 2, we will introduce the
realization of network traffic collection system architecture. In Sect. 3, we introduce the
optimization of system parameters and the parallel processing method. In Sect. 4, we
do experiments with the parallel processing method and analyze the experimental
results. At last, the conclusion is given in Sect. 5.

2 Architecture of Network Traffic Collection System

The network traffic collection system is integrated in the data plane of the space
networks emulation platform. First of all, container technology and big data technology
are used. Based on the ELK architecture [9], the collection system can capture, parse
and store network traffic data. Secondly, in order to further improve the collection
performance, the system parameters are optimized and a parallel processing method is
proposed.

The architecture of our designed system is illustrated in Fig. 2, which can be
divided into network traffic capturing module, network traffic parsing module, network
traffic filtering module, network traffic storage module and visualization module.
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Fig. 2. Architecture of network traffic collection system.

Network Traffic Capturing Module: This module is to ensure that the network traffic
data is completely captured without loss of packet, so as to achieve flexible and
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configurable network capture. Each virtual node of the emulation platform includes an
emulation node and a capture node. The emulation container is responsible for the
emulation of network protocols. The capture container is responsible for the capture of
network traffic. Docker containers share network resources [10], and the network traffic
processed by the emulation container is visible to the capture container. To provide
extensibility, the container is managed by orchestration, for example, Kubernetes [11].

Network Traffic Parsing Module: All captured packets have a lot of redundant
information. This module implements the parsing function. It parses out the fields we
need, such as source IP, destination IP, packet length, protocol type, and other useful
information, and writes them to the specified log file. For example, Tshark is primarily
used for packet capture and analysis in a command-line environment, where we listen
on container ports and implement parsing.

Network Traffic Filtering Module: This module is mainly responsible for filtering
information according to rules. The information is written into the database in the form
of fields to facilitate the direct use of queries after taking out. Filebeat is used to collect
log data [12]. It realizes the function of preprocessing and can continuously collect new
contents of log files and write them into the database.

Network Traffic Storage Module: This module stores useful information for sub-
sequent analysis. It requires full utilization of storage resources. Data is easy to deploy,
manage, extend, and query, such as Elasticsearch databases [13].

Visualization Module: Data visualization helps effectively understand and analyze
massive amounts of data, which is at the end of the system. Kibana [14], with the help
of the powerful search engine Elasticsearch, provides columns that can be used for
retrieval and can realize analysis and positioning of massive data.

The above modules work together to finally store traffic data in the database in
JSON format. Data can be written and displayed in real time.

3 Optimization Schemes

3.1 Optimized Configuration of System Parameters

We hope that the network traffic filtering and the write rate of the enclosure can keep up
with the conversion resolution rate of traffic capture module and resolution module
Tshark. However, for the default Filebeat and Elasticsearch cluster configuration
parameters, the index rate of data writing to the Elasticsearch database cannot meet the
requirements of emulation. While Filebeat and Elasticsearch have no fixed optimization
method, so we need to study how to configure parameters and improve the speed.
Emulation experiments were carried out to discuss the best settings of Filebeat and
Elasticsearch in the system. Performance is judged by the number of packets processed
per second.

The experimental scenario is shown in Fig. 3. Two emulation nodes are used. Each
node is composed of an emulation container and a traffic collection container. They
share a network namespace. The two nodes send 1 Gbps packet traffic. The collection
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container collects, captures and filters the traffic, and writes it to Elasticsearch database.
By recording the rate of each operation step, we observe the performance under dif-
ferent parameter configurations.
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Fig. 3. Topology of test experiment.

Elasticsearch is a distributed database, so the indexing of Elasticsearch is usually
broken into different parts. The data distributed on different nodes is called shards. The
number of primary shards affects write performance. There are two ways to refresh
when writing data. Synchronization means that memory data is brushed to disk at fixed
intervals.

Figure 4 shows the impact of different primary shards and different synchronization
modes on performance. Performance improves as the number of primary shards
increases. Compared with synchronous writing, asynchronous writing has a great
improvement in write performance.
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Fig. 4. Number of shards and writing method.
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Table 1 shows the performance impact of different replica shards. Replica shards
are mainly used to backup and restore data to improve the security and reliability of the
system. We can temporarily set the replica shards to O when a large amount of data is
written, and then restore it later. This not only improves the writing performance, but
also ensures the security of the system.

Table 1. The effect of the number of replicas on performance

Numbers of replicas | Elasticsearch database writing speed (packet/s)
0 36123
1 32023
2 30379
3 30175

The results show that when the number of primary shards is 8 and the number of
replica shards is 0, the write rate reaches a reasonable value.
3.2 Real-Time Tracking Performance

Based on the above optimized configuration, it can be seen from the results listed in
Table 2 that the data rate written to Elasticsearch database by the traffic collection
system can keep up with the capture and resolution rate of Tshark.

Table 2. Real-time tracking performance.

Time Capturing speed Elasticsearch database writing speed Difference
(s) (packets/s) (packet/s)

30 33902 33792 0.62%

60 33211 33343 0.39%

90 33413 33112 0.91%
120 33905 34091 0.55%

3.3 Parallel Processing

Under the limited hardware resources, with the increase of the number of emulation
nodes and network traffic data, the performance of serial data collection has been
unable to meet our requirements. The parallel data collection method is adopted to
improve the collection performance. At the same time, distributed deployment is car-
ried out in order to make reasonable use of system resources.

As shown in Fig. 5, all network traffic captured by a Tshark is serially stored in a
log file and monitored by a Filebeat file. This method does not make full use of the
resources of the server, and when the traffic scale is small, the rate of serial collection
method can meet the demand. So we collect traffic in segments based on a fixed time
period. Every once in a while, we turn on a Tshark capture and parse the traffic in the
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current time period, and turn on a Filebeat to monitor and filter log files to achieve a
parallel effect. It saves the parsed data in JSON format to log files and databases. In this
way, in subsequent analysis, the queried data can be used directly without additional
processing, which saves processing time.
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Fig. 5. Serial processing and parallel processing.

At the same time, as shown in Fig. 6, Tsharks and Filebeats are deployed in a
distributed way. Tshark is deployed on a server. It shares the log files on another server
via NFS files. Files are monitored and filtered by Filebeat. This kind of distributed
deployment makes reasonable use of server resources and reduces the contention of
CPU and other resources between traffic collection system and emulation system.
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Fig. 6. Distributed deployment of Tshark and Filebeat.
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4 Experiment Results

4.1 The Effect of the Number of Tsharks on Performance

The amount of parallel processing is one metric. The number of different Tsharks has
an impact on write performance. Table 3 shows that with the increase of the number of
Tsharks, the write rate of a single thread will be reduced. But the overall write rate will
increase greatly due to the increase of the total number. It can be observed that limited
by hardware resources, performance cannot be infinitely linear improved. When the
number of Tsharks is 20, the system resource bottleneck is probably reached.

Table 3. The effect of the number of Tsharks on performance.

Numbers of Tsharks | Total speed (10%*packets/s) | Single speed (10**packets/s)
1 31 31
2 60 30
4 115 28.75
6 165 27.5
10 232 232
20 302 15.1
30 324 10.8

4.2 Comparsion of Writing Time Between Different Methods

Figure 7 shows the time comparison required for single serial and multi-channel par-
allel processing when processing the same traffic data. The results show that the parallel
mode has improved performance and nearly doubled.
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Fig. 7. Comparsion of writing time between different methods.
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5 Conclusion

This paper introduces a network traffic collection system based on container technology
and Elasticsearch database. Based on the space networks emulation platform, we
evaluate the performance of the system to collect massive high-speed network traffic.
The system can collect gigabits network traffic per second. Moreover, the system
parameters are optimized and a parallel processing method is proposed. The experi-
mental results show that the system can collect massive high-speed network traffic in
the space networks emulation platform in real time under the condition of limited
hardware resources.
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