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Abstract. The adoption of radio technologies and wireless devices in our society
has been increasing with the time. A wide range of devices use radio communi-
cations for sending and receiving data. The increasing number of attack vectors
used in the radio field, and wireless technology’s use in recent terrorist incidents,
make spectrum forensics essential to gathering intelligence, especially while the
crime is still unfolding, and the attackers remain at large. When most of the wire-
less acquisition tools on the market work either on Wi-Fi or Bluetooth protocols,
using software defined radio technology or SDR can allow us to capture signals
regardless of the protocol or modulation. This paper describes the development
of a forensically valid extension to the HackRF toolset which includes a SDR
module capable of logging details of files for penetration testing. The tools and
methods presented in this paper provide the specification and experimental vali-
dation of the SDR technology for forensic investigation of potentially vulnerable
wireless devices. The two case studies reported here use radio controls to simu-
late intruder attacks and walkie-talkies to simulate intelligence gathering during
a terrorist attack.

Keywords: SDR · HackRF · Network forensics · Spectrum forensics ·
Live-forensics · Cybersecurity

1 Introduction

Wireless data communications have evolved rapidly over the last few decades and have
become widely used worldwide. The growth of wireless communication devices has led
to an increase in misuse of these devices and their security vulnerabilities. It has been
reported that everyday wireless devices, such as a garage door with a fixed code, can be
brute forced in seconds using a cheap transceiver chip [1]. In a relay attack against Passive
Keyless Entry (PKE), attackers can steal high-priced cars using devices built for just 22
dollars [2]. The exploitation of SoftwareDefinedRadio (SDR)has been reported as signal
disruption, spoofing against the GPS protocol, and record and replay attacks [3]. Even as
attackers’ techniques continue to evolve, law enforcement and forensic examiners lack
the tools and programs necessary to acquire radio spectrum.There has been a great deal of
research and guidelines developed regarding the forensic capture and analysis ofwireless

© ICST Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2021
Published by Springer Nature Switzerland AG 2021. All Rights Reserved
J. Garcia-Alfaro et al. (Eds.): SecureComm 2021, LNICST 398, pp. 499–512, 2021.
https://doi.org/10.1007/978-3-030-90019-9_25

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-90019-9_25&domain=pdf
https://doi.org/10.1007/978-3-030-90019-9_25


500 M. A. H. B. Azhar and G. Abadia

traffic in wireless local area networks. Several researchers have addressed technical
and legal issues related to wireless forensics [4, 5]. Other researchers have developed
forensic models for this type of wireless data acquisition [6]. Applications such as
Kismet allow GPS logging in addition to performing passive network monitoring and
logging, thus provide forensic examiners and law enforcement agencies the capability
of intercepting traffic [7]. The increased attack vectors in the radio field [3] and the lack
of security in Internet of Things (IoT) devices have forced the law enforcement and
forensics community to find low-cost, flexible, and easy-to-operate spectrum forensics
tools.

Software Defined Radio is a low-cost and flexible way to acquire radio signals. With
SDR technology, investigators can record and save live samples without knowing the
modulation or protocol being used.With the same tool and hardware, an investigator can
record the signal froma key-fob, aGPS spoofing attack, a jamming attack, awalkie-talkie
transmission, and any other radio transmission within the range and capabilities of SDR.
It is possible to use Open-Source programs to monitor, demodulate, and save spectral
data, such as the Linux based program GQRX [8]. Universal Radio Hacker (URH)
[9] is another open-source program that records the radio spectrum from a variety of
SDR devices and saves the data in multiple formats. Despite the fact that different SDR
programs have the ability to record radio signals, they all lack forensic capabilities and
logging features, making them insufficient for providing actionable evidence.

The remainder of the paper will be organised as follows: Sect. 2 will introduce
legal and forensic procedural soundness of spectrum forensics, equipment used in the
experiment will be detailed in Sect. 3, Sect. 4 will discuss the developed program, Sect. 5
will report the results in two simulated case studies and finally, Sect. 6 will conclude the
paper and mention possible future work.

2 Spectrum Forensics

A sub-discipline of network forensics, wireless forensics involves employing method-
ologies and tools to intercept and analyse wireless traffic that can be presented as valid
digital evidence. Since the data is volatile, special consideration should be given to the
ACPO Principal [10], since conducting live forensics requires access to the original evi-
dence. It is imperative that anyone taking part in such activities be competent and aware
of the potential consequences. Following are the forensic minimum requirements for a
wireless forensic tool to potentially produce a legal result:

• Minimal interaction - the forensic tool should have a minimal interaction with the
potential sources of evidence, and if such an interaction is required, its effects must
be understood and justified. Passive scanning is more suitable for forensic purposes,
since no interaction is needed to collect evidence. This feature is linked with the
forensic principle of the Locard’s Exchange [11], relating also to Pollitt’s work on
Digital Forensics Models [12].

• Accuracy and repeatability - implying that the system will produce the same results
when used in the same environment. It is also important to know the technical limi-
tations of the procedure. This feature is linked to the scientific principle of ensuring
repeatability in experimentation.
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• The operation of the tool must comply with all legal requirements. The Wireless
Telegraphy Act 2006 [13] and the Communications Act 2003 [14] govern radio use
in the UK. UK’s Office of Communications (OFCOM) is the government-approved
body for spectrum management and regulation. It specifies the services that can be
listened to without a license in its guidance on the use of radio scanners [15]. These
services are licensed broadcasting stations, amateur and citizens band radio transmis-
sions, weather, and navigation transmissions. The UK Frequency Allocation Table is
available on the OFCON page [16]. Spectrum acquisition activities must be accom-
plished after receiving proper authorisation unless the radio band being utilised is
an amateur radio band or other devices operated at short ranges and low power and
exempted by regulations made by Ofcom [17]. The Investigatory Powers Act 2016
defines lawful authority for carrying out an interception, as well as the necessary war-
rant for a targeted or bulk interception [14]. These legislation acts must be followed
by investigators in order to ensure that the data interception is legal.

3 Equipment for Experiment

In order to perform forensic acquisition of radio signals, the following hardware devices
were used for the experiments:

• HackRFOne: SDR half-duplex transceiver capable of receiving and transmitting from
1 MHz to 6 GHz with a maximum bandwidth of 20 MHz and an 8-bit resolution.

• RTL-SDR: Nooelec NESDR SMART v4 capable of receiving from 25 MHz to
1750 MHz, with an internal TCXO and an aluminium enclosure to reduce noise.

• Antenna: ANT500, is a 50 � telescopic antenna that covers a frequency range from
75 MHz to 1 GHz. Also, included is a Fixed frequency 433 MHz (ISM) antenna mast
from Nooelec [18].

• Aluminium enclosure: Aluminium enclosure for the HackRF to prevent unwanted
electromagnetic interferences [19].

• TCXO [20]: A 0.5 PPM external Temperature Compensated Crystal Oscillator for the
HackRF One to improve noise performance and avoid frequency drifting.

• USB cable: A shielded USB to MicroUSB cable from HackRF was used along with
three ferrite beads.

• GPS receiver: VFANUG-353 GPS receiver was used to capture the GPS location and
UTC timestamps.

• Faraday box: RF shielded environment to avoid legal issues and ensure that the trans-
mitted radio signals are contained and do not interfere with any devices operating in
the same frequency band.

4 Radio Signal Acquisition Tool

The tool aims to provide a forensically sound application for acquiring radio signals,
allowing a uniform method of configuring different SDR devices. Python 3.8 was used
to develop the tool. Interfacing with the SDR devices is done through the open-source
library SoapySDR [21]. The library is used to instantiate, configure, and stream the
samples of different SDR devices.
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4.1 Generated Files

The following files are generated by the application:

• Report file: A detailed report file of the acquisition containing the following

• Local and UTC time of start of the capture.
• Session log filename.
• GPS log filename, when GPS logging is enabled.
• GPS coordinates, and GPS UTC timestamps of start when a receiver is available.
• Hardware information of the device such as name, label, serial number or version.
• The configuration used to capture the samples: Frequency, sample rate, bandwidth,
gain of elements and stream format.

• MD5 and SHA256 hashes of generated samples files. The filenames include the file
index, the device name and serial identifier, a time stamp, and with and appendix
corresponding to its stream format.

• Total number of saved samples.
• Total time of capture.
• Local and UTC time of the end of the capture.

• Sample files: The captured signal has two components, I (In phase) and Q (Quadra-
ture). I/Q samples are the real and imaginary parts of the digital complex baseband
signal. The filenames of the captured files indicate the number of the file, the device
id, the date and time, and the stream format used to store the samples. Due to the
large amount of data generated when the samples are produced, the files are split and
it prevents hashing one big file at the end of the capture.

• GPS file: Timestamped GPS log file indicating the UTC time, latitude, longitude and
altitude when available.

• Log file: A timestamp log file contains the date, time, and information level of all logs
generated by the GPS, the SoapySDR, and the application itself. The file structure of
the capture includes first the log file of the capture, with logs from the GPS connection
or the SoapySDR library. The capture report is located in the timestamped directory.
Additionally, the directory contains theGPS log file. Inside the output directory are the
captured I/Q samples files, and the appendix of each file indicates the stream format
of the samples.

4.2 Libraries Used in the Tool

The program makes use of the following libraries:

• soapySDR: is used for interfacing with the SDR devices, instantiating, configuring
and streaming the samples from the devices.

• gpsd: is used to get GPS coordinates and UTC timestamps when available.
• logging: is used to log the activity to an external file.
• datetime: is used to get date and time.
• time: is used for the sleep command.
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• threading: for the use of threads when hashing the samples files or saving the IQ
samples.

• hashlib: is a library for creating MD5 and SHA256 hashes.
• numpy: is a scientific computing library used for special data type arrays of complex
numbers for the samples buffers.

• sys: is used to send errors to stderr.
• os: is used to interact with directory structure.
• readline: input line editing, tab completion and command history.
• signal: is used for detecting SIGINT signal and prevent from closing the application.

4.3 Program Console

The program provides a console where the devices can be configured. The different
available commands will be described below:

• list: provides a list of the connected devices showing the device identifier and the
driver being used.

• info: provides a detailed list of information about the device such as the name, the
serial number, label or version. And also, information such as the frequency range,
bandwidth rate, possible sample rates, stream formats or configuration specific to the
device.

• status: indicates the status of the connected devices and the tuned frequency. If the
device is recording samples, it indicates the elapsed time, the number of saved samples,
and the total size of the recorded samples.

• configure [id]: is used to enter the configuration menu of a specific device to configure
its attributes.

• show [id]: is used to show the current state of the different possible configurable
attributes from a device.

• set [setting] [value]: command is used to set the different attributes of the devices.
• start [id]: command starts the radio acquisition once the necessary attributes are set.
• stop [id]: command to stop the radio acquisition of a specific device.

5 Experimental Scenarios and Findings

Two different scenarios were used for acquiring radio signals using the developed
tool. Depending on the scenario, radio signals operated at different frequencies and
modulation methods. Details of the scenarios and findings are given below:

5.1 Test Case 1 – Walkie Talkie in a Terror Attack

This scenario was based on a simulated case study in which members of a terrorist group
were identified during an operation. Due to this, the terrorist group has been confined
inside a warehouse with workers of the warehouse being held hostage. Intelligence
reports that they are using PMR walkie-talkies to communicate with an external agent



504 M. A. H. B. Azhar and G. Abadia

in the area. The PMR band covers 460.0–446.2 MHz. Therefore, no further information
would be required to capture the signal.

To avoid legal issues in this test scenario, an equivalent FM transmission from a
local station was used instead of the PMR446 band. Since the chosen station uses the
same modulation to transmit the data, the data capture and analysis would be the same.
In this case, the signal was captured from FM radio SER+MADRID, which transmits at
104.30 MHz.

Fig. 1. SDR capture hardware setup.

The hardware setup for the experiment is shown in Fig. 1. The hardware used were
HackRFOne,AntennaANT500,GPS receiver, Aluminium enclosure, TCXOand aUSB
2.0 shielded cable with ferrite beads. Initially, GQRX [8] was used to locate and identify
the signal, providing details of the modulation used and the radio activity. Then, using
the developed program, the radio signal was captured in a forensically sound manner.

5.2 Findings in Test Case 1 – Walkie Talkie in a Terror Attack

Figure 2 shows the radio spectrum analyser, showing the tuned FM SER+MADRID
radio signal at 104.30 MHz, surrounded by different radio station signals.

Fig. 2. 104.30 MHz captured by GQRX.

Once the signal was identified, the developed programwas used to capture the signal.
The sample rate was set to 20MSPS and the frequency was set to the local FM frequency
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of 104.30 MHz. To ensure that the surrounding radio transmissions were captured, the
bandwidth was set to 2.5 MHz. GPS logging was enabled to log position data to be
able to estimate the transmitter location based on the output power. After setting the
configuration for the capture (Fig. 3), the start command was executed in the tool to start
the acquisition of the samples.

Fig. 3. Configuration and capture of signal.
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Fig. 4. Report file contents of the capture.

Figure 4 shows the report file generated, indicating timestamps, the session and GPS
log files, the GPS data at the start of the capture, hardware information of the device, its
configuration for the capture, followed by the IQ samples file with MD5 and SHA256
hashes, and timestamps at the end of the capture. The log file of the capturewas generated
by the tool indicating different information related to the capture such as settings applied,
GPS connection information, stream format, and time of start and finish of the capture.
The GPS log file contained the UTC time received by the GPS, the latitude, longitude,
and altitude information.

Universal RadioHacker [9]was used to analyse the complex IQfile in the format CS8
(complex 8-bit signed integer samples). The IQ filewas converted into frequency domain
data in this experiment. The captured signal was the FM modulated transmission from
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SER+MADRID, surrounded by signals from other local stations. Open-Source tools
like Gnu-Radio [22], GQRX [8] or SDR# [23] can be used to process the signal and
demodulate it.

5.3 Test Case 2 – Intruder Attack of Garage Door

Reference [1] demonstrated how easy it was to brute-force any fixed-code garage door.
The codes sent by the key-fob to the garage are usually modulated using ASK(OOK)
modulation. An ASK(OOK) modulated 10-bit garage signal code is shown in Fig. 5.

Fig. 5. Garage 10-bit code signal [1].

Reference [1] explained how shift registers decode received codes by sequentially
loading each bit into the register, and then pushing the previous bits out as the new
bits arrive. The De Brujin Sequence [24] interlaces multiple codes into one sequence to
reduce the number of codes needed for transmission. Using the De Brujin Sequence and
removing the wait periods between sending each code, for every 8 to 12-bit garage code
the brute-force time is 8.2 s. This experiment simulates a real attack by generating and
transmitting a De Brujin Sequence of 10 bits in the 433.92 MHz band and capturing the
transmission.

Fig. 6. SDR transmitter setup (left) and SDR capture setup (right).

To perform the experiment, two SDRs were used, one for transmitting the signal and
another one for capturing. The hardware used for this experimentwere: TheHackRFOne
transmitter to transmit the generated De Brujin Sequence, the RTL-SDR to capture the
signals transmitted from the HackRF using the developed program and a fixed frequency
antenna for 433 attached to the RTL-SDR using an antenna base. Figure 6 shows the
hardware setup for transmitting the data, as well as the RTL-SDR device and a 433MHz
antenna for capturing the data.
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For the garage attack experiment to be reproduced legally, it was conducted within
an RF shielded environment, using a very low power SDR without the airborne ability
[17]. Thus, the transmitted radio signal would be contained within a very short range and
not interfere with any other devices operating on the same frequency band. As a result
of the RF shielded environment, GPS reception was not possible and therefore, the GPS
receiver was not used. The experiment was performed by first generating a 10-bit Brujin
Sequencewith the ‘rfpwnon’ tool [25].ASK (AmplitudeShiftKey)modulation is needed
to transmit this bit sequence. This was accomplished using the tool HackRF_OOK [26].
This program enables the modulation and transmission of OOK modulated data using
the HackRF.

Fig. 7. Command to modulate and transmit OOK data.

Figure 7 shows the command used to modulate and transmit the bit sequence. The
‘−s’ option sets the preamble duration to 0, ‘−b’ option sets the overall bit duration in
microseconds, and ‘−0’ and ‘−1’ indicate the gapwidths for the 0 and1bits, respectively.
The ‘−f’ sets the frequency to 433.92 MHz. The ‘−r’ indicates the number of repeated
transmissions, and ‘-m’ sets the bits sequence to transmit.

5.4 Findings in Test Case 2 – Intruder Attack of Garage Door

The procedure for acquiring the signal is similar to the previous experiment. Initially,
the GQRX program was used to identify the signal. The transmitted sequence was
captured with the RTL-SDR using the developed software tool, setting the frequency
to 433.92 MHz, and using a sample rate of 2.048 MSPS. The device was unstable and
dropped samples with a higher sample rate. Due to the RF shielded environment, GPS
reception was not possible. The ASK radio signal transmitted by the HackRF is shown in
Fig. 8. Figure 9 shows the configuration of the tool and the signal capture. The generated
report of the capture is shown in Fig. 10. Figure 11 shows the content of the captured
log file.

Fig. 8. Signal transmitted detected by GQRX.



A Forensic Tool to Acquire Radio Signals Using Software Defined Radio 509

Fig. 9. Configuration and capture of the signal.

Fig. 10. Capture report.
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Fig. 11. Content of the log file.

Fig. 12. Matching binary sequence.

The open source programUniversal RadioHacker [9]was used to analyse and decode
the signal of the captured IQ samples file. Figure 10 generated by the program shows the
analogue representation of the OOK pulses of the transmission, representing the start of
the binary sequence presented previously. The captured file was analysed and decoded
and the decoded data from URH matched the binary sequence transmitted (Fig. 12). As
a result of the forensic capture of the signal as shown in this scenario, information such
as signal logging, GPS location, UTC time, etc. can be compiled to prove an event. Also,
the signal can be reproduced with the original device in the future and compared with
the forensic capture to prove that it is the same signal.
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6 Conclusion

This paper reports the development of a forensic tool for acquiring radio spectrum in
a forensically sound way with the necessary logging capabilities for examinations by
investigators. Using the tool, two experiments were conducted involving the acquisition
of radio signals. The main limitations of the acquisition are in the SDR receiver used,
but there are also limitations in the software. During sampling at the highest sample
rate supported by the HackRF (20 MHz) and using a complex 32-bit float stream format
(CF32), an overflow was reported and logged to the log file (Fig. 13). The error did
not occur when using the 8-bit integer complex sample (CS8) native format used by
RTL-SDR and HackRF, but it would be a problem in high end SDR devices with higher
bit resolution.

Fig. 13. Log messages of stream status indicating overflow and lost samples.

The streaming implementation should be done using a low-level language rather
than Python in order to increase the speed of the samples and avoid stream overflows.
Currently, GPS logging consists of a file containing different information separated by
colons. GPX is a standard format that can easily be processed and converted to other
formats, so future implementations should record GPS data in this format. A visual
display of the spectrum should be added to the tool in the future to allow live monitoring
of radio activity for a selected band by investigators. While capturing samples, file
compression techniques should also be examined to reduce file sizes.
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