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Abstract. Wi-Fi device authentication is crucial for defending against
impersonation attacks and information forgery attacks. Most of the
existing authentication technologies rely on complex cryptographic algo-
rithms. However, they cannot be supported well on the devices with lim-
ited hardware resources. A fine-grained device authentication technology
based on channel state information (CSI) provides a non-cryptographic
method, which uses the fingerprint extracted from CSI for authentication
since CSI can uniquely identify the device in a limited time. But main-
taining a fingerprint database for fingerprint matching is a challenging
work. Firstly, the fingerprints extracted from the CSI are time-sensitive,
which means that the fingerprint database must be updated in real time;
Secondly, the authentication device may collect false fingerprints under
the attack of identity-based attackers, which means that the authentic-
ity of the fingerprint used to update the database must be checked. In
this paper, we propose an enhancing Wi-Fi device authentication proto-
col based on CSI to implement the fingerprint database update and the
device authentication. We provide a viable method of database update
and an authentication algorithm based on Local Outlier Factor (LOF).
We also present a complete authentication process. In addition, we eval-
uate the performance of our CSI-based authentication algorithm and
database updating method. The experiments showed that the accuracy
of the authentication algorithm is up to 97.1% and our database updating
method can help the system maintain high accuracy.

Keywords: Wi-Fi device authentication + Channel state information
(CSI) - Local outlier factor (LOF) - Wireless physical fingerprintfing
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1 Introduction

Nowadays, Wi-Fi has become one of the most important association technologies.
However, there are serious security problems in Wi-Fi association. Attackers can
get other devices’ identity information through wireless sniffing, and then use
the information to disguise themselves as legitimate devices [7,8]. Attackers can
steal confidential data or attack the internal websites after getting authoriza-
tion [1], or they can control other devices by sending spurious instructions [14].
Therefore, the authentication of Wi-Fi devices is indispensable. 802.11i provides
some cryptographic-based device authentication method, but has proven security
weaknesses [2,3,12]. What’s more, a part of Wi-Fi devices does not have enough
hardware resources to support these authentication schemes, which brings chal-
lenges to the usage of cryptographic-based device authentication technology.

In recent years, people tried to use wireless channel characteristics for device
authentication. One of the methods is to extract fingerprints that can identify
the device from CSI and use fingerprint matching to verify devices’ identity
[4,8,13]. The principle of this method is that under the influence of multipath
and environmental fading, the amplitude and phase of each sub-carrier contains
unique spatial information, which means devices at different locations have differ-
ent CSI. Some existing CSI-based device authentication schemes can do identify
matching with high accuracy [5,6,9-11]. [12] provides an identification scheme
and authentication protocol in detail, and it also gives a framework to defend
against attackers. As we all know, device authentication is a long-term work,
and the channel state will change over time. Thus, the CSI of the device will
also change and cause the current CSI and the fingerprints in database to not
match, and the legal device will be rejected. Maintaining a valid fingerprint
database in the authentication device during the long-term work is significant
for device authentication. However, all the authentication system given above
do not provide a solution for fingerprint database update.

In this paper, we propose an enhancing Wi-Fi device authentication protocol.
We focus our attention on two application scenarios, including the authentication
in access phase and the authentication in association phase. In two scenarios,
we provide different fingerprint database updating method and authentication
processes. Based on the fact that CSI can uniquely identify devices [7], our
protocol extracts fingerprints from CSI and uses them to verify the identity of
unknown devices by fingerprint matching.

The main contributions of this paper are as follows:

e We propose an enhancing Wi-Fi device authentication protocol based on CSI.

e We provide a method of fingerprint database update, which can update the
fingerprint database effectively in both access phase and association phase. It
can help to maintain a low false rejection rate during long-term work, and it
can effectively detect the identity-based attackers on the other hand.

e We provide a complete Wi-Fi device authentication framework, which covers
the authentication process and the fingerprint database updating method in
both access and association phase.
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This paper is organized as follows: Sect.2 gives an overview of the authen-
tication framework. Section 3 provides an authentication method based on CSI;
Sect. 4 gives a detailed description of our fingerprint database updating method;
In Sect.b, we introduce the enhancing Wi-Fi device authentication protocol.
Section 6 gives the evaluation. Section 7 concludes the paper.

Wi-Fi Device Authentication Framework
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Fig. 1. The framework of our Wi-Fi device authentication system

2 Framework Overview

We design a Wi-Fi device authentication framework to provide device authen-
tication service in both access phase and association phase, as shown in Fig. 1.
The framework is mainly implemented on the Wi-Fi Access Point (AP). Some
working steps that require signaling interaction between the AP and the working
station (STA) can be completed by installing our authentication protocol on the
both devices.

It can be seen in Fig.1 that the Wi-Fi device authentication framework is
mainly composed of two parts, including the device authentication and the finger-
print database rebuilding. But according to the logical function, the framework
should be divided into two parts including device authentication and fingerprint
database update. The device authentication mainly completes two tasks. The
first task is to verify the identity of the STA in access phase and decide whether
to allow access. The second task is to check the identity of data frames sent by
the STA during the association phase. The third task is to extract fingerprints
from the received data packets and use them to update the fingerprint database.
The fingerprint database update is mainly responsible for the rebuilding and the
sliding-updating of the fingerprint database.

We describe the whole authentication framework by simulating the device
authentication process in two application scenarios, including the access phase
and the association phase.
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2.1 Authentication in Access Phase

According to the access process of the 802.11 device, the STA needs to send
an authentication request to the AP. The AP first extracts CSI sample from
the request frame, and then sends it to the authentication module. At the same
time, the fingerprints belonging to this STA in the fingerprint database will be
sent to the authentication module (shown with the dotted line), and the module
will check if the CSI sample is an outlier in the fingerprints based on LOF. If
the sample is not an outlier, it means that the access request is indeed from
the STA, and the AP accepts the access request and informs the STA that the
authentication is successful. If the sample is checked to be an outlier, the AP will
return an authentication failure signal to the STA to deny access. The AP will
start to rebuild the fingerprint database after detecting the authentication failure
event in access phase. Firstly, the AP sends a collection request named Collection
REQ to the STA. The STA then returns the Measuring PKT's, which are used
to measure the CSI. After the AP collects enough CSI samples, it sends them to
the samples validity analysis module to detect whether the CSI samples really
comes from the STA. If the sample set is valid, it used to generate fingerprints
and rebuild the fingerprint database. Otherwise, the fingerprint database will
not be changed.

2.2 Authentication in Association Phase

For each data packet from the STA, the AP extracts the CSI and sends it to the
authentication module. The authentication process of the module is the same
as the authentication in access phase, but some follow-up processing should be
finished according to different authenticating results. It can be seen from Fig. 1
that after successful authentication, the AP uses the CSI samples to generate
a new fingerprint and store it in a buffer. The AP maintains a counter called
S-Counter to record the number of data packets that have been successfully
authenticated since the last update of the fingerprint database. If the value is
greater than or equal to the thresholds, it will update the fingerprint database
with the fingerprints in the buffer. We provide a fingerprint database sliding-
updater to maintain the database. Meanwhile, The AP also maintains a counter
called F-Counter. It records the number of the frames that continuously fail
the authentication. When the authentication fails, the F-Counter is updated,
and the AP determines whether the connection should continue according to
whether the threshold; is reached.

3 Authentication Leveraging CSI Fingerprint

In this section, we focus on the device authentication based on CSI fingerprint.
We first explain the basic idea of how to do authentication using CSI fingerprint,
and then we describe the algorithm of device authentication.
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3.1 Basic Idea

CSI includes the amplitude and phase of all sub-carriers used to transmit data.
These values will vary with factors such as channel fading and the multipath
effect. We know that the channel between two Wi-Fi devices are unique, which
means that the CSI measured by the two devices is also unique. In the light of
this idea, the AP can uniquely mark the device by extracting and recording the
CSI of the STA. Figure 2 shows the amplitude image of the CSI obtained from
three devices placed in different positions. We can see that the CSI images of the

same device are concentrated, while the CSI images between different devices
are very different.
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Fig. 2. CSI samples of three devices placed in different locations

In the realistic authentication work, we need to match an unknown CSI sam-
ple with the local fingerprint set, and determine the result of the authentication
based on the matching result. Inspired by the feature of the CSI images in Fig. 2,
we consider using the Local Outlier Factor (LOF) algorithm to do CSI matching.
We use the samples in the local fingerprint set as the reference sample group,
and calculate the LOF of the unknown sample in the reference sample group to
determine whether it is an outlier, thereby obtaining the matching result.

We found in the test that there are often values that far exceed the expected
numerical fluctuation range, as shown in Fig. 3(a). They do not contain any infor-
mation of device identity and will reduce the accuracy of system. Therefore, we
use the Hampel Identifier to exclude these outliers. In addition, the CSI samples
of the same device will change under noise interference. Even though the CSI
images of the same device still have the same trend, but the dispersion increases.
The local outlier factor describes the difference between samples based on the
Euclidean distance. It means the noise will cause the reference sample group
become discrete and reduce the probability of abnormal CSI being detected.
Therefore, we smooth the CSI samples in the time domain.
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3.2 Algorithm Description

Fingerprint Generation. The Fingerprint generation algorithm consists of
two stages, including the outlier elimination and the smoothing.
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Fig. 3. CSI samples in different processing stage

Outlier Elimination. We perform outlier detection on each subcarrier individ-
ually. Let the k-th CSI sample from device D be C}, = {C} ,...,C} y}Hk =
1,..., K), where N is the number of subcarrier and K is the number of samples
obtained from device D. We arrange the amplitude samples of n-th subcarrier
in chronological order, which can be presented as Lp , = (C}Dm, e C’gn). We
select the median of the window composed of C’fln and its 2/ surrounding sam-
ples. We use the absolute deviation of each sample to estimate the standard
deviation of the samples in the window. The standard deviation is shown as
follows:

1 X
0113 n, = —median (| Ch,— C,Ij n |) , (1)
, ~ , ,

where Cfln indicates the median of the window |, len is the sample in the
window. We use v = v/2er finv(0.5), where er finv on behalf of the inverse error
function.

We then perfrom the following numerical substitution on each amplitude
sample to exclude the outlier:

b CD,n ‘ ClD,n - CD,n | >770D,n7

where 7 is a threshold used to judge whether the sample is outlier.
We repeat the above work on each subcarrier. Figure 3(b) shows the CSI
amplitude images after removing the outliers.
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Smoothing. We smooth the amplitude of each sub-carrier in the time domain to
reduce this effect. The smoothing process is described as follows:

min(K.k+[ 431 ])

~ 1
le),n = E Z Cg,n’ (3)

maz(0,k—[%])

where w indicates the length of smoothing window. Figure 3(c) shows the CSI
amplitude images after smoothing.

Fingerprint Matching. In the sample space Sp composed of the local finger-
prints of Device D and the new sample with D’s identity, we define the distance
between the k-th and the r-th sample as:

v :
dkﬂ“ = (Z (Cg,n - CB,n)2> . (4)

n=1

We define d, (k) as the distance between the k-th sample and the p-th farthest
sample. Also, we define the p-distance neighborhood of the k-th sample as the
set of samples whose distance from it is less than or equal to dp(k), and denote
it by N,(k). In addition, we define the p-reachable distance from the k-th and
the r-th sample as:

rech,(k,r) = maz(d,(r), dir). (5)

Therefore, the local reachable density of the k-th sample can be expressed

| N, (k) |

> ren, (k) rechp (k) '
Finally, we get the local outlier factor of the k-th sample:

_ ZreNp(k) Irdy(r)
T Np(R) | lrdy (k)

Irdy (k) = (6)

LOF,(k) (7)

The Fig. 1 tells us that if the k-th sample does not belong to device D, then
it will be far away from the surrounding samples, and the local reachable density
of it should be small. On the contrary, if the samples around the k-th sample
are clustered together, the local reachability density of them will be very large.
It is reflected on the LOF that if the k-th sample belongs to device D, the LOF
of it is approximately 1; if it does not belong to device D, the LOF is a larger
value. Thus, We do the following judgement to verify the identity:

LOF,(u) < mean (LOF,(f)) + 10 % std (LOF,(f)) success; 3
{ LOF,(u)>mean (LOF,(f)) + 10 « std (LOF,(f)) failure, )

where u indicates the new CSI sample with D’s identity, f represents D’s fin-
gerprint in local database, mean (LOF,(f)) indicates the mean of LOF,(f) and
std (LOF,(f)) indicates the standard deviation.
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The Fig. 4 shows the LOF obtained from two different devices. We use 44 CSI
samples obtained from a device to generate a fingerprint database, and collected
44 CSI samples of this device and another device at an adjacent time. Blue bar
represents the LOF of the fingerprints in the library, red bar represents the LOF
of the samples collected from the same device, and yellow bar is the LOF of the
CSI samples from another device. The blue dashed line shows the threshold, and
it can be seen that only 1 sample was wrongly judged.
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Fig. 4. The LOF of the samples collected from two devices

4 CSI Fingerprint Update

In this section, we will focus on the method of the fingerprint database update.
Fingerprint database update is important because if the fingerprints in the
database become outmoded, any access request sent from STA will be refused
because the CSI of the STA is different with the fingerprints in AP’s database.
The updating method of fingerprint database presented in this paper can improve
this problem without compromising the safety of the system. We will describe
this method from two application scenarios.

4.1 CSI Fingerprint Update in Access Phase

In the initial state, the STA is not connected. At this time, the fingerprints of the
STA stored in the AP may or may not be able to match with the current CSI.
If the matching succeeds, the access work can be finished without maintaining
the fingerprint database. Therefore, we will only discuss the updating method
in the case of matching fails.

We discuss the algorithm in two situations: 1) the STA requests access; and
2) the attacker requests access.

The STA Requests Access. When the STA requests access, the AP uses an
invalid fingerprint for authentication, which causes the authentication to fail. The
AP then sends the CSI collection request, and the STA sends CSI measurement
packets after receiving the request. If there is no attacker or the attacker does
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not do any response, the master device collects a true and effective CSI sample
set. It then uses the sample set to generate fingerprints and overwrite the original
data in the fingerprint database. If the attacker exists and sends measurement
frames at the same time, the CSI sample set collected by the AP will contain two
distinct group of samples. We use the mean of samples as the center, Fig. 2 shows
that when the samples come from one device, all the samples are concentrated
in the narrow band at the center. When the samples come from two different
devices, it can be expected that most of the samples are far away from the center.
We use the standard deviation of samples to quantify this dispersion:

1 & 2 :
aleZ(c;g—cD)} 7 (9)
k

=1

where Cp is the mean of all samples.

We set a threshold for estimate. If the standard deviation exceeds the thresh-
old, the sample set is judged to be invalid and the fingerprint database will not
be maintained. Regardless of whether the fingerprint database is successfully
maintained, the child device will continue to request access. If the update is
successful, the STA can be successfully accessed in the next request. Otherwise,
the STA must wait until the attacker stops attacking before it can successfully
access.

The Attacker Requests Access. When an attacker requests access, authenti-
cation will fail and CSI collection will start. In our working environment, the STA
being impersonated will also receive the measurement request and send the mea-
suring packets to the AP. Similarly, we consider two possibilities. If the attacker
does not send measuring packets, the AP will update the fingerprint database
with the CSI of the real device, and the attacker still cannot be accessed. If the
attacker sends measuring packets, it cannot pass the sample validity check, and
thus cannot construct a false fingerprint database in the AP.

4.2 CSI Fingerprint Update in Association Phase

We assume that the STA has been successfully connected and starts to transmit
data. The successful access of the STA means that the fingerprints in the AP is
valid, which means that we can successfully authenticate the data sent by the
STA. The key for updating the fingerprint database in association phase is that
we will store the CSI samples of data packets and use them to generate a new
fingerprint set to update the fingerprint database (as described in Sect.2). We
propose a simple fingerprint database sliding-updater, which uses the new finger-
prints to replace the thresholds earliest generated fingerprints in the database
(just like a sliding-window). Through the updater, we ensure that the finger-
prints in database and the CSI samples obtained from packets received recently
are always highly correlated.
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However, the real-time update of the fingerprint database is based on the
active communication between the AP and the STA. When the STA is in sleeping
mode, keeping the CSI collection will cause greater power consumption and
increase the network burden, so this is not recommended. After a device returns
to be active, the fingerprints stored in the authenticator may become invalid.
In order to reestablish the fingerprint database, we disconnect after thresholdy
consecutive data packets fail the authentication (see Sect.2), at this time the
update of the fingerprint database will return to the first situation.

In addition, we must also consider the existence of the attacker. When an
attacker uses a forged identity to send a data packet, the AP will get the failed
authentication result and discard the packet. If the AP continuously receives
thresholds packets from the attacker, the connection is broken. We can find
that the attacker cannot attack the AP effectively during this whole process.

STA AP STA AP
) Probe Request RTS
Request for access Request for access
Probe Response cTs
Authentication Request CS! matching : e
. Send data CSI matching
Authentication Response | pequn the -
tch It ACK | Match succeeds
e S-Counter ++
Collection R st Clear F-Counter
oo o | sunecst Data Frame 2
Measuring Packet 1 collection CSI matching
ACK ch fai
ACK cst Match fails
F-Counter ++
( matching
. fails
Measuring Packet N
Stop sending End Flag | Collection Disassociation |
measuring packets vt F-Counter > threshold;
(a) Access phase (b) Association phase

Fig. 5. The procedure of CSI-based authentication protocol

5 The CSI-based Authentication Protocol

It can be seen from the previous section that the association and cooperation
between the AP and the STA are the key to do device authentication and finger-
print database update in both the access and the association phase. Therefore,
we present an enhancing Wi-Fi device authentication protocol in this section,
which is designed based on the existing Wi-Fi association process.

5.1 The Authentication Procedure in Access Phase

This subsection shows the authentication procedure in access phase. As shown in
Fig. 5(a), the process includes an authentication stage and a CSI collection stage,
where the CSI collection stage is triggered only when the identity authentication
fails. The steps are shown as follows:

e STA sends Probe Request to request access to the network. AP responds with
Probe Response after listening to the request, indicating that it can provide
access service and is ready for authentication.
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e STA then sends Authentication Request for the authentication. AP extracts
CSI from the control frame and performs CSI matching. Then AP returns
Authentication Response to inform STA of the authentication result.

e If the matching is successful, the access authentication ends. If the match
fails, AP sends Collection Request to STA, requesting to start CSI collection.

o After receiving the request, STA starts to send Measuring Packets with a
fixed data length of 24 bytes. After receiving the data packets, AP responds
with ACK to tell STA to continue or stop.

5.2 The Continuous Authentication in Association Phase

Figure 5(b) shows the continuous authentication in association phase. In Wi-Fi
association, CSMA /CA is used to avoid the collisions among packets. The STA
exchanges RTS/CTS with the AP before starting to transmit data to inform
other devices to remain silent. After exchanging RTS/CTS, the AP performs
CSI matching on each received data frame, and judges whether the current
connection is valid according to the matching situation, and decides whether to
continue association or not (as shown in Sect. 2).

e STA sends RTS to tell AP that it is going to send data. AP responds with
CTS after receiving the request, indicating that it is ready receiving and
clearing the channel.

e STA starts to send Data Frames. When AP receives a Data Frame, it responds
with ACK. AP extracts the CSI of the frame and performs CSI matching. If
the match is successful, the S-Counter is increased by 1, and the F-Counter
is cleared. If the match fails, the F-Counter is increased by 1.

o If F-Counter reaches thresholdy, AP sends Disassociation to STA to discon-
nect.

6 Performance Evaluation

In this section, we evaluate the performance of two parts of our authentication
framework. The first part is the authentication algorithm based on LOF. The CSI
samples used in this process is obtained within a short time interval. The second
part is the fingerprint database sliding-updater. To evaluate the performance of
our sliding-updater, we simulate the long-term working scenario by collecting
CSI within a long time interval.

In our experiments, the STAs were fixedly placed in different locations in the
laboratory. They transmitted frames at a rate of 100 pkt/sec in a 20 MHz wireless
channel. The AP was also placed in a fixed location and listened to the frames sent
by STAs. Since the AP will received irrelevant frames from other unknown Wi-Fi
devices, we set the MAC of each STA and filter the frames by MAC checking. For
each valid frame received, the AP got CSI information from it and saved.

To evaluate the performance of the fingerprint database sliding-updater, we
first used a fixed fingerprint database to do authentication. Then we updated
the fingerprint database during authentication to see the improvement of per-
formance.
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We use three metrics: false rejection rate (FRR), false acceptance rate (FAR)
and accuracy rate (ACC) to quantify the performance of the system. FRR is
the probability of matching failure for samples from legal device. FAR is the
probability of successful matching for samples from attackers. ACC is equal to
the proportion of correctly matching samples in the total sample set. We use
the samples collected in the same time on the same device. After successively
authenticating 100 samples, we obtain the authentication accuracy of the 100
samples as the accuracy of the current system.

50 20 5
CSI Collecting Rate (pkt/sec)

Fig. 6. The value of each metrics with different CSI collecting rate
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Fig.7. The accuracy of the authentication systerm tested with updated and fixed
fingerprint database

In the experiments, we got more than 96,000 CSI samples using four devices
(ETTUS USRP B210) in our laboratory. In the first phase, we evaluated our
authentication algorithm based on LOF. We got the three metrics in four differ-
ent packet sending rates. We set the size of the local fingerprint database to 100,
and did authentication on more than 1,000 CSI samples. The Fig.6 shows the
test results. To observe the results more clearly, we use 1 — FRR and 1 — FAR
to represent the test results. The results show that when the data packet rate is
at its maximum, the three indicators all reach their maximum values, with the
maximum values being 95.4%, 98.8% and 97.1%. It can be seen from it that when
the data packet rate decreases, FRR and FAR increase accordingly. The accu-
racy of authentication also decreases, but it remains above 85%. This is because
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when the packet rate decreases, the time difference between each CSI sample
increases, so the correlation between samples will decrease. In particularly, we
can see that FRR is growing faster than FAR in the Fig. 6.

In the second stage, we evaluated the performance of the fingerprint database
sliding-updater. The two sets of data shown in the Fig.7 are the accuracy of
system with updating the database and not updating. We can see that when the
system uses the sliding-updater to continuously update the fingerprint database
during the test, the accuracy of the system is maintained above 80%, and the
highest accuracy is 94%. When the fingerprint database is fixed, the accuracy of
the system decreases rapidly during the authentication, and it is almost 0 after
authenticating the 600th CSI sample.

We obtained good results in both experiments. However, the high accuracy
of the system may be due to the over-fitting of the data and the stability of the
test environment considering that our experiment has limited data and single
test environment.

7 Conclusion

In this paper, we propose an enhancing Wi-Fi device authentication protocol.
We also give a complete Wi-Fi device authentication framework. The frame-
work mainly contains two parts, including the device authentication and the
fingerprint database update. Our protocol works on two application scenarios,
including the authentication in access phase and the authentication in associ-
ation phase. We provide different fingerprint database updating method and
authentication processes in two scenarios. In the first scenario, we reestablish
the fingerprint database after authenticating fails with new CSI samples. We
use the standard deviation of the new CSI sample set to decide whether there
is an attacker. In the second scenario, we use the database sliding-updater to
update the fingerprints. We also provide a fingerprint generating method and an
authentication method based on LOF. The evaluation shows that our authenti-
cation method has a good performance as well as the sliding-updater.
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