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Abstract. This paper deals with the most well-known and widely used technology
which is cloud computing . There are some significant techniques which are needed
for the implementation of the cloud computing. These techniques have also been
discussed in this report. The cloud service is provided in three cloud computing
model and each model will be chosen by the cloud user based on their requirement.
These cloud service models has also been discussed in this report. A Covid19 infor-
mation retrieval system for tracking the disease spread has been developed. This
information system web application will be hosted in the AWS and Azure Cloud
platform. The significant differences between the AWS and Azure cloud platform
will also be discussed based on the pros and cons of each cloud platform .

Keywords: Azure - Aws - Cloud services

1 Cloud Computing

Cloud computing refers to the delivery of computer services in the cloud in other words
computing services can be found through the internet. The various services in cloud
computing include; storage, servers networking, software, analytics, and artificial intel-
ligence. The services offered in the cloud bring about faster innovation, economical raise,
and flexible resources. To access the services one needs to incur charges. The charges
include buying data bundles or sometimes the services might require one to buy them.
Organizations and individuals turn to cud computing because of the many advantages
it has to offer. Cloud computing has different ways of deploying services including;
Public clouds, they are owned by the third-party services providers who deliver servers
and storage through the internet. Private cloud refers to services used by specific people
i.e. sine business owners. A hybrid cloud is a combination of public and private clouds
that are connected to enable them to communicate.

2 Cloud Computing Techniques
Cloud computing has various techniques which include;
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2.1 Virtualization

This entails giving out of various applications to different users. The purpose of this
technology gets to provide the simplest version of the cloud software being offered. This
process is often used for flexible applications and processes that need instant running.
Virtualization technique is classified into many types;

e Hardware Virtualization: The virtual machine has to have some connection for it to
work. The connection can be on a hardware device or a hardware server. In the event
that the virtual machine is straightforwardly introduced on equipment workers, at that
point it is called Hardware virtualization since it is anything but difficult to control a
Virtual Machine than an actual worker.

e Operating System Virtualization: The virtual machine can be connected to a guest
server or an operating system rather than being connected to a hardware server If the
virtual machine is introduced in a visitor worker rather than the equipment framework,
at that point it is called an Operating framework Virtualization. It expanded the testing
circumstance of different programming on different OS stages,

e Server Virtualization: The machine can also be connected to a server other than being
connected to either a hardware or an operating system server. On the off chance that
the virtual machine is introduced on the framework it is called Server Virtualization.
It is separated into various assets and used for load adjusting onrequest premise.

e Storage Virtualization: Data needs to be stored after collection.. In case of any
loss of data with storage virtualization it is easy to restore and back up the data.
The way toward gathering actual capacity from various organization stockpiling gad-
gets is called Storage Virtualization. It is predominantly utilized for back-up and
recuperation.

e Application Virtualization: Under this technique of cloud computing abstracts the
application layer for separating it from the operating system. By providing a level of
isolation, this application allows for an application to run in an encapsulated form with-
out being dependent upon the operating system. This technique of cloud computing
is used for delivering SaaS services.

2.2 Service-Oriented Architecture

This application can divide the serves into two the daily procedure and the business
functions. It is a component that gives the cloud applications a space to adjust to fit busi-
ness needs. SOA is divided into two; software as a service and quality as a service. The
quality of service identifies the behavior and function of certain services. The software
as a service gives a new mode of delivery to the services providers.

2.3 Utility Computing

This model defines the services that are paid for to enable use. It is pay —per-utilize
model. It only offers the computational services if it is there are some benefits in place.
This model helps in cutting costs and the initial investment. As the enrolling necessities
for a business change, the charging in like manner changes properly, without increasing
any additional cost. If the client usage has reduced, by then charging cost moreover
diminishes fittingly.
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2.4 Grid Computing

This is the process of connecting more than one server to come up with one major
role. Grid computing breaks down big robles into small problems and sends them to
the servers that put them in grids. It is often used in e-commerce, it is used to share
resources. It involves making use of unused computers and then solve hard problems.

2.5 Infrastructure as a Service (IAAS)

It is a readily available resource or infrastructure that is managed and provisioned over
the internet. IAAS demand one to pay for it to use. It saves on cost since one pays for
what is to be used. It also saves on cost since one doesn’t have to buy servers and data
infrastructure. All the resource is offered as a separate service and one needs to only buy
the one service that is needed. Organizations use IAAS to; Test and improvement.

Gatherings can promptly set up and crush test and improvement conditions, setting
up new applications available to be purchased to the public faster. [aaS makes scaling
dev-test conditions all over rapid and viable.

Web facilitating.
Running locales using IaaS can be more moderate than ordinary web encouraging.

Capacity and reinforcement.

Affiliations sidestep the capital expense for limit and unpredictability of limit the board,
which ordinarily requires talented staff to administer data and meet legitimate and reliable
necessities.

2.6 Software as a Service (SAAS)

It is a method of giving software applications through the internet. It allows users to
connect and use the software through the internet. It provides complete software that
provides solutions to users. An organization rents certain software, and the users connect
to it through the internet. All the resources are located in the data center. The service
agreement gives a platform for the service provider to manage hardware and software.

2.7 (Platform as a Service) PAAS

It is an environment in the cloud that helps one deliver everything from the cloud-based
applications. PaaS fuses structure — laborers, amassing, and frameworks organization
— yet likewise middleware, progression gadgets, business understanding (BI) organiza-
tions, data base organization systems and that is just a hint of something larger. PaaS
is expected to help the absolute web application life cycle: building, testing, sending,
directing, and reviving.

PaaS grants you to dodge the expense and complexity of buying and administering
programming licenses, the shrouded application structure, and middleware and holder
orchestrators.
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3 Differences Between AZURE and AWS

Amazon Web Services is a cloud service that is from amazon that provides services on
different platforms. This platform is used to deploy and create applications in the cloud.
Services are designed to work with each other.

Azure was launched and it is the biggest cloud service provider offering commer-
cial services. It offers functionalities and cloud services that are integrated into the
environment to achieve scalability and scalability (Table 1).

Table 1. Main differences

AWS AZURE

The users in AWS can configure its images Azure needs to choose a virtual hard disk to develop a VM
which is configured by a third party

AWS offers temporary storage which begins every time itis | Azure offers storage that is temporarily but it is blocked
opened and destroyed when is it stopped

It provides a virtual private cloud that the user utilizes to It provides a virtual network that the user uses to develop
isolate the networks isolated networks

AWS supports the hybrid clouds Azure supports both public and private cloud providers
AWS charges per hour Azure charges per minute

AWS has a lot of features and it is flexible enough Azure is easier o use with a user who is more informed

about windows

3.1 The Design of the Two Runnable Systems

The main of this section is to design a cloud computing platform using AWS and Azure
platforms. The systems that are designed in this case will be used in the storage and
retrieval of the system information for the cloud platform. The system that is created
is aimed at storing information for covid 19 patients. The information that is stored
and can easily be retrieved from the clouds system, includes the positive cases that are
recorded daily and the number of recovered cases that are recorded in each country.

AWS Management Console Overview Features FAQs

AWS Management Console

Everything you need to access and manage the AWS cloud — in one web interface.

Create a Free Account

Already have an account? Sign in

Fig. 1. .
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The system is designed as shown below using the azure and the AWS cloud platforms
(Figs. 1 and 2).

Services v

Resource Groups v

Support ~

AWS Management Console

AWS services Stay connected to your AWS resources on-

the-go

Find Services
Download the AWS Console Mobile App to your i0S

or Android mobile device. Leam more [4

¥ All services

Explore AWS

Elastic Beanstalk Ground Station
Serverless Application
Repository

AWS Outposts

EC2 Image Builder

#% Quantum
Technologies

Amazon Braket [J

Secrets Manager
GuardDuty
Inspector

Amazon Macie

AWS Single Sign-On

Fig. 2. .

(@} Compute = Blockchain @ Security, identity, &
Ec2 Amazon Managed Compliance
ight hair =
Lightsail [4 Blackchain 1AM Amazon Redshift
Lambda Resource Access
i crEaii Manager Fast, simple, cost-effective data warehouss that can extend
e Cognito queries to your data lake. Learn more [

Run Serverless Containers with AWS Fargate

AWS Fargate runs and scales your containers without having

to manage servers or clusters. Learn more [3

Explore the Amazon management console (Fig. 3).

AWS Lambda

Dashboard
Applications
Functions

Layers

X Lambda > Functions

Functions (0 of 0)

Q. Filter by tags and attributes o search by keyword

Function name

Lambda function (Fig. 4).

Description

Runtime

@

v Code size v

There is no data to display.

Fig. 3. .

1

Last modified v



Amazon S3

| Buckets
Batch operations

Access analyzer for
s3

Block public access
(account settings)

Feature spotiight @)
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S3 buckets X Discover the console
‘ Q Search for buckets ‘ ‘ All access types v
+ Create bucket 0 suckets Oregons &

You do not have any buckets. Here is how to get started with Amazon
S3.

Create a new bucket

Upload your data

Fig. 4.

Choose S3 functions if applicable (Fig. 5).

MWD UULpUSLS

EC2 Image Builder

Containers

Elastic Container

Technologies
Amazon Braket [

Management &

S———
Amazon Macie

AWS Single Sign-On
Certificate Manager

o

Set up your permissions

Bu dafault tha narmicsinne an an

Scalante, vura
Amazon S3

Discover how cL
solutions on AW

Key Management

AWS Firewall Manager

AWS Cost Explorer

AWS Marketpl

Find, buy, and d
AWS. Learn mor

Have feedb:

B Submit
with th

Registry Governance Service

Elastic Container AWS Organizations CloudHSM

Service CloudWatch Directory Service

Elastic Kubernetes AWS Auto Scaling WAF & Shield

Service CloudFormation
CloudTrail Artifact

Storage Config Security Hub

S3 OpsWorks Detective

EFS Service Catalog

FSx Systems Manager @ AWS Cost

$3 Glacier AWS AppConfig ~ Management

Storage Gateway Trusted Advisor

AWS Backup Control Tower AWS Budgets
AWS License Manager AWS Marketplace
AWS Well-Architected Subscriptions

Database Tool

RDS

DynamoDB [P)er?;:alr';eéth Mobile

Fig. 5. .

View the services that Amazon cloud offers (Fig. 6).
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Services v  Resource Groups

4. Add Storage

1.Choose AMI  2.Choose Instance Type 3. Configure Ins

Step 2: Choose an Instance Type
‘Amazon EC2 provides a wide selection of instance types optimized 1o fit
nelworking capacily, and give you the flexibility to choose the appropriate mix of resources for your applications. Leam more about instance ty

ifferent use cases. Instances are viriual servers that can run applications. They have varying combinations of CPU, memory, storage. 2
s and how they can meet your computing needs.

Filterby:  Allinstance types v Currentgeneration v  Show/Hide Columns

Currently selected: 2 micro (Variable ECUs, 1 vCPUSs. 2.5 GHz, Intel Xeon Family. 1 GiS memory, EBS only)

o . 1Pv6
Family - Type -  VCPUs () - Memory(GIB) -~ Instance Storage (GB) (1)~ 0> 0""’“"}“" Available _ | potwork Performance (1)~ Support
i
General purpose @2nano 1 5 EBS only Low to Moderate Yes
12.micro
General purpose 1 1 EBS onl - Low to Moderate Yes
o (o= Free fier clgible "

General purpose 12.small 1 2 E8S only - Low to Moderate Yes
General purpose 2.medium 2 4 EBS only - Low to Moderate Yes
General purpose 2 large 2 8 EBS only = Low to Moderate Yes

Cancel  Previous [ECUWELETENLETE  Next: Configure Instance De

Fig. 6. .

Select an instance from the services provided (Fig. 7).

1.Choose AMI

Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by
or the AWS Marketplace; or you can select one of your own AMIs.

NS, our user commu

Qs ran AMI >
Search by Systems Manager par
Quick Start 110 40 of 40 AMIs
My AMIs Amazon Linux 2 AMI (HVM), SSD Volume Type - ami-026dea5602e368¢96 (64-bit x86) / ami-06d5a8ce809b866ee (64- m
Amazon Linux DA™ —
. 64-it (xB6)
R TR I Amazon Linux 2 comes with five years support. It provides Linux 4 tuned for optimal performance on Amazon EC2, systemd 2 el
GCC 7.3, Glibc 2 26, Binutils 2 29 1, and the latest software packages through extras. e
Community AMIs
Rootdevica tps-sbs  Viruslization type hvm  ENA Enabied Yes
O y 2006
L FTee RELOnN (T Amazon Linux AMI 2018.03.0 (HVM), SSD Volume Type - ami-083ebc5a49573896a
Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line tools, Python, Ruby, Perl, 64-Dit (X86)

balialacuadl and Java. The repositories include Docker, PHP. MySQL, PostgreSQL, and other packages.

Root device type-ebs  Virtualization type- hvm  ENA Enabled. Yes

Fig.7. .

Choose an Amazon cloud image (Fig. 8).
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Lavanya v

Choose Instance Type 3 Confgurs Instancs 5 7. Review
Review Instance Launch
EITom somvars packages mrougn exires
Vitualzaton type:
~ Instance Type Edit insta
Instance Type ECUs VCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
2m Variable 1 1 only - ow 10 M
~ Security Groups Edit
Security group name aunch-wizard-1
Description aunch-wizard-1 created 2020-06-07714:49:29.188+03.00
Type (i Protocol (i Port Range (i Source (i Description (i
» Instance Details Edit instanc
Cancel Previous
Fig. 8. .
Review the selected Amazon instance (Fig. 9).
aws v Resource Groups v ya¥ v Support v

@ New EC2 Experience Actions v
pat you ik " Ao %

EC2 Dashboard < Q Filter by tags and attributes or search by keyword (2] None found
Events
V! 4 You do not have any running instances in this region.
Tags
First time using EC2? Check out the Getting Started Guide
Uit Click the Launch Instance button to start your own server.

Instances

Instance Types

Launch Templates

Spot Requests

Savings Plans

Reserved Instances

Select an instance above L_N_]

Dedicated Hosts

Capacity Reservations

Fig. 9. .

Launch Amazon instance (Fig. 10).
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Select an existing key pair or create a new key pair X

Akey pair consists of a public key that AWS stores, and a private key file that you store. Togetner, they
allow you to connect to your instance securely. For Windows AMIs. the private key file is required to
obtain the password used 10 log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Leamn more
about removing existing key pairs from a public AMI

[Choose an existing key pair v]
Select a ke i

v]

A No key pairs found
You don't have any key pairs. Please create a new key pair by selecting the
Create a new ey pair option above 1o continue

Fig. 10. .

3.1.1 Azure Implementation.

1. First, login to your account.

B® Microsoft
Sign in
rm614@studentle.ac.uk

No account? Create one!
Can't access your account?

Sign in with a security key ()

Q Sign in with GitHub

2. Once you are logged in, click on “Storage Account” service.
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B

Azure services

=t - . |®

ww  Storage accounts

Recent resources 2
Dese
Name Last Viewed
°
Navigate
bncrp ,.H Bl omhbosd
Tools

3. After that, click on the add button

@ Upgrade ]| 5 Search resources, services, and docs (61 ) 8 3 S
Stora/g}a«ounts 2 X

Showing 0 10 0 of O records:

No grouping v | [ tistview v

Name * Type T4 Kind T4 Resource group 4 Location 4 Subscription T4

4 Under the Resource group field, select your desired resource group, or create a new
resource group.

A Greate stoage acconr X [RSY

€« ee °a azure.com e n

noedoes =
[~ oo e D

Create storage account

ployed resources and costs groups ke folders 1o organize and manage all

that holds related
ose to deploy
Name *
Storage account nam
Location * v
® standard () Premium

5. Next enter a name for your storage account.
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Instance details

The default deployment model is Resource Manager, which supports the latest Azure features. You may choose to deploy

using the classic deployment model instead. Choose classic deployment model

Storage account name * O

6. Select a location for your storage account and after that set the Account kind field

7.

8.

to Storage V2(general purpose-v2).

Storage account name * ©

Location *
performance
Account kind O

Replication O

Now click on the “Review -+ create” button.

Review + create

Now, here is your storage account details.

| covidwebsite v |
[ covidwebsite v I
| (us) East us ~ |
(® standard (O Premium
‘ StorageV?2 (general purpose v2) ~ ‘
‘ Read-access geo-redundant storage (RA-GRS) v ‘

& Microsoft.StorageAccount-20201204105824 | Overview 2

& Oelete (1) Redeploy O Refresh
& Overiew © Wt ove your feedoackt >
B inputs
Outputs @ Your deployment is complete
Template =] rosoft StorageAccount 2020120410524 Start time: 12/4/2020, 111512 AM
Comelation I0: biebb649-4727-4e1e-8853-8cb19Mb0dec
v Deployment details (Download
~ Nextsteps

o

Security Center
Secure

pps and infrastructure

Free Microsoft tutorials

Work with an expert
Azure

perts are 5
who can he
and be yo

ine of support.

e provider partners

\age your assets on Azure
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@ Delete Iil Redeploy O Refresh

O We'd love your feedback! —>

@ Your deployment is complete
Deployment name: Microsoft.StorageAccount-20201204105824

Subscription: Free Trial
Resource group: CovidWebsite

Vv Deployment details (Download)

A Next steps

Go to resource

Start time:  12/4/2020, 11:15:12 AM
Correlation ID:  bfebb649-4727-4e1e-8853-8cbd19fb0dec

9. Now open “static website” manager from the side bar.

[~ cvon e I IR

rosoft StorageAccount-20201204105824

= covidwebsite
- account

Explorer > Move © Retresh [ Delete

© Feedback

Access keys

® Geo-replication
@ cors A Essentials
® Configuration wrce group (change) : CovidWebsite

. Primary. Avaiable, Secondary: Availat
& e vy Availabl, Secondary: Available.
East US, West US

© Shared access signature

@ Firewalls and virtual networks
966081Be-bb1-4cff-810b-c0147919231b

1, Private endpoint connections

O security

£ o

unstructured data

8 tods earn more
Blob service
= Containers Tools and SDKs

& Object replication v Mooitorinn

g Fileshares
Serverless SM8 and NFS fle shares

Leam more

2 Siorage Eplore (review) [ powershet M Amwec @) ner

jer : Standard/Mot

Read-access geo-redundant storage (RA-GRS)

StorageV2 (general purpose v2)

m
el sk aps scoiog 10
vatc

wa @ pion @ vodes

10. Enable the static website option.

Save

Enabling static websites on the blob service al
from primary to secondary regions, files at the

Static website

( Disabled JETSEN

X Discard

11. Enter your index document name and after that click on the save button.
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Save X Discard

Enabling static websites on the blob service allows you to host static content, Webpages may include static content and client-side scripts. Server-side scripting is not supported. As data s replicated asynchronously
from primary to secondary regions, files at the secondary endpoint may not be immediately available or in sync with files at the primary endpoint. Learn more

Static website

( Disabled

Index document name ()

[ indexhtml

Error document path

12. Now copy the primary endpoint for later.
EndPoint: https://covidwebsite.z13.web.core.windows.net/

Enabling static websites on the blob service allows you to host static content. Webpages may include static content and client-side scripts. Server-side scripting is not supported. As data is replicated asynchronously
from primary to secondary regions, files at the secondary endpoint may not be immediately available or in sync with files at the primary endpoint. Learn more

Static website
Disabled

An Azure Storage container has been created to host your static website.
$web

Primary endpoint ©

o codveite 1 webcren 5
Secondary endpoint ©
‘ —— i [
Index document name ©

v

indexhtml

Error document path ©

13. Open container manager.
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Home > covidwebsite

covidwebsite | Static

Storage account

| L Search (Ctrl+/) «

N/ FIIVALE SHUPUIL LULTIELUUT S
Q Security

B static website

i Properties

E] Locks

Blob service

= Containers

W Custom daomain

@ Data protection

& Object replication

14. Now select “$web” from the container listing.

+ Container " 9 R v O Refresh
[ Search containers by prefix ® ) Show deleted containers
Name Last modified Public access level Lease state
D $logs 12/4/2020, 11:31:41 AM Private Available
D $web 12/4/2020, 11:31:41 AM Private Available

(= o e I T

Upload blob X

r $web
Files
T uplosd B Change accessievel () Refresh - B

T Overview bcation meethod: Access key (Switch to Azure AD User Account] (] Overwie i s akeady exist

. Locations S / jpeary-ui

. Access Control (AM)

- A Advanced
Setfoge Authentication type
pr— e Modied Acces e sob prpry—— .. ..,

1 propertes Om Sibype

0 Metadats O B iquery-vicss 12/4/2020, 115320 AM  Hot (inferred) Blod Block biob v

T D B iweyis VAR, 11632AM Hot (nferred) Bod (B Uplosd vhd fes aspage bobs recommended)
Block size
v v
Accesstier
ot nfeed) v
Upload o folder

) Use existing default container scope

Choose an exsting scope

15. Click on the upload button to upload your files.
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@ Upgrade | 0 Seatch resources,seices,and docs 6+ o8 &8 72 0 meiesanterit @

Home

r Sweb

arch blot fix 1 @ ) Show deleted blobs

Name Modified Access tier Blob type size Lease state

2 tditor (preview)

16. Now you just need to select your files and then click on upload button.
17. Here is your website link: https://covidwebsite.z13.web.core.windows.net/

COVID -Tracker

COVID -Tracker

4 AWS

4.1 Pros of AWS

Following are the key benefits of AWS cloud platform

1. There is a detailed documentation and videos for using the features of AWS are
provided on the AWS website.

2. This cloud platform is very cost effective for the companies ranging from start-ups
to the large organizations. This is less expensive when compared to the on-premise
infrastructure services.

3. Auto-scaling feature is very much useful for changing needs. The organizations need
not worry about the guessing of scaling the resources based on the business changes.
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Security of AWS services are said to be the best. Since AWS services are used by the
many big organizations and government organizations, AWS gains huge trust and it
is considered as a secured cloud service platform.

The performance and productivity of the business can be improved by using the
backup and recovery services of AWS cloud platform.

AWS cloud services have commitment towards innovation and providing many new
services.

AWS is the global cloud service provider (Arunkumar 2019).

4.2 Cons of AWS

1. Though the AWS cloud services are well designed still there are some issues related
with the services.

2. There are some security issues when the users configure some option which is faced
by every cloud provider.

3. The cloud services of AWS is specific to the country. The users of all the countries
cannot access the same cloud services.

4. AWS sometimes allow the access of data by other companies without the concern
of the data owner.

5. Sometime bill shocks are experienced by the users. This can be avoided by setting the
“enable monitoring” and get the notification when the usage exceeds the threshold
set by the user (Cog Editor 2020).

S Azure

5.1 Pros of Azure

1.

NNk W

1. Azure provides high availability of services which is ranging from low percentage
of 90 and high percentage of 99.95. In an entire year, there will be only 4.5 h of
downtime.

This provides high security by using multi factor authentication and various password
strategies.

Azure offers very good scalability features.

This is very cost-effective solution for many organizations.

Redundancy of data makes the easier service and data access.

Allows the organizations to configure the hybrid infrastructure.

This provides a wide range of artificial intelligence services (Gaille 2018).

5.2 Cons of Azure

1.

w

The users need to understand the Azure customization options before configuring
based on the requirement.

There is less contribution in documentation.

This needs effort in improving the technical support.

There are only less open source features.
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6 In Conclusion

Pandemic caused some issues for cloud providers like Microsoft, Google and Amazon
Web Services as the market goes down all over the world, but the clouds provides flexi-
bility for enterprises that struggles to maintain their normal operations. Both Microsoft
Azure and Amazon AWS web service can be used for Covid-19 data retrieval. AWS has
created data lakes to help health workers and scientists to analyse and defend spreading
of Covid-19, even then the facilities that offered by Microsoft Azure like high relia-
bility and availability for the services that offered to the consumers and Azure seems
cost effective cloud service with attractive pay-as-you-go pricing packages makes Azure
more convenient for users.
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