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Abstract. This paper proposes a solution for digital image copyright
protection technique using the combination of watermarking and visual
encryption technique. In our solution, the copyright information (copy-
right logo) is distributed into n shares using k — out — of — n distributed
algorithm, also called (k,n) visual secret sharing method. One of the
shares is randomly selected to embed into the original image to prove
the user’s copyright. The remaining n — 1 shares is used to register with
Copyright Department. When claiming the copyright belongs to the user,
the verifier only needs to extract the watermark information from the
watermarked image, then decodes with any registered k£ — 1 shares from
n — 1 shares for restoring copyright information. Experimental results
of the proposed method compared with the method using only digital
watermark show that our method has more practical effectiveness in the
application of digital product copyright protection.

Keywords: Digital watermarking + Visual secret sharing - VSS -
Copyright protection * Discrete Wavelet Transform (DWT) - Discrete
Cosine Transform (DCT) - Copyright authority

1 Introduction

1.1 Overview

The number of digital contents delivered over the Internet has been increased in
recent years. According to the development of network technologies, the unautho-
rized copies and manipulation of digital contents have become a serious problem.
It also raised the problems of infringing on copyright and affecting the interests
of the digital content creators. In order to solve such problems, a lot of water-
marking methods have been proposed for protecting the author’s copyright. The
watermarking algorithms can be applied on the spatial domain and the frequency
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domain. In general, the watermarking methods used frequency domain are more
robust than that of methods used spatial domain.

In the previous watermarking methods, some frequency domains are suitable
for robust watermarking methods such as Discrete Wavelet Transform (DWT),
Discrete Cosine Transform (DCT), and Discrete Fourier Transform (DFT). The
frequency domain based robust watermarking methods have been shown in
recently e.g. DCT-based [1-4], DWT-based [5-8], and DFT-based [9,10]. These
methods had proved that the frequency domain is efficient for digital right man-
agement system. In general, when we embed directly the watermark information
into the digital image, its quality may be degraded. Also, the watermark infor-
mation cannot be extracted when the embedded images are modified under some
attacks such as image processing and geometrical processing.

In order to achieve the balance of better quality of the watermarked images
and the robustness of watermark extraction, some improved frequency domains
are proposed such as ¢-DCT [11], ¢-DWT [12], and ¢-SVD [13]. According to the
values of ¢ parameter, those proposed methods could provide a new frequency
domain for such purpose. However, the optimization of the values for ¢ parameter
is quite complicated, then it depends on many experiments and those of analysis.

With an another approach, the zero-watermarking methods, in which the
watermark information is not embedded into the digital contents, are frequently
proposed for digital contents [14]. The zero-watermarking methods are mainly
employed the robust feature of the content in order to encode with the watermark
information, the generate the master share (MS) and the owner share (OS). The
MS is used to register to Copyright Office. When the dispute occurs, the feature
of the contents is extracted again, then decodes with the owner share to generate
the watermark. According to the visual of watermark information, the copyright
authority can judge the ownership of the digital contents. However, the drawback
of zero-watermarking is to depend on a lot of features extracted from the digital
contents. That may be affected when the digital contents are degraded under
strong attacks.

The concept of joint visual cryptography and watermarking method [18] is
proposed to take a balance of the robustness and the visual quality. In this
system, the watermark can only be achieved if all of the shared images are col-
lected. In the other hand, the watermarking method usually embed the water-
mark information into the digital image its self while preserving the quality of the
watermarked image. Based on those merits, the joint visual cryptography and
watermarking method proposes a new approach for digital copyright protection.

1.2 Owur Contributions

We summarise our contributions in this paper as follows.

We propose a new embedding method utilizing both frequency domain based
embedding approach and VSS in order to reduce the amount of watermarking
information that is embedded into the digital contents itself. Since our pro-
posed method employs the color watermark image as copyright information, the
embedded amount of watermark information should be considered to improve
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the quality of watermarked contents while remaining the meaning of copyright
protection solutions. In our proposed method, the color watermark information is
encoded by AES (Advanced Encryption Standard) encryption [27], then created
n shares to generate OS and MS by using (k,n) visual secret sharing method.
One of the shares, e.g. OS, is randomly selected to embed into the original image
to prove the user’s copyright. Other shares are used as MS to register for Copy-
right Office. According to our method, the number of watermark bits embedded
into the copyrighted contents is litter compared to that of conventional water-
marking methods.

In our understanding, in order to achieve the robustness of watermarking
method, we need to propose the methods that let not the hackers can break
or destroy the watermark information from the watermarked contents. There-
fore, our proposed method does not depend on the feature of digital contents,
which may be the clues for hackers try to destroy the contents either the water-
mark information. Since our method uses random one of share as the watermark
information for embedding into the DWT frequency domain, it certainly reduces
the dependent of the feature of digital contents like zero-watermarking meth-
ods. However, our extracted watermarking information can be decoded with MS
(remain of k — 1 shares) to confirm the registered copyright information.

We also employ AES encryption to encode the color watermark informa-
tion. After that, we apply (k,n)-VSS method on the encoded color watermark
information to separate n shares using in our system. Only the person who has
AES key and secret key (k,n) can decode the watermark information and verify
the copyright of digital contents. That makes our proposed method more secure
comparing with previous zero-watermarking methods.

1.3 Roadmap

This paper is organized as follows. Section 2 gives surveys of related works.
Section 3 introduces our proposed pseudo zero-watermarking technique based on
non-blind Watermarking and VSS for color images and color watermark image.
Section 4 presents the results of the experiments and Sect. 5 concludes our paper.

2 Related Works

There are many image watermarking algorithms using VSS for copyright protec-
tion. However, they are tended to follow the same patterns and processed steps to
ensure the security of cover image. According to the our survey, we describe the
general algorithm of these methods. Then, we also explain the different entities
of the integrated system and each role of them.

In general, most of zero-watermarking techniques are proposed based on VSS
(e.g. visual cryptography - VC) for spatial domain. We call it VZWS. The con-
cept of VSS using in the zero-watermarking is described in paper [19,20]. VC
is employed as an extended VSS algorithm for protecting the digital images.
Such problem of VC is shown as the special case of a 2 — out — of — 2 visual
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secret sharing problem. The secret image is divided into two shares that consist
of random dots of the secret images by using the corresponding location of each
pixel from secret image. In order to decode the secret image, the secret image
can be easily detected when these shares are stacked together.

Firstly, Hwang [28] had built up an zero-watermarking method based on the
concept of VC. In his method, the secret information (watermark information) is
not embedded directly into the original image. Hwang’s method makes it harder
to detect/recover from the watermarked image. The watermark information can
be obtained by stacking all shares together, without making comparison with
the original image. However, since Hwang’s method extracts the LSBs (Least
Significant Bit) for XOR-ing with the watermark pattern, then its algorithm
may not secure and be robust against various strong attacks.

In order to enhance the security of the method [28], Surekha et al. [32]
proposed a similar MSB (Most Significant Bit) based algorithm in which a XOR
operation is involved for encryption with watermark logo. It achieved better
security than that of Hwang, but it could not improve the robustness. Also,
Surekha et al. employed the feature of MSBs for encoding, therefore, it increases
the probability of false positive. Also, since the increasing of false positive, it
leads to ambiguity in authority verification when the depute happens. Hence,
such algorithms cannot be applied for copyright protection.

In another approach, Bolla et al. [30] proposed a method by using the statis-
tical properties of sampling distribution of means (SDM) to improve the required
security that is mentioned above. This method used the SDM features from orig-
inal image to create the master share (MS). After that, MS is employed together
with the watermark pattern for generating the information of ownership share
(0OS) using VC(2,2) with a block of 4 subpixels. The results of this method that
can resist several processing attacks and geometric attacks.

Since VZWS methods almost employ the spatial feature involving with the
watermark pattern, the security issues are not ensured enough. There are some
papers focused on proposal of frequency based feature to attain the security and
to improve the robustness of their method. We call it VZWF.

In the paper of Wang et al. [31], they proposed a watermarking method that
extracts the feature of SVD (Singular Value Decomposition) domain to encode
with watermark information in order to improve the security and robustness.
In their method, the random 31 x 31 blocks are selected. After that, the SVD
is applied to each block, then the singular value (SVs) is selected to generate
the MS. The security of their method is improved by using decomposition into
random several blocks, and using a variant of the VC (2,2) with a block of 4
sub-pixels. Based on such approach, the OS is generated. In order to confirm
the authority rights, the MS is constructed with the same process, and then
superimposed on the OS to extract the watermark. Wang’s method focused on
using the feature of frequency domain based on the secret key for randomizing
the blocks patterns.

To solve the false positive problem (FPP), Surekha et al. [32] proposed a
watermarking method using the feature of DWT (Discrete Wavelet Transform)
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domain. Tt presented a new VC(2,2) scheme called Pair-Wise Visual Cryptogra-
phy (PWVC) which measures the security criteria for ensuring the reliability of
the method. Also, they used PWVC to avoid the distortion of the watermark
information by creating shares with same size as the original watermark. In their
method, the LL sub-band of DWT domain is randomly selected by using secret
key to reconstruct the feature matrix which contains the averages of selected
blocks. According to the feature matrix, the MS is generated by using PWVC
algorithm. In order to confirm the authority rights, the same process is repeated
to generate the MS, the latter is superimposed on the OS to extract the water-
mark.

In order to improve more securely, Thanh et al. [14] proposed a new image
zero-watermarking algorithm based on the encryption of visual map feature
(VMF) or permuted visual map feature (PVMF) extractes form original image
with copyright information. They employed the robust feature extracted from
the cover image by taking the combination of QR decomposition and 1D-DCT.
Then, they encrypted the VMF and PVMF feature with the watermark infor-
mation to generate MS and OS. Therefore, they could improve the security of
method by randomizing visual feature of original images. They had demonstrated
that their method is robust against common processing and geometric attacks,
also it is with low consuming time.

3 Our Pseudo Zero-Watermarking Technique Based
on Non-blind Watermarking and VSS

According to above analytic, we found that the mentioned issues can be solved
by improving VSS and watermarking technique. This section explains the detail
our proposed method.

3.1 Random Bit Sequence Based (k,n)-VSS Scheme

The (k,n)-VSS scheme provides a method where a secret image is separated into
n shares. In this scheme, any k or more shares can generate the secret image by
stacking them. However, fewer than k shares get nothing about the secret image.

In general, in secret sharing scheme, there exist n users U = {U;,Us, ..., U, }
and a provider P. A (k,n)-VSS scheme consists of two phases as follows:

(1) Sharing phase: the provider P divides the secret image W into n shares
S, 59, ...,5, and sends each share S; to a user U;.

(2) Reconstruction phase: a group of at least k users collect and submit their
shares to reconstruct the secret image.

Based on the Sharing phase and Reconstruction phase, the information
secret sharing method among many users is established. In order to control the
security of secret image W for applying on copyright protection solution, we
improve the (k,n)-VSS scheme by using random bit sequence. The detail steps
are described as follows:
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Fig. 1. An illustration of our sharing algorithm.

1. Sharing algorithm
(a) To define the number of shares, the secret key ns is computed by following

formula.
ns = Ch=1 (1)

Based on the value of ns, the random bit sequence {Sq1,Sqa, -+, Sqns}

is generated.

(b) Suppose that the secret image W is divided into n shares Si,So, ..., Sy.

Such n shares are generated by using our simple algorithm,

i. All pixels of S; is set “0” by default values where (1 <t < n).

ii. If the value of it bit of each pixel from the image W is “1”, the
random value r is generated so that it is between 1 and ns. The
corresponding i bit of S, is calculated by S; (i) = S;(i)|S¢-(j), where
| is OR bit operation, and 1 < j < n,1 < r < ns. The concept of
sharing algorithm is shown in Fig. 1.

2. Reconstruction phase
(a) In order to reconstruct the secret image W, s shares (kK < s < n) are
collected. The value of s is randomly created for each reconstruction.
(b) The secret image W’ can be reconstructed by taking the OR operation
of all corresponding bit position of each share.

W'(5) = S1()IS2(7)]---155 (), (2)

where 1 < j <w X h, and w x h is the size of W.

3.2 Owur Pseudo Zero-Watermarking Method

The concept of our pseudo zero-watermarking method is shown in Fig. 2. Our
method is composed of watermarking technique and (k —n)-VSS technique. The
detail steps of our method is described as follows:

1. The color watermark image W is firstly encrypted by using AES algo-
rithm [27] in order to enhance the security of our method. Then, the encrypted
watermark image is divided into n shares called Si, 52, ..., Sy, by using (k, n)-
VSS method explained in Sect. 3.1.
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Fig. 2. Our embedding algorithm.

2. A random share is chosen to embed into the original image. For simply,
we choose S7 as the watermark information for watermarking method. The
remains (e.g. Sz, Ss3,...,.5,) are registered as ownership share (OS) for the
office of copyright authority (CA) in order to check the copyright of content.

3. Perform the first-level DWT (applied on RGB component) of the input image
I and the share image S7. Then, the LL; sub-band of I and 57 is performed
the second-level DWT. The LLo sub-band of I and S; is achieved to embed
the watermark information.

4. The LLy sub-band of Sy is S{°(7, j) is embedded into the LLy sub-band of I
as follows:

LL/2(7”]):LLQ(Z’])_‘_QS}U(ZvJ)v (3)

where « is the strength embedding factor.

5. After embedding the watermark information, the embedded sub-band LLj is
composed with another sub-bands to perform the inverse DWT (iDWT) and
generate the watermarked image I'.

3.3 Copyright Confirmation

Note that, in our method, the master share (MS) is the watermark extracted
from the embedded image I'. In order to extract the watermark S, the original
image I and the watermarked image I’ are required. Therefore, our method is
non-blind algorithm. However, since our method is used to register with CA for
copyright confirmation, so that it is useful in real applications.

If the property dispute concerning the image I’ happens. The CA department
needs to judge the rightful owner of the such image. The CA asks the owner to
provide the secret key such as «, the key kags of AES encryption, the key (k, n)
of (k,n)-VSS, and the secret key ns.
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Fig. 3. Our extraction algorithm.

The MS is extracted from the watermarked image by workflow shown in

Fig. 3. The explanation is shown as follows:

1.

Perform the second-level DWT (applied on RGB component) of the input
image I and the watermarked image I’. Then, the LLy sub-band of I and I’
are retrieved to extract the watermark information S1“ (i, j), called MS, by
using the following formula.

The extracted S;“ is composed with the remains (e.g. Sa,Ss, ...,.Sy), called
OS. A group of ns shares are used to decoded in (k,n)-VSS scheme, then
obtain the AES encrypted image.

Finally, the AES encrypted image is decrypted using AES with the secret key
kags to extract the copyright image W',

According to the extracted image W', CA can judge the rightful owner of

the suspected image.

3.4 The DWT-only Method

To justify the utility of combining DWT-based watermark technique with (k, n)-
VSS, we propose here a reduced version of our method based only on the DWT
domain. That means after encoding the watermark image by using AES encryp-
tion with secret key kagg, the encrypted watermark image is performed the
second-level DWT on RGB components. Note that, the (k,n)-VSS scheme is
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not applied on the DWT-only method. The embedding process is treated with
same methodology of Eq. (3).

In the extraction phase, the original image I and the watermarked image I’
also are required. The extraction process is treated based on the Eq. (4). The
extracted watermark image is again decrypted by using AES encryption with
secret key kapg to obtain the watermark information.

According to the extracted image W', CA also can judge the rightful owner
of the suspected image.

4 Experimental Results

4.1 Test Images and Evaluation Measures

To perform the efficiency of the proposed method, we conduct five color images
of the well known Standard Image Data-BAse (SIDBA) database®. The size of
our test images are W x H = 256 x 256 pixels.

To evaluate the quality of experimental images, we use PSNR (Peak Signal
to Noise Ratio) criterion [14]. The value of PSNR of W x H pixels image of
I(i,7) and I'(4, ) is calculated as follows:

MAX(I)

= (5)
MSE

where MAX(I) = 255 and MSE (Mean Square Error) is calculated as follows:

PSNR = 20log,,

=
T

—1H-1

! (1(i,4) - (i, j))? (6)

W x H 4

7

MSE =

J

I
=3
I
=

To verify the robustness of watermark information, we employ the normalized
correlation (NC) value between the original watermark W and the extracted
watermark W’ [14]. The NC value is calculated as follows:

Yoo im0 Wiy ). W' (i, 5)

NC = L L T
>ico Zj:mW(%J)Z

; (7)

where L x L is the size of W.

In the experiments, the PSN R value for each attacked image and the NC
value for each watermark extracted from the attacked images is calculated. In
general, if the PSNR value is larger than 35dB, the quality of the attacked
image is considered to be close to the original image. When the NC' value is
close to “17, it denotes that the proposed method is robust against the attacks.

To define the suitable value of watermark strength factor, we used the same
method of paper [35]. In the rest of our experiments, we set « = 0.2 as the
default watermark strength factor value.

! http://decsai.ugr.es/cvg/index2.php.
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PSNR(a,b) = 25.94 dB NC(d,e) = 0.989
PSNR(a,c) = 34.77 dB NC(d,f) = 0.974

Fig.4. (a) Lena - original image, (b) DWT-only method based watermarked image,
(¢) Our method based watermark image, (d) Original watermark logo, (¢) DWT-only
method based the extracted watermark, (f) Our method based the extracted watermark

Table 1. The values of PSNR and NC for experimental images

Image name | PSNR | NC

Lena 34.7672 | 0.974729
Pepper 34.7935 | 0.975822
Couple 34.8068 | 0.975416
Mandrill 34.8077 | 0.976204
Parrots 34.9288 1 0.973707

4.2 Quality of Evaluation

Firstly, we evaluate the quality of the watermarked image after applying our
method for embedding the color watermark image shown in the Fig. 2. Our pro-
posed method embeds only S; share into the original image instead of embedding
all shares in DWT-only method, therefore, the quality of the watermarked image
can be improved.

The comparison results are shown in Fig. 4. Since our proposed method only
embeds litter amount of watermark comparing with DWT-only method, the
quality of watermarked image is better than that of DWT-only method. That
shows in the values of our method (34.77 dB) and DWT-only method (25.94
dB). Also, the watermark that is extracted from such DWT-only method and
our method show that it is almost the same. NC' values are 0.989 and 0.974,
respectively.

The values of PSNR and NC' are shown in Table 1. Such results show that
our proposed method is suitable for the real applications of copyright protection.
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Median sharpening Blur JPEG

Fig. 5. The extracted watermark image based on corresponding attacks.

Table 2. The NC values computed from attacked Lena image.

Type of attacks | NC
Salt and pepper | 0.92044
Gaussian 0.82326
Poisson 0.91805
Equalization 0.70237
Median 0.9567
Sharpening 0.95019
Blur 0.8814
JPEG 0.78889

4.3 Robustness of Comparison

In the following, we evaluate our proposed method against some attacks such
as noise addition, low pass filtering, image enhancement, etc. Table 2 shows the
NC values of the extracted watermarks under several image processing attacks
on Lena image. Figure 5 also shows the extracted watermark image based on
corresponding attacks. We can observe that the proposed method is fairly robust
against image processing attacks.

In order to prove the efficiency of our method, we compare our experimental
results with that of DWT-only method. Table 3 demonstrates that the pro-
posed method is robust against Salt and pepper noise, Gaussian noise, Pois-
son noise, histogram equalization, Median filtering, Laplacian sharpening, Blur
filtering and JPEG compression attacks. Based on these experimental results,
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Salt & Pepper  Gaussian Poisson Equalization Median Sharpening Blur IPEG

DWT-only method

NC=0.90158 NC=0.85641 NC=0.87501 NC=0.06345 NC=095222  NC=0.874147 NC =0.49682 NC=0.71208

Our proposed method

NC=0.92044 NC=0.82326 NC=0.91805 NC=0.70237 NC=0.9567

Fig. 6. The comparison of extracted watermarks between the DWT-method and Our
method on Lena image.

Salt&pepper Gaussian Poisson Equalization Median Sharpenning Blur IPEG

el
]magem[aCks . . . ﬁ . . . .

DWT-only method

NC=0642151  NC=0742127

Our proposed method

Fig. 7. The comparison of extracted watermarks between the DWT-method and Our
method on Couple image.

our proposed method outperforms the reduced DWT-only method for almost
testing attacks. This can conclude that the combination of the two technique
(DWT-based watermarking and VSS) is more practically helpful than the use of
one domain only (DWT) especially if the watermarked images are intended to
undergo these types of attacks.

Figure 6, Fig. 7, Fig. 8, Fig. 9, and Fig. 10 describe that the extracted
watermarks from our proposed method are more superior than that of DWT-
method. The visualization of watermark logos are clear for confirmation the
copyright of digital images. The reason is that, in the DWT-method, all bits
of color watermark image are embedded into the original images, therefore the
quality of the watermarked images is degraded. Also, when the watermarked
images are edited undergo some attacks, that makes the extracted watermark
images are not so clear.

For robustness confirmation, our values of NC parameters are better than the
DWT-method. Therefore, all these experiments show that the proposed method
is robust against common image-processing attacks.
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Salt&Pepper Gaussian Poisson Equalization Median Sharpenning Blur

IJPEG

Image attacks

DWT-only method

NC=0.932334

Our proposed method

NC=0.942674 43451 NC=0.947701  NC=0.928842

Fig. 8. The comparison of extracted watermarks between the DWT-method and Our
method on Mandrill image.

Salt&pepper Gaussian

Poisson Equalization Median Sharpenning Blur

Image attacks

DWT-only method

NC=0935651  NC=0837092 ~ NC=0930437  NC=0716026  NC=0.967763

Our proposed method

NC=0.945493 881919  NC=0945711

NC=0.970026

Fig. 9. The comparison of extracted watermarks between the DWT-method and Our
method on Parrots image.

Salt&Pepper  Gaussian

27, "W

Poisson Equalization Median Sharpenning Blur

Image attacks

DWT-only method

Our proposed method

NC=0.951003 NC=0.957508

Fig. 10. The comparison of extracted watermarks between the DWT-method and Our
method on Pepper image.
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5 Conclusion

In this paper, a robust and simple watermarking scheme based on the combi-
nation of DWT domain and VSS is presented. In our solution, the copyright
information (copyright logo) is distributed into n shares using k — out — of —n
distributed algorithm, also called (k,n) visual secret sharing method. Then, ran-
dom one share is chosen to embedded into the original images and reduce the
degradation of watermarked images.

The experimental results demonstrate that our proposed method provides
better robustness against multiple image attacks such as Salt and pepper noise,
Gaussian noise, Poisson noise, histogram equalization, Median filtering, Lapla-
cian sharpening, Blur filtering and JPEG compression attacks. Besides, the qual-
ity of the watermarked image is satisfactory in terms of imperceptibility for real
applications.

In the future works, we plan to extend the watermarking involving visual
secret sharing approach to video watermarking domain. It is clear that the
embedding and the extracting processes are of low complexity and do not require
any specific features of the input image, the extension to video watermarking
will be suitable for applying on.
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