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Abstract. The aim of this article is to analyze SIEM solutions. Emphasizing the
use of these systems to ensure data confidentiality, availability, and integrity mon-
itoring energy technology systems. First, the issue of security in the area of energy
systems is introduced. In order to maintain the availability, confidentiality and data
integrity, the user behavioral analysis modules in SIEM systems are also intro-
duced. The next section presents specific SIEM solutions that can be currently
used not only in ICS environments and which will be subject to comparative anal-
ysis. This is IBM Security QRadar SIEM and LogRhythm NextGen SIEM. What
follows is the introduction and implementation of modules for user behavioral
analysis in the mentioned SIEM solutions, including testing own Use Case for
testing user behavioral analysis modules. The results of the comparative analysis
of user behavioral analysis modules in selected SIEM solutions are presented in
the last section.
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1 The Issue of Technological Power Systems Safety

Energy technology systems are systems that are used for power system management, or
voice communication system; they are also used in management process of power system
[1]. These systems are critical in terms of securing power supplies from the producer
to the final consumer and have a major economic impact on the functioning of modern
society as a whole. In order to ensure reliable electricity supply, the confidentiality,
availability and integrity of the data that is crucial to ensuring the correct operation of the
power system must be ensured for these systems [1, 2]. Energy technology systems have
been vulnerable for decades. Nowadays, the seriousness of potential threats and related
cyber-attacks that energy networks and systems can affect become fully understood
[3]. The components currently used in energy systems and primarily supporting IT
systems are largely dependent on the use of standard PCs and IT technologies. SCADA
data servers, SCADA control servers, HMIs, and operator stations utilize standardized
operating systems, increasing the risk of potentially exploiting the vulnerabilities of
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these systems by intruders and penetrating the power management system [4]. Many of
the systems that are currently operating in power systems are out of date. The reason
for the obsolescence is the long-term renewal of energy systems, which typically ranges
in the decades and the associated cost of this renewal. For the abovementioned reasons,
when energy systems are often unable to meet the latest safety recommendations, the
likelihood of cyberattacks launched against these kinds of systems is higher [3, 5].
Energy technology systems are systems that are used for power system management,
or voice communication system; they are also used in management process of power
system. These systems are critical in terms of securing power supplies from the producer
to the final consumer and have a major economic impact on the functioning of modern
society as a whole. In order to ensure reliable electricity supply, the confidentiality,
availability and integrity of the data that is crucial to ensuring the correct operation
of the power system must be ensured for these systems [3, 5, 6]. Energy technology
systems have been vulnerable for decades. Nowadays, the seriousness of potential threats
and related cyber-attacks that energy networks and systems can affect become fully
understood. The components currently used in energy systems and primarily supporting
IT systems are largely dependent on the use of standard PCs and IT technologies. SCADA
data servers, SCADA control servers, HMIs, and operator stations utilize standardized
operating systems, increasing the risk of potentially exploiting the vulnerabilities of
these systems by intruders and penetrating the power management system [7]. Many of
the systems that are currently operating in power systems are out of date. The reason
for the obsolescence is the long-term renewal of energy systems, which typically ranges
in the decades and the associated cost of this renewal. For the abovementioned reasons,
when energy systems are often unable to meet the latest safety recommendations, the
likelihood of cyberattacks launched against these kinds of systems is higher (Fig. 1).
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Fig. 1. General energy system architecture. Source: authors

Another potential threat exploitable for technology and energy systems attack, asso-
ciated with disruption in the availability, confidentiality and data integrity controlling
the power system, is at the electric substation level. In particular, the possibility of
physical damage to the device type of IED, PLC, RTU, HMI, data ACTIVE servers,
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communication facilities and supporting infrastructure, including air conditioning units,
power equipment, etc. [8] To avoid or mitigate the attack targeting the physical damage
to the equipment should be thoroughly monitor and control the access of all people
to the technology rooms where they are located. In order to increase the security and
unambiguously identify the persons entering the electric station and at the same time
protect the external perimeter, a camera surveillance system is typically installed in the
electrical substations. In the case of a suspected breach of the physical security of the
technological room, it is appropriate to correlate the record from the access card system
and the camera system for unambiguous identification of the attacker [7, 8].

As mentioned above, in the event of a misuse of the threats in energy systems, it is
necessary to use tools that are capable of monitoring, logging and auditing industrial
control systems, communications and security features, I'T support systems and access
control systems so that, in the event of disruption, they provide as much available infor-
mation as possible to detect the attacker, or concerning the causes and techniques that
led to security breaches. The great variety and the amount of equipment that needs to be
monitored in energy systems poses a problem where a vast amount of information from
these devices is generated that needs to be recorded. Together with the expansion and
modernization of energy systems, it is growing significantly. [9].

The solution ensuring availability, confidentiality and integrity within the energy
technology systems is full implementation of the safety requirements of the international
standard ISO 27001. Standard ISO 27001, which is also adopted in the framework of the
Czech Republic’s national legislation under the Cyber Security Act; the Cyber Security
Decree, which defines organizational and technical measures for critical information
infrastructure elements, including energy systems.

2 User Behavioral Analysis Utilization to Ensure Energy
Technology Systems Safety

User Behavioral Analysis (UBA) is a term that includes tracking, collecting and cat-
egorizing user data and activities in their communication in the digital environment,
respectively in a computer network environment [10]. Historically, the principles of
user behavioral analysis have been developed primarily for use in marketing to predict
customer buying behavior. At present, the principles of user behavioral analysis are
increasingly used in the field of cyber security, because one of the significant risks of
cyber security disruption is the attack vector from the internal environment of the orga-
nization, i.e. employees or suppliers of the system. UBA is based on threat detection for
employees or system vendors. These are threats related to the misuse of users’ identi-
ties, deliberate, respectively unintentional user errors that can lead to disruption of data
availability, confidentiality and integrity [10, 11].

UBA looks for behavior patterns that are then applied to statistical analysis and
algorithms to detect anomalies in relation to standard behavior. For this reason, the
principles of behavioral analysis are effective because they focus primarily on user
interaction and behavior, not on detecting a suspicious event in the vast amount of
information that is collected in the SIEM solution [12].
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Based on the above principles, Gartner Inc has created a category called user and
entity behavior analytics (UEBA). UEBA focuses primarily on preventing data theft or
misusing a computer network when user authentication is broken, and a malware or
hacker is operating on its network name.

For the purpose of uncovering these cases, UEBA uses three main components [13]:

Data Analytics - UEBA application identifies user behavior and creates a basic user
behavior profile with learned parameters. For further analysis, it uses statistical models
and rules to compare user behavior with an existing profile. Data analytics implements
data confidentiality.

Data Integration - Flexible UEBA applications are able to integrate both structural
and non-structural information into an existing security monitoring system. The infor-
mation also includes SIEM system logs, data flow data and captured data packets. By
implementing the data integration, the requirement for the integrity of the transmitted
and stored data is ensured.

Data Presentation and Visualization - The UEBA application, or module, presents
the results in an efficient way so that it is easy to read and identify behavior patterns that
are associated with unauthorized activity and do not conform to a profile that includes
standard user behavior. Based on the violation of the user’s standard behavior, their risk
score is subsequently adjusted. This is an indicator which corresponds to whether or not
the user violates the rules. The higher the risk score, the more rules are violated by the
user.

UEBA uses machine learning principles to identify future user behavior. In this case
Machine learning means that the UEBA module learns to predict future user behavior
based on a defined profile.

3 UEBA Implementation in Selected SIEM Solutions

In order to analyze the possibilities of implementation of UBA, a survey of SIEM solu-
tions with respect to Gartner Magic Quadrant 2018 in the field of SIEM solutions. The
selection parameter was also the implementation of UBA functionalities within SIEM.
Two solutions were selected for this analysis that meet the above-mentioned require-
ments. These are IBM Security QRadar SIEM and LogRhythm NextGen SIEM. These
solutions and implementation UBA functionalities are presented in detail below.

3.1 AlienVault OSSIM

There are currently no manuals concerning UBA implementation in AlienVault OSSIM.
There is only a general UBA discussion. As a part of research, a member of the Business
Development, AlienVault OSSIM was approached, who confirmed the existence of the
UBA module in AlienVault. After installing AlienVault, it was found that AlienVault
does not allow UBA principles to be used, but only contains a basic network behav-
ioral analysis (NBA) module. Therefore, it is an inappropriate solution for comparative
analysis.
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3.2 IBM Security QRadar

UBA module is not a part of the default IBM Security QRadar installation. After perform-
ing the basic QRadar installation, the UBA module was installed within the available
Extension Management. To install the UBA module, it is necessary to have the IBM
Sense log source used to collect UBA information.

The user data collection is shown in the following figure. QRadar is capable of
monitoring user behavior based on incoming events from log sources. From these logs,
specific events and data are searched using defined rules to serve as input data for the IBM
Sense module, which directly matches UBA applications. Based on built-in or created
use case and internal UBA algorithm, it further defines a score that is an indicator of
potential user risk.

A prerequisite for using IBM Sense and UBA is the existence of a user name, domain,
or other identifying attribute in the messages that QRadar collects (logs or events).

The UBA module extracts the "username" and "senseValue" attributes (that is, defin-
ing the increment for the score) from the IBM Sense source events, by which it adjusts,
in collaboration with Machine Learning, a specific risk score value for that user. The
value of the senseValue is defined differently for each of the set rules from the UBA
ruleset and corresponds to the “severity” of the event, respectively to a deviation from
standard user behavior. The deviation from the standard behavior can be, for example,
identification of the device from which the user has logged in, detection of different IP
address of the device, incorrectly entered login data, etc. The more a user violates the set
rules, the higher his risk score. In the event that a user exceeds a defined score limit, the
UBA module creates an event that responds to the creation of an offense representing
an alert for suspicious behavior. In addition, the user is also included in a group of very
suspicious users.

3.3 LogRhythm NextGen SIEM

Implementation of user behavioral analysis within the product LogRhythm NextGen
SIEM (LogRhythm) coincides only partially with implementations in the solution of
IBM Security QRadar. UEBA within LogRhythm consists of two modules:

e Scenario Based Analytics (The UEBA AIE Module).

— Detect known threats with deterministic threat models (i.e., scenario-based analyt-
ics).

— Baseline behavior across weeks.

— Detect threats in real time with stream-based analytics.

e CloudAI (ML based statistical analytics).

— Detect hidden threats with AI / ML.
Baseline behavior across weeks to months.
Achieve near-real-time threat recognition.
— Provide high-fidelity data to AI Engine.
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Same as in the case of IBM Security QRadar, the UEBA modules are not a part of the
default LogRhythm installation. Installation of the UEBA AIE module is done through
LogRhythm Knowledgebase. Part of the installation is a set of correlation rules for Al
Engine, a set of predefined sheets, which include e.g. the lists of privileged accounts,
monitored users, banned countries, etc. Picture 2 shows the UEBA AIE correlation rule
package in knowledge-based LogRhythm (Fig. 2).

Fig. 2. LogRhythm UEBA AIE module. Source: authors

CloudAI module is not a part of the LogRhythm base license and is subject to
separate licensing. Licensing is based on the number of users to which UEBA’s rules
and principles are applied within the annual subscription. Implementation of UEBA in
the LogRhythm solution, compared to QRadar, where the UEBA is part of the basic
installation, is financially more demanding.

For LogRhythm solutions AIE and CloudAl there is no need to define any additional
log source like in the IBM Sense case at QRadar.

As well as the QRadar, LogRhythm is capable of monitoring user behavior based
on incoming events from the source logs. These logs search for specific events and data
using defined rules, which are further analyzed by the Al Engine Correlation Rules and
CloudAl To define standard user behavior, thresholds are defined on incoming events.
If the threshold is exceeded, the user’s risk score is increased.

In particular, the Cloud AI module analyses the following parameters: logon/logoff
times, locations, system in use, application used and accesses, time slots that match
users’ working hours at working days.

The deviation from standard behavior can be the same as in the case of QRadar, e.g.
identification of the device from which the user has logged in, detection of different IP
address of the device, incorrect login data, etc. The more the user violates the set rules,
the higher his risk score.
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4 UEBA Modules

This section also demonstrates the usage of its own use case in two of UEBA modules.

4.1 Incorrect Authentication

The first case of use concerns the possibility of UEBA detection of incorrect input of
authentication data. The process of incorrectly entering authentication data may not
indicate the possibility of attacking the infrastructure if the user mistakenly enters the
password. In the case of frequent occurrence of incorrect input of user authentication
data, this activity is the reason for this suspected unauthorized access to infrastructure.

QRadar

In the first step, a rule was created to ensure detection. After running the wizard to create
an event rule, a rule is generated. The rule is applied when an event specified as QID
28250080 (Failed Login Attempt) is detected. The rule sets attribute values for an event
for credibility, relevance, and severity. In addition, a new event will be created. This event
modifies the UEBA module score for the user who made the bad login. In addition, a text
explaining the use case is displayed. The event falls within the IBM Sense log source
and is evaluated by other attribute values for severity, credibility, and relevance (Fig. 3).

Rule Description
Apply UBA: Diplomka - Login Failure to Critical server on events which are detected by the Local system
and when the event QID is one of the following (28250080) Failed Login Attempt

Rule Actions

* Set Severity to 3
» Set Credibility to 4
* Set Relevance to 5

Rule Responses

« Dispatch New Event
o Event Name: UBA: Diplomka - Login Failure to Critical server
o Event Description: senseValue=100, senseDesc="Use Case: Detects when a local user or host has failed to log
in to the critical server infrastructure.”
o Severity: 5 Credibiity: 10 Relevance: 10
o High-Level Category: Sense
o Low-Level Category: User Behavior

This Rule will be: Enabled

Fig. 3. QRadar rule detecting login failure. Source: authors

An unsuccessful user (username: jne) login event was invoked to test the rule created.
This activity was detected by the rule and the risk score was increased by the user
according to the parameters defined in the rule.

In the user activity schedule there is apparent an increase in the sense score associated
with login failure activity and related activities that were invoked along with the login
failure activity. The end result of the entire use case is the generation of a security incident
pointing to the very risky behavior of the user.
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Logrhythm
The AI Engine module was used to create the correlation rule. Figure 4 shows a preview
of the correlation rule definition in the AIE module. The relational rule was set with the

same parameters as the QRadar Use case. The rule is applied when an event specified
as Authentication Failure is detected.
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Fig. 4. LogRhythm - AIE definition of correlation rule. Source: authors

For the purpose of testing the rule created, an unsuccessful user login event has been
invoked. This activity was detected by the rule just as in the case QRadar solution and
the user’s risk score was increased according to the parameters defined in the rule. As
with QRadar, the detected activity is listed as well as related activities that were invoked
along with login failure activity. Equally to the use of QRadar, the only output of the

entire use case is the generation of a security incident pointing to highly risky behavior
of the user.

4.2 Permission Delegation

The second case of using the UEBA module will be focused primarily on the problem that
can be observed from time to time in the network infrastructure. It is an effort to include
different users in groups that have a higher range of competences and are not subject
to such extensive monitoring of their activities as they are expected to have a certain
degree of security risk knowledge. Monitoring is also performed when attempting to
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delegate permissions to users who do not have access to an administrator account or use
an account without administrator privileges.

To detect this activity, a rule has been created that monitors activity on the domain
controller. If an activity is detected that records an event of adding or removing a user to a
security group, when a user who has performed this activity does not have administrator
privileges, a security incident is generated to indicate that. The rule was created as well
as in the case of the first Use-Case, via the QRadar installation wizard (Fig. 5).

Rule Description
Apply UBA: Diplomka - Change on critical infrastructure on events which are detected by the Local system
and when the event QID is one of the following (5000900) Success Audit: A member was removed from a security-enabled global
group, (5000889) Success Audit: A member was added to a security-enabled global group

Rule Actions

» Set Severityto 3
o Set Credibility to 5
» SetRelevance to 5

Rule Responses

* Dispatch New Event
o Event Name: UBA - Diplomka - Group change on critical infrastructure
o Event Description: senseValue=100, senseDesc"Use Case: Unauthorized attempt to change user's group
assignment.*
Severity: 7 Credibility: 10 Relevance: 10
High-Level Category: Sense
Low-Level Category: User Behavior

°

°

o

This Rule will be: Enabled

Fig. 5. QRadar - create a rule. Source: authors

After creating the rule, an action was taken to add a normal domain user to a domain
administrator group that had been performed by the user. Based on the detected event,
the risk score was increased by the user.

LogRhythm

The AI Engine module was used to create the correlation rule. For a relational rule was
set with the same parameters as in the case of QRadar Use case. Figure 6 shows a preview
of the correlation rule definition in the AIE module. The rule is applied when a received
event related to a change of groups is detected in which the user is assigned and this
activity is not performed by someone with administrative authority.

After creating a valid rule, an action to add a normal domain user to the domain
admin group was made by the user. This activity was detected by the rule created,
and the user’s risk score was immediately increased, which was immediately visible in
application. Same as in the case of the use, QRadar is the only output case of the entire
use case of generating a security incident pointing to highly risky behavior of the user.
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Fig. 6. LogRhythm - create a correlation rule. Source: authors

5 Conclusion

The aim of this article was to perform a comparative analysis of SIEM solutions empha-
sizing modules of user behavioral analysis in SIEM systems and their utility in cyber
security energy systems. First, the issue of security in the area of energy systems was
introduced with the possibility of using SIEM solutions for monitoring activities. In the
following part of the article the general architecture of selected SIEM solutions was
introduced, which are currently relevant to deployment in energy systems. Altogether
three solutions were chosen for comparative analysis: AlienVault, IBM Security QRadar
and LogRhythm NextGen SIEM. At the same time, general principles of user behav-
ioral analysis were introduced emphasizing implementation options in selected SIEM
solutions.

In the last part of the article, modules of user behavioral analysis were tested on
two defined Use-Case emphasizing the possibilities of defining these Use-Case in SIEM
solutions and detection of activities that have been invoked in Use Case testing.

In the case of the solution AlienVaultu OSSIM/USM, there was no separate UBA
module used for collecting and evaluating information as well as data and monitored
users. This functionality was promised to be executed by one of the company’s specialists
prior to testing Use-Case. Because of the absence of the UBA module, it was not possible
to test the defined Use-Case in AlienVault. Utilizing AlienVaultin energy systems relative
to legislative requirements on auditing logs is problematic because the basic version of
the solution includes only the possibility of monitoring the data stream.
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At UBA solutions within IBM Security QRadar there was possible to track detailed
information about users, which were also applied machine learning models. UBA module
QRadaru uses a set of built-in use cases to solve problematic behavior, which can be
extended by any custom use case. Defined Use-Case has been successfully deployed to
QRadar solutions and their end result has always been manifested by the emergence of
a security incident highlighting a potential threat in the infrastructure.

Compared to LogRhythm Solution NextGen SIEM, IBM Security QRadar has the
full functionality and licensing of UBA modules already the basic solution. In the case of
deployment and use of UBA module in LogRhythm NextGen SIEM solution, as well as
QRadar, it was able to track detailed user information, also including machine learning
models. The defined Use Case was successfully deployed to LogRhythm by AI Engine
and their final outcome was also always the emergence of a security incident highlighting
the potential threat of the network infrastructure.

The principal and ultimate added value of the LogRhythm solution is the possibility
of creating a so-called Use Case over relevant security incidents, possibly over a user-
defined group of events. This includes the ability to add related activities to security
incidents that are related to user activity, giving Use Case the ability to compile a detailed
overview of the origin of activities and their impact on infrastructure.
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