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Abstract. The aim of this paper is to conduct a performance comparative analy-
sis of open-source HIPS (Host Intrusion Prevention System) solutions in order to
improve security measures in power systems. First, the HIPS technology is intro-
duced with an emphasis on its use for increasing security within power systems.
Secondly, selected HIPS solutions are introduced in order to conduct the com-
parative analysis. Finally, the results of the comparative analysis of the individual
solutions are presented with an emphasis on the use of system resources in the
deployment of HIPS solutions on Windows workstations.
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1 Introduction

Currently, the modern society cannot function without the existence of communication
connection via computer networks and access to the Internet [1]. The use of this type of
communication can be observed throughout the society, be it in systems falling under
critical infrastructure of individual countries, in ordinary work activities, or in private
home Wi-Fi networks. With the use of these technologies comes the necessity of securing
them against unauthorized use, which can, in the field of critical infrastructure and power
systems, have a negative impact on the society as a whole.

Significant progress in the field of improving security of power systems was not
madeuntil 2010 when Stuxnet was discovered [2]. Considering the cyberattacks on power
companies in 2016 and 2017 [3, 4], it is obvious that the area of power systems security is
still a current topic. [5S] Nowadays, a large number of security solutions are implemented
within power systems. These solutions, however, only cover a certain part of security of
these systems. [Ponemon] With the increasing number of progressively more sophisti-
cated cyberattacks, which are mostly carried out on the national level and focused on
cybernetic espionage, an adequate response to these attacks also requires an increasing
degree of sophistication [6]. Currently, the typical defence against cyberattacks targeting
power systems is realized by protecting the communication infrastructure by means of
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firewalls [7], proxy servers, etc., and critical components of control systems (SCADA
server, communication servers, etc.) using anti-malware protection, for instance. [8]
However, the use of such security mechanisms does not solve the main security prob-
lems of power systems: firstly, the integration of equipment to which standard security
policies cannot be applied, and secondly, the existence of internal incidents related to
security breaches of power systems [8, 9].

The solution is the implementation of a complex security solution which addresses
both of the aforementioned security problems of power systems. The HIPS technology
is one of such complex security solutions [10].

The HIPS is one of the intrusion prevention systems which monitors activity on a
particular device. The HIPS has defined rules within which it restricts unsolicited access
to specific data. The HIPS usually extensively logs data related to the detected situation.

The HIPS technology also monitors suspicious activity on a particular terminal.
The monitoring is performed by analyzing network events on the device. The HIPS
technology uses a database of monitored objects of the system, which is used to identify a
potential intrusion into the computer network by analyzing system calls, application logs
and modification of the file system. Simultaneously, a register of trustworthy programs
is created [11]. If a program goes beyond its authorization, it is blocked by the HIPS
for performing unauthorized actions. Via the HIPS, these mechanisms identify security
breaches and violations of a security policy in work with power systems. With the ability
to block suspicious activities related to security breaches, an organization can prevent
internal incidents in power systems. [12]

The main aim of this paper is to conduct a performance comparative analysis of
selected open-source HIPS solutions and their use for protection of power systems.
Requirements for processes and operations performed within power systems place heavy
demands on them being performed within limited time intervals. These are mainly
requirements for data processing speed, data consistency and synchronization. To ensure
that operations are performed in the shortest time possible, it is essential to implement a
HIPS solution with minimal requirements for system resources. The implementation of
a HIPS solution which would lead to consumption of a large amount of system resources
would result in extension of time intervals needed for necessary operations within power
systems.

2 Methods of the HIPS Solution Analysis

As the methodology of the HIPS tools analysis, the analysis of third-party tools with
an emphasis on system resource usage (CPU, RAM and SWAP partition of HDD) was
chosen. These tools have the aforementioned HIPS functionalities. The comparative
analysis of these tools is based on comparison of system resource usage, i.e. CPU,
RAM, and SWAP partition, with the HIPS being deployed on the appropriate Windows
testing station.
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ReHIPS

The first solution which was part of the comparative analysis of selected HIPS solutions
is the ReHIPS product by ReCryptCompany, version 2.4.0. This is an innovative solu-
tion. The HIPS agents do not need to be deployed in a special way since they will be
registered automatically as soon as the product installation has been completed. The user
interface is very simple and intuitive, which contributes to the increased convenience of
administration of the solution as a whole.

Figure 1 shows the ReHIPS user interface, where a camera or a microphone can
be disabled as a part of AntiSpy protection. The intrusion prevention contains 5 modes,
which are the Expert mode, the Standard more, the Permissive mode, the Learning mode
and the Disabled mode. It is possible to display a log list in the advanced settings.

me) HIPS

Control Center

Protection

Isolated Programs Intrusion Prevention AntiSpy

Protection Mode:

Expert
Log I P

Standard

@ Permissive

i Learning Disable Camera

Disabled

Permissive Mode - programs in ReHIPS Disable Microphone

database are processed according to their
rules, other programs are allowed

Fig. 1. ReHIPS console. Source: authors

The Expert mode offers maximum protection. Trusted Vendor list is not taken into
account in this mode. It displays a large number of notifications. The Standard mode
is similar to the Expert mode. The main difference is in the smaller number of dis-
played notifications. The Permissive mode allows running programs registered in an
internal database, based on a set of defined rules. The Learning mode adapts rules to
programs registered in the internal database. Programs running within the operating sys-
tem that are not registered in the internal database can be enabled or disabled in Learning
mode. Appropriate actions can be added to the list of registered programs in the internal
database. The Disabled mode stops the complex HIPS protection within the device.
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Comodo Internet Security

The second tested product with the HIPS functionality is Comodo Internet Security by
Comodo. It is a program designed to increase security of the computer network and it
has the HIPS technology integrated as one of the offered functionalities.

Functions offered by this product are divided into general functions, firewall func-
tions, containment functions, and advanced functions. General functions include basic
functions, which are also displayed in the initial environment. These are the following:
the function of launching a scan, searching for updates for the program, protection while
shopping online, unblocking applications blocked by security actions, and special online
support by Comodo experts.

Firewall functions include, for instance, a function which allows a specific application
to connect to the network, or blocks its connection to the network. In firewall functions
it is possible to completely block the network traffic. Furthermore, there are functions
such as displaying the list of applications which are currently connected to the public
network, a function for the network management where it is possible to allow or block
connection to an available computer network.

The next group consists of containment functions, where it is possible to launch a
function for secured virtual desktop. It is also possible to display detailed information
about active processes, launch functions for opening a shared space between classic and
virtualized applications, and run applications by virtualization in sandbox.

The last group contains advanced functions which include creation of a rescue
disc, displaying records, cleaning terminal points, quarantine, sending files, and task
management for specific, currently running tasks.

DeepSecurity
The third solution tested in the comparative analysis is DeepSecurity 9.6. It is a multi-
platform solution by Trend Micro. The key assets of DeepSecurity for the business
world are security of virtual desktops, security of the cloud environment and, above all,
security of physical, virtual and cloud servers. DeepSecurity is optimized for the VMware
environment, Amazon Web Services and Microsoft Azure. DeepSecurity offers not only
intrusion prevention, but also anti-malware, firewall, log scan and integrity monitoring
functionalities.

The following figure depicts the dashboard of the DeepSecurity management server,
which is accessible to the user via a web interface. The dashboard shows a status with
critical messages and warnings about non-standard activities (Fig. 2).
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Fig. 2. DeepSecurity console. Source: authors

The dashboard shows the status of PC in which the solution is deployed. There is
also history of specific events, e.g. anti-malware activity events as seen in the figure. It
also shows activities of firewall, intrusion prevention system, web reputation, log scan
and integrity monitoring.

3 Comparative Analysis of Selected HIPS Solutions

For the purpose of conducting the comparative analysis, a personal computer was used
as a single tool for analysing the use of system resources by the tested HIPS solutions.
The hardware configuration of the personal computer is the following:

OS: Windows 10 Pro 64 bit

CPU: Intel Core 2 Duo E4600 2.4 GHz

RAM: 2 GB

GPU: NVIDIA GeForce GT 610 1GB DDR3 SDRAM

HDD: 1 x HDD 500 GB

Network adapter: Qualcomm/Atheros L1 Gigabit Ethernet Adapter

System Explorer was used for measuring the system resources. This surveillance tool
enables recording information about usage of system resources, especially CPU, RAM,
and SWAP partition of HDD. System Explorer includes display and management of tasks
and processes along with evaluation of processes based on their security classification
using an online database. In order to determine standard usage of system resources,
performance of the device was first measured in the initial state without an activated HIPS
solution. Subsequently, measurement of performance was conducted on the device with
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an activated HIPS solution. For this purpose, only the operating system and necessary
services were launched: Antivirus program ESET Smart Security and System Explorer.

Figure 3 shows average usage of the device with the time period of 10 minutes in
the initial state. Average processor (CPU) usage during the defined time period was
10%. Average usage of RAM during the defined time period was 58%. Average usage
of SWAP partition (SWP) was 31%.
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Fig. 3. Standard usage of system resources. Source: authors

ReHIPS

Figure 4 shows average usage of the device during the defined time period of 10 min-
utes with ReHIPS solution being deployed. Average processor (CPU) usage during the
defined time period was 60%. Average usage of RAM during the defined time period
was 72%. Average usage of SWAP partition (SWP) was 35%.
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Fig. 4. ReHIPS system resources. Source: authors

Comodo Internet Security

Figure 5 shows average usage of the device during the defined time period of 10 minutes
with Comodo Internet Security Pro solution being deployed. Average processor (CPU)
usage during the defined time period was 50%. The reason for such usage was fast launch
of a device scan. Average usage of RAM during the defined time period was 77%. This
means 19% increase of RAM usage in comparison with the initial state. Average usage
of SWAP partition (SWP) was 35%.
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Fig. 5. Comodo internet security pro system resources. Source: authors

DeepSecurity

Figure 6 shows average usage of the device during the defined time period of 10 minutes
with DeepSecurity solution being deployed. Average processor (CPU) usage during the
defined time period was 75%. This means 65% increase of CPU usage in comparison with
the initial state. Average usage of RAM during the defined time period was 81%, which
is a significant increase of usage in comparison with the initial state (58%), ReHIPS
solution (72%) and Comodo Internet Security Pro solution (77%). Average usage of

SWAP partition (SWP) was 44%.
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Fig. 6. DeepSecurity system resources. Source: authors

4 Conclusion

The aim of this paper was to conduct a comparative analysis of open-source HIPS
solutions with an emphasis on their use within power systems and critical infrastruc-
ture protection. For the purpose of the analysis, three open-source HIPS products were
selected. These were ReHIPS, Comodo Internet Security and DeepSecurity. The compar-
ative analysis was based on system resources usage comparison, using System Explorer
tool.

The results of the analysis clearly demonstrate that DeepSecurity is the most
resource-demanding solution. This is partially due to the activated web interface of
Deep security solution, which represented the user interface of the application. The fact
that DeepSecurity offers a large number of functions and options of their management
was identified as one of the main reasons for its high system resource requirements.
According to the results of the comparative analysis, ReHIPS product achieved the best
results in the testing, or more precisely, it caused the lowest usage of system resources.
Other benefits of ReHIPS include automatic agent registration after the product has been
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installed. The interface used is simple and intuitive, which contributes to the increased
convenience of administration of this solution as a whole. In further research, the com-
parative analysis can be extended to include commercial products and compare them
with open-source solutions.
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