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Abstract. Anonymous network is widely used to access the Internet,
causing varieties of cyber security incidents because of its anonymity,
which increasingly affects the security of cyberspace. How to detect
anonymous network flow to position the anonymous users, is becoming
to a research hotspot. However, with rapid development of the encryp-
tion and network technology, it is a nontrivial task to detect and position
the anonymous user in such a complex network environment.

In this paper, we design a prototype system called Watermark based
Tor Cross-domain Tracking System that is effectively detects and deter-
mine the sender and the receiver on the real Tor network to testify its
function. Moreover, instead of conventional passive network flow analy-
sis, this paper learns from active network flow analysis to design three
digital watermark models to implement the embedding, extracting and
matching of watermark information, and meanwhile it will not affect the
network flow’s content and transmission. Experimental results on the real
data sets show that when embedding the three watermark models on the
sender, watermark based Tor cross-domain tracking system indeed yields
the positioning function.
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1 Introduction

In recent years, more and more anonymous networks appears with the rapid
development of the Internet and encryption technology. After the emergence of
anonymous networks such as the router onion (Tor), users can communicate
anonymously on the Internet through anonymous networks, which also brings
network security issues [13,25]. Using anonymous communication systems, cyber
attackers can hide their identities. Cyber attackers usually join multiple inter-
mediate springboard hosts into anonymous networks and use these springboards
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to attack, intended to make network tracing and network supervision more dif-
ficult, which not only threatens the privacy of users, but also causes users to
suffer economic losses.

The traffic of anonymous network is encrypted, which make it difficult to ana-
lyze. In this case, traditional intrusion detection technology has obvious short-
comings. Conventional passive network traffic analysis [4,6,19] can not confirm
the communication relationship between two parties in communication, track
anonymous attackers or find intermediate proxy hosts, which is difficult to be
applied in a large-scale, high-bandwidth network environment, such as Tor. The
controlled environment communication entity correlation technology that incor-
porates the idea of digital watermarking into network traffic analysis [17] can
be applied to a variety of network environments, and has the advantage of high
detection rate, low false alarm rate, strong concealment and short detection time.

This paper applies correlation positioning technology to track the illegal users
in the Tor, which applies actively traffic analysis technology to track users who
attack a certain party through a series of intermediate springboard hosts or users
who communicate illegally through anonymous channels. It draws on the idea
of digital watermark technology [8-10,24], and embeds watermark information
by actively changing certain characteristics of the network flow (such as packet
length, network flow rate, or packet sending time interval, etc.) generated by sus-
picious senders. The watermark information extracted by the suspicious receiver
is compared with the original watermark information. If a certain detection rate
can be achieved, it can be determined that there is a communication relation-
ship between the sender and the receiver. At the same time, this paper designs a
cross-domain collaborative tracking architecture based on network watermarks,
support hidden signal detection, tracking and positioning, and path construc-
tion, in response to the problem that watermark transmission may cross multiple
autonomous domains (ASs), construct a cross-domain collaborative flow water-
mark tracking architecture.

The rest of this paper is organized as follows. Section 2 reviews related work.
Section 3 gives the design details of our cross-domain collaborative tracking
architecture based on network watermarks. In Sect. 4, we design three kinds of
watermark models, including TPD model, IW model and IWG model. Section 5
presents experimental results to validate our approach. Section 6 gives the con-
clusions of the research.

2 Related Work

The onion router (Tor) [5] is a world-renowned anonymous network. The core of
the Tor network’s anonymity is rerouting technology. After multi-layer routing
and forwarding, each layer of routing only knows the upper-level node, so it is
difficult to trace the source of the traffic. In addition, the bridge protocol will
disguise its source as other data traffic, intended to distinguish the third party
from the content of the message.
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Hence, there are many studies on the traffic analysis of Tor [2,3,22], whose
idea mostly is that analyzing the Tor’s protocol and then extracting charac-
teristics from network flow to train a machine learning model like SVM for Tor
traffic analysis [14,26]. However, with Tor protocol’s upgrading, pluggable trans-
mission protocol, such as Meek, obfsproxy and FTE, are introduced into Tor.
With the introduction of protocol hiding technology, the previous fingerprint
characteristics methods are no longer applicable. Based on the new generation
of Tor protocol, there are also some research studies on the Tor traffic analysis
[7,15,21], but the recognition rate is not high.

There are a few studies on traceability technology, which are also affected
by the pluggable transmission protocol. At present, there is no research on the
traffic tracking technology for the Tor protocol. Traditional traffic tracking tech-
nologies [27] are generally divided into active traffic analysis and passive traffic
analysis. Passive traffic analysis [1] will not have any impact on the anonymous
communication process. It only observes the communication process to infer the
relationship between users. Active traffic analysis [11,12,16,18,20,28] is mainly
to artificially interfere with the traffic, and to achieve neither the purpose of
exposure nor the means of intervention. There are some typical digital water-
mark model, such as packet transmission rate based watermark, inter packet
watermark and packet sending interval watermark.

3 Watermark Based Tor Cross-Domain Tracking System

Watermark based Tor Cross-domain Tracking System is illustrated in Fig. 1.
The overall structure of the Tor tracking system is based on the idea of SDN’s
(software defined network) data and control separation. SDN switches do not
run any protocol between them, which are only responsible for forwarding data
packets, and it is controlled entirely by the upper controller. Developer is able
to customize routing decisions and transmission rules in the controller.

Floo! 1ght Floo!\lght

Controller Controller
Embedding Matching
watermark watermark

Anonymous
IE |:> |:> Network

Sender SDN switch SDN switch Receiver

Fig. 1. Architecture of Watermark based Tor Cross-domain Tracking System.

Hence, this paper adopts the secondary development of the Floodlight con-
troller, intended to analyze OpenFlow protocol and issue flow table. The SDN
switch sends the matching data packet to the controller by matching the flow
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table. The controller embeds digital watermark into the target flow and then
sends flow’s data packets back to the SDN switch in the sender. The target flow
passes through Tor network, and the controller matches digital watermark of
target flow in the receiver. This architecture design only needs to modify the
codes on the controller, and does not need to modify the OpenFlow protocol in
the underlying switch, which make the implementation is more flexible.

The Floodlight controller communicates with the SDN switch through the
OpenFlow protocol. The controller can add, update, and delete flow table. The
switch selects and processes data packets according to flow table. OpenFlow
protocol supports three message types in the workflow of the entire architecture,
which include Flow-mod messages, Packet-in messages, and Packet-out messages.
The controller uses the Flow-mod message to deliver flow table to the switch
for updating flow table. If the data packet and flow table are inconsistent or the
operation defined in the flow table is to forward the data packet to the controller,
the switch sends a Packet-in message to hand the data packet processing right
to the controller. The controller uses Packet-out messages to send data packets
to the switch via the data channel, and hands the operation to the switch for
execution.

All message processing modules in Floodlight controller need to listen to
OpenFlow messages, and these modules must follow a certain calling sequence.
After each module processes them in sequence, the packet-in message will even-
tually reach the forwarding module, which is the key to processing the forwarding
of data packets between the sending device and the receiving device. Therefore,
we modify the relevant code for processing data packets in the forwarding mod-
ule to implement the digital watermark embedding and detection functions. The
work process of watermark based Tor cross-domain tracking system is illustrated
in Fig. 2.

Anonymous
== Network ==
- - .

AS inter-domain

Sender transmission Receiver
The controller issues The controller issues
a transmission rule a transmission rule
Embedding Extracting
watermark watermark
Determine
—> . .
relationship

Fig. 2. Work Process of Watermark based Tor Cross-domain Tracking System.
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4 Design of Digital Watermark Model

In this paper, we refer to the previous watermark model to design Tor’s water-
mark model in the watermark based Tor cross-domain tracking system. The
design of watermark model need to follow the principle of not affecting the
contents of the packet. Hence, we design three watermark models, that is inter
packet delay based watermark model, interval based watermark model and inter-
val gravity based watermark model.

4.1 Inter Packet Delay Based Watermark Design

The Inter Packet Delay (IPD) based watermark model encode watermark by
fine-tuning the timing of the selected packet. It is necessary to ensure that there
are enough packets in the watermarked network flow, and the watermark is
embedded only on the selected IPD. In order to make it difficult for an attacker to
detect the existence of a watermark without knowing the IPD selection function
and other watermark embedding parameters, it is necessary to obtain an IPD
on the basis of randomly selecting a packet set and randomly pairing.

Watermark Model. Suppose that network flow f has n(n > 1) packets, and
<P;,P;> (0 <1i < j<n—1) are two successive packet pair on the embedded
side. The sending time of packet P; and P; is t; and t; respectively. The sending
time interval dipd, ; of P; and P; is calculated as follows:

dipdi,j = tj —t; (1)
Pi Pj
N AN time
tin  IPD G
\ \ \\
\ \ N
\ \ \\
\ \ AN
oooooo \\ \\ C\\\ eecscee
1  —
T time
ti’ IPD’ tj’

Fig. 3. Schematic diagram of embedded watermark information bits in one IPD.

For one inter-packet delay to be embedded one watermark bit, we need to
add extra delay before sending the packet P;. The watermark bit embed equation
is shown as follows:
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where dz'pd;j is the time interval after embedding watermark, and the extra
delay c is calculated as follows:

c= (round(dzpdi’j—i—l) + (w—round(dzpdi’j—l—1> % 2—|—2> %2) * 8
s 2 S 2
3)
where w is the binary watermark information bit ‘1’ or ‘0’, and s is the selected
reference time length. The larger the value of s, the less the watermark bit is
embedded, but the longer it takes. A schematic diagram of embedding watermark
information bits in a single IPD is illustrated in Fig. 3.

Because of the randomness for embedding watermark bits in one inter-packet
delay, the success rate of watermark embedding is not high, and it is easily
affected by network disturbances. Therefore, the distribution of IPDs carrying
watermarks in the longer duration of the network flow is considered. A single
watermark bit is embedded in the average of multiple IPDs. As shown in formula
(4), in addition to the reference time length s, the number of data packet pairs
(redundancy amount) r needs to be selected.

: 1~ .
dzpdavg = ; Z dlpdk (4)
k=1

<Py, P> (0<<j<n-—1,1<k<r)is the k-th packet used to embed the
watermark bit, and the packet P j, is sent ¢; i, and packet P; j is sent ¢; 1, where
dipd,, = t; — ti . A schematic diagram of embedding watermark information
bits in multiple IPDs is shown in Fig. 4.

IPD(1) ‘
IPD(r)

t(i,1) tr) e t(G,1) tG,r) time

Fig. 4. Schematic diagram of embedded watermark information bits in multiple IPDs.

For the watermark information fw with a watermark bit number of I, (I41)x*r
random packets can be selected. Applying [ times to embed [-bit watermark
information in the selected network flow f.

Watermark Detection. Watermark detection is the process of determining
whether a given watermark information is embedded in the IPD of the selected
Flow. For the network flow f with [-bit watermark information arriving at the
detection end, <F;, P;> are two packets that have arrived one after another,
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and the arrival time of packet P; is ¢;/, and the arrival time of packet P; is ¢;/.
The interval aipd; ; between the arrival of P; and P; is calculated as shown as
follows:

az’pdm» = tj/ —t;/ (5)

The watermark information is extracted according to the watermark bit decoding
function w’ is calculated as follows:

ind. .
w' = round <azp”> %2 (6)
s

Where w' is the extracted one-bit binary watermark information bit ‘1’ or ‘0’.

Let the I-bit binary watermark information decoded from the watermark flow
f be fw', and set the error threshold h(1 < h < I). Compare fw’ with the original
watermark information fw. If fw’ and fw have different digits less than or equal
to h, then the watermark information fw can be considered to be detected in the
flow f, so that it can be determined that there exists communication relationship
between the receiver and the sender.

It should be noted that if the value of h is set smaller, the watermark detec-
tion rate is lower; if the value of h is set too large, even if the detection result
is also with the error range, an un-watermarked network flow may be misunder-
stood that there exists communication relationship between the receiver and the
sender. This situation is called system false positive. Hence, the error threshold
h needs a tradeoff to satisfy both a higher watermark detection rate and a lower
watermark false positive rate.

4.2 Interval Based Watermark Design

The Interval based Watermark (IW) model uses the characteristics of the invari-
able duration of the network flow to divide the duration of the selected network
flow into fixed-length intervals, and adjusts the number of packets in a specific
interval according to the watermark information bits to be embedded to achieve
the embedded watermark information bit. In this design, the time interval is
used as the carrier, so that the watermark is not affected by the change of the
number of packets.

Watermark Model. Suppose that, a random time offset o is set from the
beginning of the selected network flow f, and it is watermarked after the time
? has elapsed. Divide the network flow into multiple time intervals I; of length
T. Each I; contains X;(0 <14 < n — 1) consecutive packets. These packets X; is
independent and identically distributed with respect to the network flow f.

For the binary watermark information fw with a watermark bit number [,
divide every three intervals of the flow f into one group. Randomly select n
consecutive pairs of intervals, and randomly assign these consecutive pairs of
pairs so that each r group of consecutive intervals is used in pairs. To encode a

bit of watermark, where r = 7.
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The random allocation strategy for n sets of consecutive interval pairs is that:
the <3i,3i+1,3i+2>, <3(i+1),30@+1)+ 1,30 +1) +2>, <3(i+20),3(i+20)+
1,3(i+20)+2>, ..., <3[i+(r—1)I], 3[i+ (r—1){]+1, 3[¢+ (r—1)]]4+2> consecutive
interval pairs are used to encode the i-th watermark bit (0 <7 <[ —1).

In order to avoid conflicts between consecutive interval pairs when embed-
ding watermark information bits, every two pairs of interval pairs used to
embed watermark information bits need to be inserted as a buffer without
using watermark information bits. Therefore, in the selected n sets of con-
secutive intervals <Ii,j,17]i,j,27-[i,j,3> (0 <i<Il-1,0 < 3 < r— 1), Ii,j,l
is the buffer interval, and <I; o, l; ;3> is used as the i-th watermark of the
encoding the j-th group of bits embeds a space pair. Each interval contains
Xijk(0<i<l—-1,0<j<r—1k=1,2,3) consecutive data packets.

Without artificial interference, the arrival times of the data packets are evenly
distributed in each time interval, so the exception u of the number of pack-
ets contained in each interval is the same. The model chooses to encode each
watermark bit as I; ;o and I; ;3 with a difference in the number of packets
Y;;(0<i<l—-1,0<j<r—1), as shown as follows:

Xij2 — Xij3

Yij = 5

(7)
The average of all the r packet amount deviations Y; ; for encoding the i-th
watermark bit Y; . is calculated as follows:

Vi, =3 v, (8)

The expectation of the number of packets in each interval is u, and the
number of packets X; is independent and identically distributed with respect to
the network flow f, the expectation of Y; , is calculated to be 0. Therefore, the
binary watermark information bit ‘0’ or ‘1’ can be encoded through increasing
or decreasing Y; , by u, that is, by adjusting the number of packets X ;2 and
X j,3 within I, j o and I; j 3 respectively to makes the distribution of Y;T shift
by u to the right or the left.

When the watermark to be embedded is ‘0’, increasing Y;, by u can be
achieved by increasing Y; ; by u, that is, increasing r pieces of X; ;2 by v and
decreasing r pieces of X; ;3 by u. The former is accomplished by adding packets
to the interval I; ;o: adding a delay T to all packets Xj; ;1 in the buffer interval
I; j1 of the current interval pair, and moving all packets in the interval I; ; 1 to
the current interval I; ;2. The latter is accomplished by clearing all packets in
the interval I; ; 3: adding a delay T" to all packets X; ;3 in the current interval
I; ;,3, and moving all packets in the interval I; ;3 to the buffer interval I; ;1 of
the next interval pair. When the watermark to be embedded is ‘1°, Y;T is reduced
by u, the method is the opposite of the above. The schematic diagram of the
embedded watermark information bit is shown in Fig. 5.
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When the watermark to be embedded is ’0’
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Fig. 5. Schematic diagram for embedding watermark in the IW model.

Watermark Detection. For the watermark flow f embedded with [-bit water-
mark information arriving at the detection end, by recording the number of
packets X; ;o and X; ;31,0 < j < r — 1) for the embedding interval pair
<1l j2,1; 53> (0<i<1-1,0<j<r—1), the i-th watermark bit is extracted
according to the following strategy:

— Step 1: Let w; 0 = 0, and calculate the average value of the number of packets
Xi 42 and X ;3 in the embedding interval pair as follows:

Xije=(+1)" ZszQ 9)

X;j73 (G+1)" ZXl,kﬁ (10)

— Step 2: WhenXHQ >X”3, let w; ; = 0;

Step 3: When X ;2 < Xijs, let w;; =1,

— Step 4: When j > 1 and X j» = X 3, let w; j = w; j—1;

— Step 5: Return to Step (1), repeat r times, and finally get w; ,—_1 is the i-th
watermark bit obtained by decoding.

Repeat the above strategy [ times to decode the complete [-bit binary watermark
information fw' from the watermark flow f. Set the error threshold h(1 < h <)
and compare fw’ with the original watermark fw. If the number of different bits
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of fw' and fw is less than or equal to the error threshold h, then It is deter-
mined that there is a communication relationship between the receiver and the
sender; otherwise, it can be considered that there is no communication relation-
ship between the receiver and the sender.

4.3 Interval Gravity Based Watermark Design

According to the characteristics of the invariable constant duration of the net-
work flow, the Interval Gravity-based Watermark (IGW) model divides the dura-
tion of the selected network flow into fixed-length intervals, and adds delay to
change the time of the packet arrival interval, intended to make the time distribu-
tion gravity of the packet arrival time shift to achieve the purpose of embedding
the watermark information bits.

Watermark Model. Suppose that there is a random time offset o for a given
network flow f, and the constant duration is defined as Ty after 0. There are X
packets added watermark in this selected network flow, and he time stamp of
the starting point of the watermark is tg.
For binary watermark information fw with a watermark bit number of I,
Ty is divided into 2n intervals with I; of length T, and each I; contains X;
consecutive packets. The sending timestamp of the data packet P, ;(0 < i <
2n —1,0 < j < X;_41) is t; j, which is time-lag relative to the start point of the
interval I;. The time offset of F; ; from the starting time in the time interval I;
is shown as follows:
Atiﬁj = {ti,j — to}%T (11)

Choose n intervals from the 2n intervals in the I; at random to construct a
new interval named Interval Group A, denoted as I,f (0 <k.<n-—1), and the
other n intervals in the I; form a new interval named Interval Group B, denoted
as IP. Then randomly assign intervals for groups A and B respectively, intended
to make every 2r intervals to build a watermark bit, where r = 7.

The randomly assignment strategy of the 2n intervals is that: set z(0 < x <
2n — 1) to denoted as interval number, and then choose number i?i + [7¢ +
2177?77 + (2r — 1) interval to encode the i-th (0 < i < [ — 1) watermark bit
respectively. Assign the z-th interval to Interval Group A if £%2 = i%2;
otherwise, assign the z-th interval to Interval Group B.

Ii‘f‘j and IZ% are represented as the j-th (i < j < r — 1) interval in the i-
th0 < i <1 —1 encoded watermark bit for Interval Group A and B respectively.
X{f‘j and ij are the packet amount for the interval I;f‘j and Ifj respectively,

and X and XP represent the packet amount in the i-th encoded watermark
bit respectively.



64 J. Ding and Z. Chen

r—1
X=X} (12)

§=0

r—1
P=>"xP (13)

j=0

According to the Eq.(11), we can calculate the time offset Atf}j’k and
Atfjk(0<i<l—1 0<j<r—10<k<X,;;—1) for the k-th packet of
the interval I Aj and I B- respectively. Aggregate r timestamps in interval Group
Aand B respectively, and the time offset gravity of packet for Interval Group A
and B is respectively calculated as follows:

erl Xf,‘j_l ANtA
7=0 k=0 [N

A= (14)
X
ZT_ 1 XiBJ AtB
=0 k=0 i,k

As the time offset of the arrival interval for the packet P; ;  evenly distributed
over [0,T), then we can calculate the time offset gravity of the packet arrival
interval is % for Group A and B respectively. Hence, the interval based water-
mark assignment chooses the time offset gravity deviation of each pair encoded
watermark bit A; and B;, denoted as follows:

Y;=A; — B; (16)

According to adjust the time offset gravity of Group A or B, we can make the
distribution of Y; pan right or pan left to embed binary watermark information
bit 1 or 0. Suppose that the maximum manual adding delay c(c¢ < ¢ < T),
when the encoded binary watermark bit is 1, then we can make the distribution
of Y; pan right § by adding A;, which means that manual adding extra delay
k(0 < ¢ <c) foreachpacketP“k(O <i<l-1,0<j<r-1,0<k< XA-—l)
in the r intervals I;?] The packet P ; delay strategy is follow the equation
shown as follows:

T
Att] k =c+ ﬁAtfj,k (17)

where At " represents the time offset of the corresponding interval after
adding delay7 and its calculation is shown as follows:

At = (A —to + ) %T (18)

Then the adding extra delay c; for each packet P ;1 is calculated as follows:

cp=c— E[(AtA

T ik — to) AT (19)
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After adding delay, the time offset of the arrival interval for the packet P ;
evenly distributed from [0,7") to [¢,T), illustrated as Fig.6. The time offset

gravity of the arrival interval in Group A; is T;‘ ¢, and the distribution of Y;

pans right 7, intended to embed the binary watermark information bit ‘1’.

e || JUD D0
patemarie HHHHH ......

0 c T time

One interval

Fig. 6. Schematic diagram for altering the distribution of the packet arrival time.

Similarly, when the watermark bit to be encoded is ‘0’, then we can make
the distribution of Y; pan left § by adding B;, which means that manual adding
extra delay ¢, (0 < ¢ < ¢) for each packet P; ; x(0<i<1-1,0<j<r—-1,0<
k< XZ% — 1) in the r intervals IZ%-, intended to embed the binary watermark
information bit ‘0’.

Watermark Detection. For the watermark flow f embedded with [-bit water-
mark information arriving at the detection end, we can record the arrival time
offset of all the packets in every interval to calculate the arrival time offset gravity
of Group A and B respectively, and then calculate the gravity deviation Y;.

If Y; is larger than 0, then the binary watermark information bit is determined
to be ‘1’; otherwise, the binary watermark information bit is determined to be
‘0.

Suppose that the complete [-bit binary watermark information decoded from
the watermark flow f is fw’, and at meanwhile the error threshold is set to
h(1 < h < 1). Compare fw' with the original watermark information fw, if
fw’ and fw are not the same number of bits less than or equal to the error
threshold h, it can be determined that there is a communication relationship
between the receiver and the sender; otherwise, It can be considered that there
is no communication relationship between the receiver and the sender.
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5 Experimental Results

5.1 Experiment Design

The implementation of watermark based Tor cross-domain tracking system needs
to reduce the possibility of watermark information being discovered, that is, to
achieve high concealment, without affecting the service quality of the user as
much as possible. Therefore, in the experiment, the controller of the watermark
embedding end performs protocol analysis on the arriving data packets, and only
the watermark embedding is performed on the TCP data packets. Depending on
the selected watermark model, watermark the data packets returned from the
server to adjust the server-side traffic, or add watermarks to the data packets
sent from the client to adjust the client-side traffic. It ensures that the loading
time of the webpage can be affected as little as possible when the watermark
is embedded, thereby ensuring the user’s access efficiency and improving the
concealment of the watermark.

In the experiment, the three designed watermark models and detection
schemes are respectively applied to watermark based Tor cross-domain tracking
system, and the Eclipse software is used in the Floodlight controller to imple-
ment the programming in Java. In the experiment, a file with a size of 1G was
placed in the Apache webpage set up by the server, and the client generated
traffic by using the wget command on the terminal to download the file.

The experiment applies detection precision rate and false alarm rate [23]
to estimate the results for the three watermark models. Meanwhile, the three
watermark models are tested in an experimental environment without going
through the intermediate springboard host, and the client directly accesses the
server.

5.2 Results Analysis of IPD Model

Set the length [ of the watermark information to 20 bits, the size of the watermark
information bit interval to 2, the number of delayed packets embedded between
different watermark bits to 5, and the error threshold & to 3. Adjust the value of
the redundancy amount r and the additional delay time ¢ to perform multiple
experiments on the network flow. The shortest test duration is about 2 min.
First, test the effect of the additional delay ¢ on the watermark detection
precision rate and the system false alarm rate. Set the number of redundancy
r = 10 and adjust the additional delay c. The test results are shown in Table 1.

Table 1. Effect of additional delay ¢ on the watermarking system (r = 10).

Additional delay ¢(ms) |¢=5 |¢=10 ¢=15 ¢=25 |¢=50
Detection precision rate | 84.10% | 92.70% | 93.20% | 93.70% | 94.00%
False alarm rate 9.10% | 6.60% | 7.30% | 6.10% | 4.10%
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According to the experimental result shown in Table 1, when the redundancy
amount 7 is Invariant, the detection precision rate will increase as the additional
delay c increases, and the false alarm rate will decrease as the additional delay ¢
increases. When error threshold h is set increased, both detection precision rate
and false alarm rate will increase. Hence, the system need to set a reasonable
error threshold to make that detection precision rate reach to 100% and false
alarm rate can ben guaranteed to be below 5%.

Table 2 and 3 show the effect of redundancy amount r on the detection pre-
cision rate and the false alarm rate. The error threshold is set to h = 0, and
additional delays ¢ = 5ms and 15ms, respectively, and adjust the number of
redundancy r.

Table 2. Effect of redundancy amount r on the watermarking system (¢ = 5ms)

Redundancy amount r |r=5 |r=10 |r=15 |r=20 |r =25
Detection precision rate | 80.50% | 84.10% | 90.00% | 98.10% | 99.00%
False alarm rate 7.20% | 6.10% | 4.30% | 4.10% | 3.90%

Table 3. Effect of redundancy amount r on the watermarking system (c = 15 ms).

Redundancy amount » [r=5 |r=10 |r=15 |r=20 |r=25
Detection precision rate | 94.70% | 93.20% | 97.70% | 99.30% | 98.90%
False alarm rate 4.20% | 3.30% | 4.00% | 2.00%| 3.10%

According to the experimental result shown in Table 2 and 3, when the addi-
tional delay c is Invariant, as the redundancy amount r increases, the detection
precision rate basically increases and the false alarm rate basically decreases.
When ¢ = 5ms and the error threshold h is set to 11, the detection precision
rate can reach to 100%, but the false alarm rate will also reach to 10%. When
setting the error threshold to h = 5, the detection precision rate is above 90%
and the false alarm rate is guaranteed to be below 5%. When ¢ = 15ms and
the error threshold h = 3, detection precision rate reach to 100% and the false
alarm rate is below 5%.

5.3 Results Analysis of IW Model

Set the length of the watermark information to I = 24 bits, the time offset to
o = 65, the redundancy amount to r = 12, and the error threshold to h = 3.
Adjust the value of the time interval length T to perform multiple experiments
on the network flow, and test the effect of the length of the time interval T on
the detection precision rate and the false alarm rate. The results are shown in
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Table 4. As T increases, the test duration also increases, and the test takes about
15 min at one time.

Table 4. Effect of time interval 7" on the watermarking system.

Time interval T'(ms) T=10|T =50 |T =200 T =500
Detection precision rate | 65.20% | 83.50% | 100% 100%
False alarm rate 12% 3% 1% 1%

Analyzing the results in Table4, it is known that with the increase of the
time interval T', the detection precision rate is increasing, and the false alarm
rate is decreasing. When the time interval T is set to 50 ms, setting the error
threshold h = 5 can make the detection precision rate reach to 100% and the
false alarm rate is lower than 1%.

The above test is performed without the system passing through the interme-
diate springboard host. The client directly accesses the server. Both are located
on the same network segment, and the delay of network interference is very
small. Therefore, in the experiment, a network interference delay D was artifi-
cially added to test the influence of the network interference delay on the detec-
tion precision rate and the false alarm rate. The fixed time interval is set to
T = 200 ms.

Table 5. Effect of network interference delay D on the watermarking system.

Network interference delay D | D =0|D =50 D =100 | D = 200 | D = 300
Detection precision rate 100% |100% |87.50% |58.30% |43.50%
False alarm rate 1% 3% 6% 15% 27%

Analysis of the results in Table5 shows that when the time interval T is
Invariant, as the network interference delay D increases, the detection precision
rate decreases and the system false alarm rate increases. In particular, when the
network interference delay D reaches the same as or exceeds the time interval
T, the detection precision rate and false alarm rate of the system will be greatly
affected.

The experiment also simply tested the effect of the length [ and the redun-
dancy amount r of the watermark information on the detection precision rate
and the false alarm rate of the system. The results show that the larger the
redundancy amount r, the higher the detection precision rate and the lower the
false alarm rate. The length [ of the watermark information has no significant
effect on the system. But the larger both r and [, the longer the test duration of
the experimental process.
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5.4 Results Analysis of IWG Model

Set the length of the watermark information to [ = 32 bits, the time offset to
o = 10s, the redundancy amount to 7 = 14, and the error threshold to h = 3.
Adjust the value of the time interval T" and the artificially added maximum
delay ¢ to perform multiple experiments on the network flow. The test results
are shown in Table 6. The test time will increase with the increase of T', and the
test time is about 10 min.

Table 6. Effect of time interval T' and maximum delay ¢ on the watermarking system.

Interval T'(ms) |7 =10 T =150 T =200 T = 500

Max delay c(ms) | 5 7 25 35 80 150 200 | 350
Precision rate 75.20% | 79.50% | 92.10% | 94.30% | 98.10% | 100% | 100% | 100%
False alarm rate |4.80% |3.60% |3.10% |3.00% |1.60% |2% |0.70% | 0.80%

The results in Table 6 shows that, as the time interval T increases, the detec-
tion precision rate increases, and the false alarm rate decreases. When the time
interval T is invariant, the larger the ratio of the time interval T' occupied by
the maximum delay ¢, the higher the detection precision rate. When the time
interval is set to T = 50ms, setting the error threshold h = 5 can make the
detection precision rate reach to 100% and the false alarm rate drops below 3%.

The experiment tested the effect of changing the value of the redundancy
amount  on the system when the time interval length is set to 7" = 50 ms and
the maximum delay is set to ¢ = 35ms. The test results are shown in Table 7.

Table 7. Effect of redundancy amount r on the watermark system (7" = 50ms, ¢ =
35ms)

Redundency amount r |r=14 |r=16 (r=18 |r =20
Detection precision rate | 94.30% | 95.30% | 94.60% | 96.80%
False alarm rate 3.00% | 2.80% | 2.60%| 2.70%

The results in Table8 show that the larger the redundancy amount, the
higher the detection precision rate and the lower the system false alarm rate.

The experiment also tested the effect of changing the value of the redundancy
number 7 when the time interval length is set to 7' = 500 ms and the maximum
additional delay is set to ¢ = 350 ms. The test results were that the watermark
detection rate reached to 100% and the false alarm rate is lower than 1%. It
shows that when the time interval length T is sufficiently large, the effect of the
redundancy number on the system is small. At the same time, the larger the
number of redundancy 7, the longer the test time required for the experiment.
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Table 8. Comparison of three watermark models on the system.

Watermark model IPD W IWG

Min test time 2 min 15 min 10 min

Average of detection precision rate  about 80% | about 95% | about 95%

Average of false alarm rate about 10% | about 3% | about 3%

Anti-interference ability weak strong strong

5.5 Results Analysis

Compare the results of the three watermark models in Table 8, there are some
conclusions:

6

Among the three model, IPD-based watermark model has the simplest embed-
ding and detection methods, the shortest test time, and the number of data
packets in the selected network flow is not high. However, the anti-interference
ability of the system is weak, and the watermark is not robust. Attackers can
easily recover or modify the watermark information.

Among the three model, IW model and IWG model’s average detection pre-
cision rate is the highest and the false alarm rate is the lowest. When the
time interval length T is longer, the anti-interference ability of the system
is stronger, but at the same time, the service quality of the user is reduced.
Both two models use a method to bind the watermark to a specific interval,
so that the embedded watermark is not affected by changes in the number
of data packets. However, these two solutions require a longer test time and
require that the selected network flow has enough data packets.

Conclusion

In this paper we design watermark based Tor cross-domain tracking system and
three watermark models on the Tor network tracking: IPD model, IW model and

IWG model. The watermark model and detection system are designed separately.
According to the test results, the impact of each watermark models on system
performance is analyzed, and the availability of Tor tracking system is verified.

The work of this paper is shown as follows:

Design the watermark based Tor cross-domain tracking system for Tor’s net-
work communication entity based on the SDN, so that the control right is
completely managed by the upper-level controller, without adding configu-
ration information to the underlying network equipment, which is easy to
operate and implement.

Design three watermark models to design watermark schemes. The system
can use different watermark schemes in different network situations, making
the system more flexible.
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The deficiencies in the watermark based Tor cross-domain tracking system
designed in the paper are shown as follows:

— In the network transmission, there is only one intermediate springboard host
between the client and the server. The network test environment is relatively
simple, and the watermarking scheme is not tested in a more complicated
network environment.

— The system uses the client to access the webpage set up by the server to
generate traffic. In the three watermarking schemes that require artificial
delay, the rate of the user accessing the webpage will be significantly slower,
which affects the user’s service quality.

— In the scheme that uses the time interval as the watermark carrier, the selected
interval time is relatively long, so the number of data packets in the network
flow is required, and the system does not have strong concealment.

— The offline detection method is used in watermark detection. Therefore, for a
large number of network flows, the system cannot extract watermark informa-
tion in time, and cannot quickly determine the communication relationship
between the sender and receiver to locate the attacker.

In view of the shortcomings of the system designed in this paper, our future
work contains the follows aspects: (1) Several intermediate springboard hosts
are set up between the client and the server, so the network flow can go through
a complex network environment after watermarking. Improve anti-interference
ability of the system, the solution based on the test results, and enhance the
robustness of the system. (2) To improve the method of generating traffic, we
consider adding watermarks to the traffic generated by webpage advertisements,
and try to optimize the active network watermark system without affecting users.
(3) Improve the watermark detection method, so that the system can quickly
determine the communication relationship between the sender and receiver to
determine the location of the attacker, based on the large number of incoming
network flows.
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