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Abstract. Smart grid is the next-generation grid that combines advanced power
technology and modern communication technology. Smart meters face serious
security challenges such as the leakage of user privacy and the absence of trusted
third parties. Blockchain provides a viable solution that can use its key technolo-
gies to solve these problems. In blockchain technology, there is no necessary
need of the third party in the energy supply sector. We introduce decentraliza-
tion into smart grid, and a blockchain-based data aggregation scheme is designed.
Due to the transparency of data in blockchain, the privacy of users may be dis-
closed. Therefore, our scheme adopts Paillier cryptosystem algorithm to encrypt
the user’s electricity consumption data, realizing the confidentiality of electricity
consumption data, which is convenient for billing and power regulation. Through
performance analysis of the scheme, it shows that the scheme has better security
and better functions.
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1 Introduction

The traditional power grid adopts centralized power generation to meet the power
demand. Therefore, the security of the centralized way is too dependent on the con-
trol center or the trusted third party. The smart grid based on the physical grid system
using sensor measurement technology, communication technology, control technology
and computer technology [1]. The information flow between suppliers and users in smart
grid is bidirectional, while the traditional power grid adopts the unidirectional central-
ized system. Users can control the intelligent use of household appliances and equipment
at any time according to the floating situation of electricity price in different time peri-
ods. Suppliers can automatically monitor the grid, prevent power outages, optimize grid
performance, etc. However, the process of smart grid power consumption data collection
may lead to the leakage of user privacy information [2, 3].
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Blockchain technology has attained significant attention recently and provides a
number of ways for reliable processing and storage of data in a decentralized man-
ner. It is now recognized that trustless decentralized energy production and transfer
using blockchain technology is a promising approach. This work proposes a novel
blockchain-based decentralized green energy distribution system for trustless reliable
energy exchanges in a smart grid. The proof of distribution problem in a decentral-
ized environment is first formalized. Finally, a decentralized green energy distribution
smart-grid case study is presented to demonstrate the utility of the system in real-life
situations.

The main contributions of this paper are as follows:

1) Decentralization: the proposed scheme is reliable as it does not rely on a trusted
third party or central authority and all processes are conducted in a decentralized
manner through blockchain nodes.

2) Data integrity: since the previous smart meter data aggregation methods are central-
ized, unlike blockchain, which allows request verification through hash mechanism.
BLS signature and Paillier encryption are based on bilinear pairing, which guarantees
the security and integrity of message transmission.

3) Mining node selection: The smart meters select a mining node through leader election
algorithm, the mining node records smart meters’ data into the blockchain.

Note that the original idea has been presented in the original conference paper.
Compared with the original conference paper, this paper adds an author who partici-
pated in the revision of the paper. In the current version, the system model diagram and
Blockchain structure diagram have been modified, and the graph description of leader
selection algorithm and the Paillier cryptosystem introduction are added to make it easier
to understand. The algorithm in this paper is compared with the existing algorithm in
detail, which better reflects the advantages of the algorithm in this paper.

The rest of this paper is organized as follows. Section 2, we introduce the previous
work in privacy-preserving data aggregation. Section 3, Blockchain, bilinear pairing,
Boneh-Lynn-Shacham Short Signature, and the Paillier cryptosystem are given. System
model and design goals are introduced in Sect. 4. In Sect. 5, our scheme is described in
detail. The security analysis is in Sect. 6. In Sect. 7, the performance of our scheme is
evaluated. We conclude our research in Sect. 8.

2 Related Work

In order to protect the privacy of users in smart meter data aggregation, many scholars
provide various schemes.

Li et al. [4] proposed a privacy-preserving multi-subset data aggregation scheme
(PPMA), their scheme based on Paillier cryptosystem, which enables the aggregation
of electricity consumption data of different ranges. Liu et al. [5] proposed a privacy-
preserving data aggregation without any TTP. In this scheme construct a virtual aggre-
gation area for users with a certain degree of trust to shield the data of a single user. Guan
et al. [6] proposed adjust the aggregation threshold according to the energy consumption
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information and time period of each specific residential area to ensure the privacy of
personal data during the aggregation process, while supporting fault tolerance. Karam-
pour et al. [7] proposed use Paillier encryption system and AV net mask to realize the
aggregation of privacy protection data in smart grid can effectively protect the privacy
of user data without any security channel. However, the above research methods do not
consider the trusted environment.

To achieve a trusted environment, several studies used blockchain as privacy-
preserving method for data aggregation. Guan et al. [8] proposed a privacy-preserving
data aggregation scheme for power grid communications. The study divided users into
different groups and each group has a private blockchain. The study uses multiple
pseudonyms to hide users’ identity. In this scheme, key management center (KMC)
is used to generate multiple public and private keys for users, which does not realize
decentralization.

3 Preliminaries
In this section, we briefly introduce the necessary background.
A. Blockchain

Blockchain technology was first proposed in 2008 by Satoshi Nakamoto for Bitcoin [9].
Blockchain technology has been widely used in payment, Internet of things, healthcare,
finance and so on [10]. Blockchain is a decentralized distributed ledger database main-
tained by network-wide nodes [11], which comprising a chain of different data blocks
in a chronological order. All hash data added to the block is immutable. Blockchain
is a new application mode of consensus mechanism, distributed data storage, encryp-
tion algorithm and so on. Its key technologies include block structure, Merkle tree, P2P
network, hash function, timestamp, asymmetric encryption mechanism, etc. [12].

B. Boneh-Lynn-Shacham Short Signature

Boneh-Lynn-Shacham (BLS) Short Signature [13] scheme is a typical bilinear pairing
scheme. The scheme uses a SHA-256 hash function H; : {0, 1}* — Gjandgisa
random generator of Gy, and a bilinear map e : G; x G — G7. The BLS signature
scheme is divided into three phases:

1) Key generation: The secret key x € Z*, and compute the public key PK = x - g.

2) Signature: The plaintext m € G1, and compute the signature o = x - H (m)

3) Verification: If e(o, g) = e(H (m), PK), then the signature is verified. Otherwise
fails.

C. Paillier cryptosystem

Paillier cryptosystem [14] is an additive homomorphic encryption system that allows
computation of encrypted data. The additive homomorphic encryption property can
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directly calculate the encryption of their sum from the multiplication of the encrypted
values of some data, thus effectively protecting the privacy of the data. It includes the
following three algorithms:

1) Key generation: Randomly select two large primes p and q, where |p| = |q| = [k]|.
Then calculate A = lem(p — 1, g — 1). Defined a function L(v) = V;]—l, where N
= pg. Choose a generator g € Z;\"/z, and calculate = (L(g* mod N?))~! mod N.
The public key is (N, g), and the corresponding private key is (A, ).

2) Encryption: Given a message m € Zy, choose a random number r € Zy.
ged(r, N) = 1, The ciphertext is calculated as C = Enc(m) = g - r¥ mod N 2,

3) Decryption: Given the ciphertext C € Zy, The corresponding message is decrypted
as m = Dec(C) = L(C* mod N?) - mod N.

4 System Model and Design Goals

A. System model

The system model of BDPDA demonstrated in Fig. 1 consists of operation center (OC)
and smart meter (SM) in the residential area (RA). In our scheme, we mainly focuses on
remove the control center and the trusted third party while protecting the data privacy
of the user’s smart meter.

Blockchain
S 5 aga ) e ) &0 Q¢
sm% SM Sh&% SN SM
ot A oo LT ame

ocC

Fig. 1. System model
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1) Operation center (OC)

The operation center reads the real-time power consumption data aggregated by the
mining nodes of each block from the private blockchain for billing, power consumption
trend analysis, adjustment of power generation plans, and dynamic pricing. To increase
efficiency, each administrative district will establish its own OC.

2) Smart meter (SM)

A SM is an electricity meter for each user’s site in the residential area. The smart meter
regularly and simultaneously (e.g. once 15 min) collects the power consumption data of
each user’s household electrical equipment. Peer-to-peer (P2P) communication is used
between SMs. Each residential area uses leader election algorithm to select a smart meter
from the smart meters as the mining node (MN), Then each residential area constructs
a block through MN.MN is responsible for generating system parameters, authenticates
the legitimacy of the data transmitted by the smart meter and aggregates the encrypted
data. Then, SM encrypts all kinds of collected data and uploads it to the MN after a short
period of time.

B. Design goals

To solve the issues mentioned above, ensure the integrity and privacy of users’ power
consumption data while decentralizing and de-trusted third parties, the design goals
include four aspects.

1) Privacy-preservation. Neither OC nor any other user has access to the user’s data in
the residential area. An external adversary cannot obtain the user’s power consump-
tion data, even if he knows the cipher text and public key. When the adversary and
OC collude with each other, they can’t get the power consumption data of a single
user’s smart meter.

2) Decentralizing. The BDPDA scheme does not need a trusted third party or central
authority.

5 The Proposed Scheme

In this section, the data aggregation of decentralized smart grid based on blockchain is
proposed. The notations are listed in Table 1.

A. System Initialization

OC collects electricity consumption data of L residential areas. There are n smart meters
in RAj. Through leader election algorithm, selects a SM as a mining node from the n
SMs in RAj, then constructs the jth block, where MNj is the root of the Merkle tree
in the jth block. The state change of leader election algorithm is shown in Fig. 2. The
consumption data of SMs in RA] is aggregated to MN through Merkle tree. The structure
of Blockchain is shown in Fig. 3.
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Table 1. Notations

Symbol Definition

gl, g2 A generator of G

RAj The Jth residential area

mj Power consumption data of the ith smart meter in RA;
n Number of smart meters in the jth residential area

H1 Hash functions: H1 : {0,1}* — G

L Number of residential areas

SM; Smart meter in jth residential area

MN; Mining node of the jth residential area

M; The aggregated electricity consumption data of the j-th residential areas
I Concatenation operation

begin

Follower

Time out, Receives votes from

Start election majority of nodes

Time out,

Discover current

New election

leader or new term

Discover node with higher term

Fig. 2. State transition model of leader election algorithm

MNj runs Bilinear parameter generator Gen (k) to generate (g, g1, G1, G2, e), and g1

is a generator of G1. MN calculates Paillier cryptosystem public key (N, g2), correspond-

ing private key (A, i), g2 € Z]’\‘ﬂ. MN choose a SHA-256 hash function H; and a secure

cryptographic hash function H,, where H; : {0, 1}* — Gy, Hy : {0, 1}* — {0, 1}*.
MNj publishes the system public parameter {q, g1, g2, G1, G2, e, N, H1}.
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Block j-1 Block j Block j+1
Block Head Block Head Block Head
Hash of Block j-2 Hash of Block j-1 Hash of Block j
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Fig. 3. Blockchain structure in our scheme

B. Ciphertext generation

1) Step 1: SM; selects a random number x; € Z;‘ as the private key and computes the
corresponding public key PK; = x; - g1.

2) Step 2: SM; collects electricity consumption data at timestamp T, and computes the
Hash value H; (T), then selects a random number r; € Zj; to generate ciphertext:
Ci=gy x (ri x Hy(T))® mod N2

3) Step 3: SM; generates the BLS short signature o; = x; - H1 (C;||PK;||T5;), Ts; is the
current timestamp to prevent replay attack.

4) Step 4: SM; sends C;||PK;||T5;||o; to MN through the Merkle tree.
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C. Ciphertext aggregation

1) Step 1: After receives Ci||PK;||Tsillo;,  MN;  verifies  whether
e(oi, g1) 2e(H1 (Cill PK; || Tsi), PK;)

hold, the signature is valid and MN; will accept SM;’s ciphertext. In order to make
the verification more efficient, MN; adopts batch verification.

2) Step 2: MN; aggregates the ciphertext.

n n zn: m; n
C =[[¢=]]s: i-HM)N modN*> = g5 -[] i Ha(T)" mod N°

i=1 i=1 i=1

D. Ciphertext Decryption

MN; uses the private key (A, ) to decrypt the aggregated ciphertext to obtain the
aggregated electricity consumption data M; of the j-th residential district.

n
M; =L(C)‘ modN2)~umodN: Zml-

i=1
E. Data reading

MNj generates the j+1th block, and adds the j-th block to the blockchain after the j-1
block. OC obtains the power consumption data through the public key read blockchain.

6 Security Analysis

A. Privacy-preserving

When an external attacker invades a smart meter, only the ciphertext Ci sent by a smart
meter can be obtained. Even if the malicious user intercepts the ciphertext Ci, because
he/she does not know the decryption key A of the Paillier encryption algorithm, he/she
cannot decrypt the ciphertext Ci to obtain the power consumption data of a single user.
The power consumption data of a single smart meter is not disclosed, so as to protect
the privacy of users.

B. Decentralized

In our scheme, the blockchain can be implemented without a trusted third party or central
authority, the availability and reliability of data is guaranteed by MN election. No single
organization can control or run SM. P2P network is adopted among smart meters to
realize decentralization. The whole process does not rely on a trusted third party to
make our solution more reliable and convenient.
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7 Performance Evaluation

The performance of BDPDA is evaluated in this section, including the computation
complexity of SM and OC, and the communication overhead.

A. Computation complexity

Compared with multiplication operation and exponentiation operation, Leader election
and Hash operation is negligible. In the BDPDA scheme, the computations in the data
aggregation process mainly include three phases, data encryption, batch verification
and aggregation, decryption. We denote the computational cost of an exponentiation
operation and a multiplication operation, by Texp, Tiul, respectively. The computation
complexities of the major entities in the system are as show in Table 2.

Table 2. Comparing computation complexity between the proposed scheme and other schemes

Scheme Ref. Overhead SM Overhead GW Overhead CC Overhead MN
[4] 3Texp +4Tmul | N Trul Texp + @n+ |-

3)Tmu]
[6] 4Texp + 3Thul 3Texp + (2n + 3Texp + 2Thul

DTmul

[7] 2Texp + 0T | nTiul Texp +3 — —

Tmul
BDPDA 2Texp + 4Tmul |- Texp + (0 + DTmul

We conduct the experiments with the cpabe0.10 [15] library on a 3.0 GHz-processor
and a 2 GB memory PC. As shown in Fig. 4, our scheme has advantage in computational
overhead compared with PPMA, EFFECT and Karampour’s schemes.

B. Communication overhead

The communication of the proposed BDPDA scheme is only SMi to MNj. Suppose
that SMi generates a 2048-bit ciphertext Ci and chooses 160-bit Zy;. Table 3 shows the
communication overhead of our scheme compared with the other three schemes with n
users. It is obvious that our BDPDA scheme has a lower total communication cost than
other schemes.

C. Comparison with Existing Schemes

This section describes the comparison of the proposed scheme with the existing schemes.
The comparison results show that schemes [4, 6] and [7] are not based on blockchain
and cannot achieve decentralization. Although scheme [8] is based on blockchain, it
uses Key management center to generate public and private keys, relying on trusted
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Fig. 4. Comparison of computational cost

Table 3. Comparing communication cost between the proposed scheme and other schemes

Scheme Ref. | SM-to-SM (bit) | SM-to-GW (bit) | GW-to-CC (bit) | SM-to-MN(bit)
[4] - 2048n 2048 -

[6] - 2048n 2048 -

[7] n(2048(n — 1)) 2048n 2048 -

BDPDA - - - 2048n

third party, so decentralization cannot be achieved. Therefore, as shown in Table 4, we
can see that the scheme proposed in this paper can protect user privacy while achieving
decentralization.
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Table 4. Comparison between proposed scheme and other related schemes

Security [4] [6] |[7]1 |[8] | Ourscheme
requirements

Blockchain-Based |No |[No |No | Yes | Yes

Decentralization No |No [No |No |Yes

Privacy Yes |Yes | Yes | Yes | Yes

Non-repudiation No |Yes |[No |Yes |Yes
Confidentiality Yes | Yes | Yes | Yes | Yes

Data Integrity Yes |Yes | Yes | Yes | Yes
Replay attack No |Yes |Yes | Yes |Yes
resistance

Data No |Yes |Yes |Yes |Yes
unforgeability

8 Conclusion

In this paper, BDPDA scheme for smart grid is proposed, the blockchain is used to
implement the decentralization of data privacy protection for the smart grid. The smart
meters select a mining node through election algorithm, the mining node records smart
meters’ data into the blockchain. BLS signature and Paillier encryption are based on
bilinear pairing, which guarantees the security and integrity of message transmission.
The security analysis has proven that our mechanism meets the requirements of pri-
vacy protection and security of smart grids. The performance evaluation shows that our
scheme has advantage compared with some popular data aggregation schemes in com-
putational efficiency. As future work, we will study the combination of blockchain and
other algorithms to aggregate multidimensional data and fault tolerance.
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