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Abstract. Wireless body area network (WBAN) is a network providing
healthcare, which is becoming more and more popular. However, the cru-
cial issues of security and privacy in WBAN should still be considered. In
this paper, we propose a secure access control scheme for WBAN, which is
based on ciphertext policy attribute-based encryption (CP-ABE). Specif-
ically, if the physician has attributes that satisfy the access structure
set by the patient, he/she can decrypt the patient’s physiological data.
A secure two-party protocol is adopted to protect data from internal
attacks. In addition, our scheme can implement the strategy that physi-
cians at different levels can only access the corresponding information of
patient, which is conducive to improving the efficiency of access. Secu-
rity analysis indicates that proposed scheme can resist various security
threats and achieve privacy preservation of patients’ sensitive informa-
tion. Compared with related schemes, our scheme is more secure and
efficient.

Keywords: Wireless body area networks · Access control · Sensitive
information · Privacy protection

1 Introduction

WBAN, a special wireless sensor network, is mainly formed by various low-
energy, low-cost, heterogeneous, tiny sensors worn on the body. As a popular
technology, WBAN has been widely used in e-health to monitor the patients
physical health in real time [11]. The sensors in WBAN, such as electrocardio-
graph (ECG), electroencephalography (EEG), blood pressure, are used to collect
and monitor the patients’ various physiological signals. The physiological infor-
mation processed by the sensor network will be transmitted to the remote health
care servers or the personal server device via Internet [9].

WBAN plays a very important role in today’s medical services because it
can bring people the following benefits [1]: i) provide remote health monitoring
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for patients; ii) achieve real-time diagnosis; iii) give much physical mobility for
patients; iv) reduce expenses to medical server; v) store patients’ medical data for
real-time accessing. However, the disclosure of physiological information could
bring a potential threat to patient’s privacy [7], e.g., the patient’s health status or
personal information could be inferred by physiological information. In addition,
if the patient’s physiological information is maliciously modified, it may cause
his/her condition to be misdiagnosed. Therefore, privacy-preserving technique
must be employed in WBAN communications. To solve the privacy problem,
many related schemes have been proposed for WBAN [8,12,14,15]. Zhang et al.
[15] use the biometric signal as the key to encrypt the medical data, and the
receiver can decrypt the data by using the same key. Li et al. [8] present an
anonymous mutual authentication and key agreement scheme for WBAN. To
protect the patient’s identity privacy, location privacy and sensor deployment
privacy, Zhou et al. [14] propose a secure and privacy-preserving key management
scheme for cloud-based WBAN. They embed the symmetric structure of human
body into the symmetric key mechanism of Blom by using blind technology
and improved secret sharing technology. Tian et al. [12] introduce the scheme of
access control of key policy attribute-based encryption (KP-ABE) [4] in WBANs.
In their schemes, the ciphertext can be decrypted if the attribute set related to
the ciphertext meet the access structures associated with user’s key. However,
comparing KP-ABE and CP-ABE [2], the latter is more suitable for data sharing
systems. The reason is that data users have the right to decide access policies in
CP-ABE [3,6,13]. Additionally, Hur [5] provides a CP-ABE scheme for a secure
data sharing system, which solves the key escrow problem by using a secure
two-party computation (2PC) protocol.

The above mentioned schemes cannot satisfy the requirements of resisting
internal attacks and hierarchical access at the same time. Therefore, we propose
a secure user access control scheme for WBAN in this paper. Specifically, the
main contributions of this work are as threefold.

(1) Firstly, we propose a scheme based on CP-ABE, which employs the 2PC pro-
tocol mentioned in scheme [5] to ensure the confidentiality of patient’s phys-
iological information. Security analysis indicates that the proposed scheme
can resist not only external attacks but also internal attacks.

(2) Secondly, in order to improve the diagnosis efficiency, the proposed scheme
can realize hierarchical access, that is, physicians at different levels can only
access the corresponding information of patient.

(3) Finally, the performance and security of the proposed scheme are analyzed.
The results show that the proposed scheme is efficient and secure, and is
suitable for WBAN.

The remaining part of the paper is organized as follows. We introduce some
preliminary knowledge in Sect. 2. In Sect. 3, we propose the concrete scheme.
The security analysis is described in Sect. 4. We also discuss the performance
evaluation in Sect. 5. Finally, we draw our conclusions in Sect. 6.
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2 Preliminaries

2.1 System Model

The entities in our scheme are as follows: a key generation center (KGC), a data
server (DS), a physiological data owner (PDO) and a set of physicians, as shown
in Fig. 1. We assume that KGC and DS could become the internal attackers
under the influence of adversary.

(1) Key generation center (KGC): KGC is an honest-but-curious institution
which generates parameters for CP-ABE. It is responsible for publishing,
revoking, and updating physician’s attribute key, and granting differential
access permissions to physicians according to their attributes.

(2) Data server (DS): DS is an incompletely trusted institution for key genera-
tion, which is responsible for providing stored data access to external users.

(3) Physiological data owner (PDO): PDO has physiological data, and can
upload the data into the DS for monitoring. In addition, PDO is respon-
sible for dividing the information into different levels and defining access
policy.

(4) Physicians: Physicians include resident physician, physician-in-charge, asso-
ciate chief physician and chief physician. Physicians with different titles can
access the corresponding level of physiological information on DS.

Fig. 1. System model.

2.2 Design Goals

Based on the aforementioned system model, we design a secure user access con-
trol scheme that has the following two desirable objectives.
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(1) Security. The adversary cannot eavesdrop on the patient’s information from
the transmitted data, thus ensuring the patient’s privacy.

(2) Efficiency. In the proposed scheme, physicians at different levels can only
obtain corresponding information, which improves the efficiency of the sys-
tem to a certain extent.

2.3 CP-ABE Scheme

CP-ABE scheme [2] consists of the following four algorithms:

(1) Setup: The public parameters PK and master key MK are generated by this
algorithm.

(2) Encryption: Input a plaintext M, the public parameters PK and an access
structure T, output the ciphertext CT.

(3) Key generation: Input a set of attributes S, the master key MK, and the
public parameters PK, output a decryption key SK.

(4) Decryption: Input the ciphertext CT, the parameters PK and the decryption
key SK, output the plaintext M.

2.4 Access Tree

The access tree T is used to represent the structure of access control. The param-
eters in the tree are presented in Table 1. Ciphertext is associated with T, and
each non-leaf node of T denotes a threshold gate. Let Tx be an subtree of T

and A be a set of attributes that satisfies Tx. Tx(A) can be calculated using the
following recursive process.

(1) Tx(A) will be calculated when x is a non-leaf node. Only if at least tx children
return 1, Tx(A) returns 1.

(2) When x is a leaf node, then Tx(A) returns 1 if and only if λx ∈ A.

Table 1. Notation description

Notation Description

T Access structure

x Non-leaf node

numx The number of children of node x

tx Threshold value

λx The attribute associated with the leaf node x

p(x) The parent of the node x in T

index(x) Return a number associated with node x

Tx The subtree of T rooted at the node x

A A set of attributes, and Tx(γ) = 1



248 G. Shen et al.

3 The Proposed Concrete Scheme

The proposed concrete scheme includes six phases: system initialization, key
generation, data encryption, data re-encryption, data decryption and attribute
update.

3.1 System Initialization

In the proposed scheme, the PDO first divides his/her physiological data PF
into n parts of different levels, that is PF = {PF1, PF2, · · ·PFn} [10]. Next,
each physiological data PFi is encrypted by using a symmetric key ski. That is,
the information of level i is CPFi = Encski

(PFi), where Enc(·) is a symmetric
encryption algorithm. PDO encrypts a set of symmetric keys {sk1, sk2, · · ·, skn}
with the CP-ABE scheme and store them in DS with {CPF1, CPF2, · · ·, CPFn}.
Therefore, the physicians at different levels can obtain different levels of physi-
ological information about PDO.

We assume the system is bootstrapped by KGC. Given a security parameter
κ, KGC generates (q, g,G1,G2, e) by running G(κ), where g ∈ G1. We define the
Lagrange coefficients Δi,Φ as Δi,Φ(x) = Πj∈Φ,j �=i

x−j
i−j , where i ∈ Z

∗
q and a set

Φ of elements in Z
∗
q . We also choose two hash functions H0 : {0, 1}∗ → G1 and

H1 : G2 → Z
∗
q . Then, the pairs of master public and private key of KGC and DS

are given, respectively. KGC picks a random number β ∈ Z
∗
q as its master private

key, and calculates the master public key v = gβ , so its pairs of master public
and private key is (PKK = v,MKK = β). DS selects a random number α ∈ Z

∗
q ,

and the pairs of master public and private key is (PKD = e(g, g)α,MKD = gα).
DS also picks γ ∈ Z

∗
q , and publishes PK

′
D = gγ as another master public key.

Finally, the system parameters {G1, g,H0,H1} are published, {α, β, γ} are kept.

3.2 Key Generation

Each physician runs following steps to obtain secret key set:

(1) To authenticate the user, the 2PC protocol will be used. KGC first chooses a
random number rk ∈R Z

∗
q as the secret of the physician. Then, 2PC protocol

returns the output w = (α + rk)β to DS. DS randomly selects τ ∈R Z
∗
q and

computes X = gw/τ = g(α+rk)β/τ , and then sends it to KGC. After receiving
X, KGC computes Y = X1/β2

= g(α+rk)/τβ , and sends it to the DS. DS
outputs a personal key component D = g(α+rk)/β by computing Y τ .

(2) We suppose that physician’s attribute set is A as input by KGC. The output
is that a group of attribute keys and secret value rk identified by the group.
For each attribute j ∈ A, KGC picks random rj ∈ Z

∗
q . Then, it computes

physician’s attribute keys as follows:

SKK,p = (∀j ∈ A : Dj = grkH0(j)rj ,D′
j = grj ). (1)
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(3) The physician’s personal key SKD,p = D is outputted by DS. Whole secret
key set of physician is as:

SKp = (SKD,p, SKK,p)

= (D = g(α+rk)/β ,∀j ∈ A : Dj = grkH0(j)rj ,D′
j = grj ).

(2)

Additionally, the DS also outputs another secret SK
′
p = H0(IDp)γ , which

will be used to distribute the selective attribute group key, where IDp

denotes the identity of physician.

3.3 Data Encryption

We assume that the symmetric key is ski ∈ G2. Before ski is send to the DS for
sharing, it will be encrypted under T of defining by PDO, who can obtain the
ciphertext as follows:
(1) Choose a polynomial qx for each node x in T. Let the degree of qx be dx,

where dx = tx − 1 and tx is the threshold value.
(2) PDO picks a random s ∈ Z

∗
q and sets qR(0) = s for the root node R. It sets

qx(0) = qp(x)(index(x)) for any other x, and selects dx to define qx.
(3) The ciphertext CT is constructed as:

CT = (T, C1 = ski · e(g, g)α), C2 = vs,∀y ∈ B : Cy = gqy(0),

C ′
y = H0(λy)qy(0)).

(3)

where B is a group of leaf nodes in T.
(4) Send encrypted physiological data CT to DS.

3.4 Data Re-encryption

The proxy re-encryption protocol is used by DS to achieve user revocation. The
protocol is executed as follows:

(1) DS Chooses Kλy
∈ Z

∗
q , and re-encrypts CT as CT′:

CT′ = (T, C1 = ski · e(g, g)α), C2 = vs,∀y ∈ B : Cy = gqy(0),

C ′
y = (H0(λy)qy(0))Kλy ).

(4)

(2) DS selects random ρ ∈R Z
∗
q , and ∀physician ∈ G1, and computes xk =

H1(e(H0(IDp)ρ, PK
′
D)).

(3) DS constructs the function of polynomial as:

fy(x) =
m∏

i=1

(x − xi) =
m∑

i=0

αix
j(modq). (5)

(4) A random r ∈ Z
∗
q is chosen by DS who constructs HMy, and generates a

message of head as:

HM = (gρ,∀y ∈ B : HMy). (6)

where HMy = {Kλy
·gra0 , gra1 , ..., gram}. The DS responds with (HMy, CT ′)

to physician after receiving data request query from the physician.
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3.5 Data Decryption

If a physician is associated with an attribute λy, he/she can obtain attribute
group key Kλj

from HMj as follows:

(1) Computes xk, then computes Kλj
.

(2) Then physician uses the attribute group keys to update its secret key as
follows:

SKp = (D = g(α+rk)/β ,∀j ∈ Λ : Dj = grkH0(j)rj ,D′
j = (grj )1/Kλj ). (7)

where Λ denotes a set of attributes.
(3) Suppose x is a leaf node, and λk ∈ Λ, then physician computes

DecryptNode(CT ′, SKp, x) = e(g, g)rkqx(0). (8)

(4) Suppose x is a non-leaf node. The physician computes Fz as the output of
DecryptNode(CT ′, SKp, z) for all x′s children nodes z:

Fx = e(g, g)rkqx(0). (9)

(5) Let DecryptNode(CT ′, SKp, R) is a function of the root node R of T. Then,
DecryptNode(CT ′, SKp, z) = e(g, g)rks. The ski can be recovered by calcu-
lating as CT ′ = ski.

(6) Finally, the physician can decrypt the information of level i (PFi =
Decski

(CPFi)) by using the secret key ski.

3.6 Attribute Update

If physician can improve his/her access level by updating the attributes. Specif-
ically, KGC update the physician’s attribute set A to A′. Then, the physician’s
new key becomes SK ′

p.

4 Security Analysis

In this section, we will conduct the security analysis of the proposed scheme.

4.1 Resist Internal Attacks

In the proposed scheme, KGC and DS cannot decrypt the physiological data
alone even if they get the ciphertext. The reason is that KGC and DS do not know
each other’s master secrets due to the 2PC protocol, so they cannot generate
physician’s secret keys independently [5]. Therefore, the proposed scheme can
resist internal attacks.
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4.2 Resist External Attacks

In addition, data confidentiality against the outside adversary can be also guar-
anteed. The physician cannot obtain the desired value e(g, g)rks if the set of
attributes do not meet T in the ciphertext. In order to decrypt a node x holding
an attribute λx, the physician must obtain pair (C ′

x,D′
x) from the ciphertext and

its private key, respectively. C ′
x is blinded, which means the physician cannot get

the value e(g, g)rxqx(0), the updated attribute group key cannot be obtained by
the revoked physician. Users whose attributes cannot meet the access policy will
be not able to decrypt the ciphertext. Therefore, the proposed scheme can resist
external attacks.

4.3 Collusion Resistance

In this scheme, since the value is randomized from the private key of particular
user, value e(g, g)αs cannot be recovered by the attackers of collusion.

5 Performance Evaluation

We first compare our scheme with scheme [12] in terms of the main character-
istic. Then the performance of the computational cost of data encryption and
decryption is analyzed.

5.1 Comparative Analysis

Tian et al. [12] propose a scheme of KP-ABE for access control in WBAN, in
which the ciphertext can be decrypted if his/her attributes related to the cipher-
text meet the access structures. However, our scheme is based on CP-ABE. Since
data owners master the access policy in CP-ABE, it is more suitable for practi-
cal application than KP-ABE. For example, PDO can define the access policies
based on the attributes owned by the physician’s level. When the physician’s
attributes meet the access structure of the encrypted data, the physician can
decrypt the patient’s physiological data. Therefore, the access control based on
CP-ABE is more efficient and flexible. Additionally, our proposed scheme also
uses a 2PC protocol in phase of key generation to resist the internal attacks.
We present the main performance comparison in Table 2. Compared with the
schemes [12], the proposed scheme can better realize both the efficiency of user
access control, and realize hierarchical access of patient’s physiological data.

5.2 Performance Evaluation

In this paper, the evaluations are conducted on Intel Core i7-6700 @3.10 GHz
with 8 GB RAM. The computation costs of our scheme are showed in Table 3,
where k1 denotes the number of attributes associated with physician’s private
key, k2 denotes the number of physicians in an attribute group and k3 denotes the
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Table 2. Performance comparison

Characteristics [12] Proposed scheme

Security of system entities No-mentioned Honest-but-curious

Type of ABE KP-ABE CP-ABE

Hierarchical access No Yes

Data confidentiality Yes Yes

User revocation Yes Yes

Collusion attack resistance Yes Yes

Data re-encryption No Yes

Attribute updated Yes Yes

Resist internal attacks No Yes

Table 3. Comparison of computational costs

Encryption Decryption

Time (2k3 + 1)TeG1 + TeG2 k1k2TeG1 + TeG2 logk3 + (2k1 + 2)Tp

number of attributes appeared in T. In addition, TeG1 , TeG2 and TP represent
an exponentiation operation in G1, an exponentiation operation in G2 and a
bilinear pairing operation, respectively.

Figure 2 shows the computational costs of data encryption and decryption,
respectively. We can see that the proposed scheme is efficient for reducing the
computational costs of data encryption and decryption.

In our scheme, the patient’s physiological information is divided into n parts
and encrypted as {CPF1, CPF2, · · ·, CPFn}. We assume that the time taken for
decrypting a physiological information is t. In the traditional ABE scheme, the
time for a physician to obtain patient information is nt, while in our scheme, the
time for a physician to obtain patient information is t. Therefore, our scheme
can greatly improve the diagnostic efficiency.

(a) Computational costs of encryption. (b) Computational costs of decryption.

Fig. 2. Computational costs.



Access Control for Wireless Body Area Networks 253

6 Conclusion

In this paper, we propose a secure access control scheme based on CP-ABE for
WBAN. Specifically, the system employs the CP-ABE and a secure 2PC protocol
to resist the internal attacks. Additionally, the physicians at different levels can
only access the corresponding information of patient, which realize hierarchical
access to improve the diagnosis efficiency. Security analysis and experimental
results demonstrate that the proposed scheme can realize secure and efficient
user access control in WBAN.
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