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Abstract. Network abstraction brings the birth of Software Defined
Network (SDN). SDN is a promising network architecture that separates
the control logic the network from the underlying forwarding elements.
SDN gives network centralized control ability and provides developers
with programmable ability. In this review, the latest advances in the field
of artificial intelligence (AI) have provided SDN with learning capabilities
and superior decision-making capabilities. In this study, we focus on
a sub-field of artificial intelligence: machine learning (ML) and give a
brief review of recent researches on introducing ML into SDN. Firstly,
we introduce the backgrounds of SDN and ML. Then, we conduct a
brief review on existing works about how to apply several typical ML
algorithms to SDN. Finally, we give conclusion towards integrating SDN
with ML.
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1 Introduction

The Internet has led to the birth of a digital society in which almost everything is
connected and accessible from anywhere. The network usually involves different
devices, runs different protocols, and supports different applications. With new
network devices, resources and protocols deployed in the network, the network
is becoming more and more complex and heterogeneous. Heterogeneous network
infrastructure enhances the complexity of the network and brings many chal-
lenges in effectively organizing, managing and optimizing network resources [47].

Fortunately, Software Defined Networking (SDN) based on the idea of logi-
cally centralized management proposes a simplified solution for complex tasks,
such as traffic engineering [36], network optimization [21], orchestration, and so
on. In SDN network paradigm, a logic centralized SDN controller manages net-
work devices and arranges network resources. The SDN controller has a overall
perspective of the network by monitoring and gathering the timely status of the
network and configuration information of the network, and supports a stream
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level resource scheduling of the underlying layers. This kind of creation leads
to a huge transformation in the way of networks construction, operation and
maintenance. Therefore, SDN framework can be regarded as a means to solve
multifarious problems in the network from another perspective, and can also be
used to meet the demand of new technologies, such as the IoT and the fifth gen-
eration (5G) [8]. As a promising way to rebuild the network, SDN has become
the frontier of innovation in industry and academia. The Open Networking Foun-
dation (ONF) is a leader in SDN standardization, and it has the support of more
than 100 companies that together accelerate the creation of standards, products,
and applications, such as NEC, Google, IBM, and VMware [26].

However, the key to the success of SDN is whether it can effectively solve
the problems that can not be well solved in the traditional networking archi-
tectures, such as scalability, network awareness, on-demand quality assurance,
intelligent traffic scheduling, and so on. Noteworthily, machine learning (ML)
provides great potential for SDN innovation. The researches shows that ML
technology has been widely used to solve various problems in the network, such
as resource allocation, network routing, load balancing, traffic classification, traf-
fic clustering, intrusion detection, fault detection, quality of service (QoS) and
quality of experience (QoE) optimization, and so on [25]. Meanwhile, SDN cre-
ates conditions for the smooth deployment of ML in the network because of the
unique advantages of SDN, such as programmability, global view, centralized
control, and so on. Firstly, a mass of data is the key point to implement a data-
driven ML algorithm. The SDN controller maintains a overall network view, as
well as can monitor and collect all kinds of network data, which can provide
a lot of timely and historical data for ML algorithms. Secondly, the optimized
solution (e.g., configuration and resource allocation) can be easily deployed in
the network due to the programmability of SDN [47]. Therefore, as a subset of
artificial intelligence, ML technology has gained more and more the interest of
the researchers in the application of SDN technology.

From the view of how to use ML technology to solve the problems faced by
SDN, Xie et al. [47] have reviewed the ML technology which can better solve the
key problems in the development of SDN, and discussed the research of using ML
technology to improve the performance, intelligence, efficiency and security of
SDN. On the other hand, from the standpoint of ML key algorithms, we further
discuss the methods and characteristics of several typical ML technologies in
the application of SDN paradigm. We argue that our work is a complement to
research of Xie et al., to better reveal the important role and broad prospects
of ML in SDN paradigm. In the paper, we first introduce the backgrounds of
SDN and ML. Then, we conduct a brief review on existing works about how to
apply widely-used ML algorithms to SDN. Finally, we give conclusion towards
integrating SDN with ML.
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2 Overview of Software Defined Networking

In this chapter, we will briefly introduce the background of SDN. Firstly, we
discusses the background of the birth of SDN, points out the inevitability of the
emergence of SDN, then introduces the framework of SDN.

2.1 The Origin and Development of SDN

The distributed control and transport network protocols deployed by the dis-
tributed forwarding device are the key point to make traditional Internet suc-
cessful. However, with the rapid development of network, traditional networks
are complex and hard to manage [22]. Therefore, the traditional network archi-
tecture needs to be reformed. The related research of programmable network
provides a theoretical basis for the generation of SDN [45]. Active network [44,45]
allows data packets to carry user programs and can be automatically executed
by network devices. Users can dynamically configure the network by program-
ming, which facilitates the management of the network. However, due to the
low demand and poor compatibility of protocol, it has not been deployed in
the industry. The 4D architecture [18,48] separates the programmable decision
plane (i.e. the control plane) from the data plane, centralizes and automates the
decision plane. Its design idea generates the rudiment of SDN controller [19].
The term SDN was originally used to describe Stanford’s ideas and work around
OpenFlow. According to the original definition, SDN refers to a centralized net-
work architecture, in which the data forwarding plane is separated from the
distributed control and controlled by a remote centralized controller.

In addition, many standardization organizations have joined in the formula-
tion of SDN standards. The Open Networking Foundation (ONF) is a famous
organization specializing in SDN interface standards. The OpenFlow protocol
formulated by this organization has become the mainstream standard of SDN
interface. Many operators and manufacturers have developed according to this
standard. The ForCES Working Group of the Internet Engineering Task Force
(IETF), the SDN Research Group of the Internet Research Task Force (IRTF)
and several working groups of the International Telecommunication Standard-
ization Sector (ITU-T) also aim at the new methods and new technologies of
SDN [12]. The follow-up of standardization organization has promoted the rapid
development of SDN market. With the development and application of 5G com-
munication technology, SDN has become an important enabling technology for
5G. Thus, SDN has broad prospects for development and great research value.

2.2 Network Architecture

The design idea of SDN is to separate the control plane of the network from
the data forwarding plane to realize a centralized network control and provide
a programmable network for developers. Referring to the structure of computer
system, there will be three kinds of virtualization concepts in the SDN archi-
tecture: forwarding abstraction, distributed state abstraction and configuration
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abstraction. According to the original design intention of SDN, the forwarding
abstraction should be able to support any forwarding behavior required by net-
work applications, and hide the implementation information of the underlying
hardware. Openflow is a practical implementation according to this design idea.
Compared with the traditional computer operating system, it can be regarded as
the “device driver” in an operating system. At the same time, the SDN applica-
tions are not affected by the distributed state of forwarding plane, and they enjoy
a unified network view. The unified network view is provided by the distributed
state abstraction. The control plane can gather the distribution state informa-
tion of devices and construct an overall network view so that the applications
can set the network uniformly through the whole network state. Configuration
abstraction can provide users with a more simplified network model. The users
can automatically complete the unified deployment of forwarding devices along
the path, through the application interface provided by the control layer. There-
fore, network abstraction is the decisive factor for generation of SDN architecture
decoupling between data and control planes and providing unified interface.

According to different requirements, many organizations have proposed cor-
responding SDN reference architectures. SDN Architecture was first proposed
by ONF and has been widely accepted in academia and industry. The typical
SDN architecture is shown in Fig. 1. SDN consists of three parts: data plane,
control plane and application plane. The data plane contains a series of for-
warding devices interconnected through wireless channels or wired cables. They
are responsible for data processing, forwarding, and status collection based on
flow tables. The forwarding plane communicate with the control plane by the
southbound interface (SI). The SI defined the communication protocol between
the forwarding elements and the controllers, such as OpenFlow protocol. The
protocol formalize the way that the controllers and the forwarding elements
interact. The control plane includes a series of logically centralized controllers
regarded as the brain of the network. The controller is mainly responsible for the
arrangement of data plane resources, maintenance of network topology, status
information, and so on. The SDN controller can offer the APIs to application
developers. The APIs represent the northbound interface (NI), i.e., a common
interface for developing applications. The application plane includes a variety of
businesses and applications such as load balancers, network routing, firewalls,
monitoring, and so on. The network application program communicates with
SDN controller by NI to control the network reasonably, so as to realize the
business logic of the application program itself.

3 Overview of Machine Learning

The general definition of ML is that intelligent machines learn from experience
(i.e. from available data in the environment) and use learned methods to improve
overall performance [33,38]. In the case, ML technology can be divided into four
groups: supervised, unsupervised, semi-supervised, and reinforcement learning.
In this section, Each category is briefly explained to help the reader understand
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what follows. A more in-depth discussion of ML technology and the basic con-
cepts about ML, please refer to [33,38].

Fig. 1. Illustration of SDN architecture.

3.1 Supervised Learning

Supervised learning methods require predefined knowledge. For example, a train-
ing data set consisting of “input-output combinations” in which the model learns
a function that maps a given input to an corresponding output [38]. The method
needs a test data set that represents the best performance of the current research
system. The test data set can be used to evaluate the performance of the final
learning method [31].

3.2 Unsupervised Learning

Unsupervised learning is carried out without pre-defined knowledge (that is, only
unlabeled data) [38]. Therefore, the system mainly focuses on finding rules or
knowledge in the input data. A common use case of unsupervised learning is
clustering algorithm, which is used to distinguish meaningful groups in input
data according to similar attributes defined by appropriate distance measures
(such as Euclidean distance and cosine distance measure) [34,38].
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3.3 Semi-supervised Learning

The semi-supervised learning model learns from labeled and unlabeled data.
Labeled and unlabeled data may contain random noise in supervised learning
and unsupervised learning [38]. As in many practical applications, since the
data is labeled manually by experts, it is more realistic to collect many labeled
data, while it is easier to collect a large number of unlabeled data [16]. Semi-
supervised learning is superior to unsupervised learning because it contains some
small labeled data [16].

3.4 Reinforcement Learning

The reinforcement learning (RL) model is based on a set of “reinforcement”
in the environment to learn a superior behavior. For example, the system is
rewarded or punished according to whether it works well [38]. Every time the
system interacts with the environment, it gets feedback information, and it will
make full use of the feedback to update its performance [33]. An important prop-
erty of reinforcement learning is Markov property, because of this property, the
subsequent state of reinforcement learning system is determined by the current
state [3].

4 Discussion of Applying Machine Learning to SDN

Due to the great efforts of industry and academia, the role of ML in the network
has been significantly enhanced. ML technology has been widely used to solve
various network-related problems, such as network routing, load balancing, traffic
classification and clustering, fault detection, intrusion detection, QoS and QoE
optimization, and so on. In this section, we will investigate the application areas
of several typical ML methods in SDN.

4.1 Application of Neural Network in SDN

The advantage of neural network (NN) is that it can approximate any function,
but because of the need to adjust a large number of parameters, the compu-
tational cost is very high. Neural network method is used mainly for intrusion
detection [1,14,17], traffic classification [4,28,32], load balancing [15], perfor-
mance prediction [13,39,41], service level agreement (SLA) execution [6,7], solv-
ing the problems of controller placement [2,20] and optimal virtual machine
(VM) placement [30], etc.

In this paper, six application examples are discussed. Sander et al. [41] pre-
sented the design and performance of DeePCCI, a passive congestion control
identification method based on deep learning which only needs to train the traf-
fic of congestion control variables. Compared with the traditional methods, it
can be directly applied to encrypted traffic and easier to expand, because it only
needs the time of arrival information of the packets. To solve the problem of
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weighted controller configuration, He et al. [20] introduced a multi-label classifi-
cation method to forecast the entire network allocation. Compared with decision
tree method and logistic regression method, the neural network method shows
superior results and saves up to two-thirds of the running time of the algorithm.
Carner et al. [13] compared the performance of traditional methods and neu-
ral network methods for network transmission delay prediction. By training a
model, network delay is automatically predicted according to traffic load and
overlapping routing strategy. The M/M/1 network model and NN model are
introduced for network transmission delay prediction in their works. The exper-
imental results show that the network transmission delay predicted based on
neural network has better accuracy than the method based on M/M/1 model.
In [32], the researchers used an 8-layer deep neural network to identify mobile
applications. The quintuple included destination IP address and port number
and so on is used to feature a flow, which is the training data of an 8-layer deep
NN. The experiment show that the recognition accuracy of the trained model
for 200 mobile applications reaches 93.5%. Abubakar et al. [1] introduced a SDN
intrusion detection system using the neural network method, which achieves
97.3% high accuracy in NSL-KDD data sets.

Fig. 2. Atlantic system workflow.

4.2 Application of Support Vector Machine in SDN

The support vector machine (SVM) has the advantage of processing high-
dimensional data sets well, but it is difficult to train large data sets because
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of the large amount of training calculation. The support vector machine method
is mainly used to intrusion detection and traffic classification in SDN paradigm
[10,23,23,24,35,37,43,49].

Silva et al. [43] propose a prototype system called Atlantic for joint abnormal
traffic detection, classification and mitigation in SDN. The Fig. 2 illustrates a
work view of the Atlantic. The Atlantic framework implements anomaly detec-
tion and classification in two stages: lightweight stage and heavyweight stage. In
the lightweight stage, The authors adopt some methods with low computational
cost (such as information theory), The lightweight methods can be called more
continually to quickly remark the potential malicious traffic. In the heavyweight
stage, by using an SVM algorithm to leverage historical knowledge about past
anomalies, the flows are analyzed and classified according to their abnormal
behavior. Atlantic then takes appropriate mitigation measures to automatically
handle malicious traffic, and human administrators manually analyze unknown
traffic. Kokila et al. [23] introduced an approach to detect DDOS attacks on the
SDN controllers. Compared with the traditional classifiers, their method based
on SVM has higher accuracy and lower error rate. Boero et al. [10] used SVM to
detect malicious software based on SDN, and the information gain (IG) measures
were used to select the most dependent features. Their models achieve 80% and
95% malware and normal traffic detection rates. Furthermore, the false alarm
rates of malware and normal traffic were 5.4% and 18.5% respectively. In [37],
the authors implement an application aware traffic classification system using
SVM. The system classifies UDP traffic according to NetFlow records (such as
received packets and bytes). The experimental results show that the classification
accuracy of the model is more than 90%.

4.3 Application of k-Means Clustering in SDN

The k-means clustering algorithm is easy to implement and explain clustering
results, but the calculation cost is linear with the number of training data. k-
means clustering method is mainly used to deploy intrusion detection system in
SDN paradigm [5], routing decision [11], solve the placement problem of optimal
controller [40], and analyze user traffic [9].

Bernaille et al. [9] introduced an approach based on a Simple K-Means algo-
rithm that classified different types of TCP-based applications using a first few
packets of the flows. Budhraja et al. [11] proposed a routing protocol in a strictly
compliant environment. Firstly, the network traffic is divided into multiple risk
ratio clusters by a k-means algorithm in an offline way. Then, the authors adopt
an ant colony optimization (ACO) algorithm to select the path with the least
risk of privacy exposure and compliance for a given data transmission session
in an online way. Sahoo et al. [40] used k-means method to treat the place-
ment of optimal controllers. They compared two kinds of clustering algorithms:
k-Medoids and k-Center. The results of the comparative experiment show that
k-Center algorithm has superior results than k-Medoid algorithm. Barki et al. [5]
compared the performance of four ML methods (i.e., naive Bayesian, k-nearest
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neighbor, k-mean and k-center) in detecting DDoS attacks in SDN. The exper-
iments show that naive Bayesian method achieved the highest detection rate.
However, k-means clustering method achieves good results in processing time.

Fig. 3. p4rl system workflow.

4.4 Applications of Other Machine Learning Methods in SDN

In addition to some common ML approaches mentioned above, the combined
use of other ML algorithms in SDN broadens our thinking for further expanding
the performance of SDN. Apoorv Shukla et al. [42] presents a novel approach for
P4 switch verification. They implement a prototype called p4rl which can use
reinforcement learning model to guide the fuzz testing to verify the P4 switches
automatically during execution time. The Fig. 3 illustrates a work view of the
p4rl framework. First, the regulator sets the behavioral attributes of the net-
work to be verified. It coming with configuration information about the network
is used as the input of reward system which can provide the basis for verification.
At the same time, the authors use an agent based on reinforcement learning to
select variant network actions. These mutated actions are used to guide the gen-
eration of network packets as test cases. The information about how P4 switch
processes the packets is used as the feedback of the reward system. The agent
can updates its next action based on the feedback returned by the reward sys-
tem. The experiment demonstrates that reinforcement learning approach can
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make the fuzzing test process focused and improve the test efficiency. In [29],
the authors propose an architecture of Self-Driving Network. To enhance the
QoE of bandwidth and latency sensitive applications, a ML-based classifier is
introduced to class the current experience states of the applications, then the
states are sent to a state-machine. If a critical event of the application behav-
ior is detected by the state-machine (arising due to a transition among states),
the network controller will execute the corresponding action in order to elevate
the performance of the applications. Wang et al. [46] introduced an improved
behavior-based SVM to classify network attacks. In order to improve the accu-
racy of intrusion detection and accelerate the learning rate in the normal mode
and intrusion mode, the authors use a decision tree method to reduce features.
Firstly, they sort the original feature set and select the features with the best
representation. Then, they use these selected features as the input of the model
to train a SVM classifier. The model also uses ID3 decision tree method for fea-
ture selection. The experimental record on KDD-CUP99 dataset show that the
classification accuracy of the model is 97.60%.

4.5 Comparisons of Different Machine Learning Methods Enabling
SDN

In order to carry out more in-depth research in ML enabled SDN, we further
analyze the characteristics of various ML algorithms in SDN applications.

Overall, the supervised learning algorithm is the common algorithm in intru-
sion detection, because the core task of the intrusion detection system is often
regarded as a classification work. In SDN, ML-based intrusion detection system
has been studied extensively. QoS prediction is usually regarded as a regression
work, while QoE prediction is regarded as a classification work. Therefore, super-
vised learning method can also be well handled the QoS or QoE prediction task.
Nevertheless, the key to using supervised learning is whether it is convenient to
obtain enough labeled training data sets. Compared with supervised learning,
the semi-supervised learning approaches only require a small amount of labeled
data. Thus, the semi-supervised learning approaches are more easily applied
to QoS/QoE prediction. Compared with supervised learning and semi super-
vised learning, RL algorithm has obvious advantages and application potential
in those applications where it is difficult to obtain a large number of training
data. On the one hand, the RL algorithm does not require labeled training data
sets. Moreover, the optimization objectives (such as network delay, bandwidth
utilization, and energy utilization) can be flexibly set through various incentive
functions. Specifically, we discuss the advantages and disadvantages of different
ML algorithms in Table 1.
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Table 1. Strengths and weaknesses of various ML models when applying to SDN

ML Algorithm Strengths Weaknesses

Neural

Network

Once trained, execution speed is fast

The ability to approximate arbitrary functions to

predict complex network data

Work well on high-dimensional network datasets

Expensive computing makes online

training difficult

Hard to guide researchers to set

structure of NN

SVM Work well on both linearly separable and

non-linearly separable dataset

Hard to train large-scale network

datasets

Sensitivity to noise Data in SDN

K-Means Simple to implement deployment in SDN Sensitive to initial points and outliers

Computing increases linearly with

the size of network datasets

RL Working well without prior knowledge can

flexibly handle different optimization objectives

Hard to solve problems in

high-dimensional space

Semi-

supervised

learning

Using labeled and unlabeled data to effectively

deal with situations where subjective datasets,

such as QoE, are difficult to obtain

Rely on assumptions

5 Conclusions

This paper summarizes the research work on the application of ML technology
in SDN paradigm. The research shows that an increasing number of the ML
technologies are used to solve a wide range of network problems. The ML tech-
nologies have been proved to be the valuable means in SDN. The advantages
of ML technology in classification, prediction, and feature extraction can better
solve the security protection, resource allocation, routing, load balancing, and
other issues in SDN. Compared with traditional methods and other artificial
intelligence technologies, ML technology shows a broader application. In addi-
tion, compared with traditional ML technology, deep learning, can provide better
results. However, The ML also brings new challenges to SDN. ML models and
related training data are faced with various security risks [27]. More attention
should be paid to the robustness of ML in confrontational environments.
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